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Disclaimer
The Document should not be regarded as giving legal advice. The aim of the publication of this document is rather to raise awareness of the data protection issues that may arise in the electronic interchange of data between administrations.

The Document should not be regarded as providing any recommendations that, if followed, ensures that all legal obligations on European and national level are met. Thus, the Commission assumes no responsibility towards anyone applying the recommendations contained in the Document.

The Document does however raise important data protection issues that should be taken into account when planning or implementing electronic messaging in administrative procedures.
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0.


INTRODUCTION

This Guide has been drawn up by Cap Gemini UK under a contract with the European Commission and under the joint supervision of Directorate General III and XV.

The IDA (Interchange of Data between Administrations) Programme of DG III aims at supporting the implementation of Trans-European networks intended for the electronic exchange of data between administrations. IDA has implemented a number of important networks in many different sectors. These systems facilitate the Community decision-making process, combat fraud, improve communication and understanding between Member States and between Member States and the Community institutions, and serve all European Agencies.

This Guide is designed to help those involved in IDA projects to meet their obligations under data protection legislation. It is in two parts: 

(a)

the first part sets out the basic obligations in Question and Answer form, and is designed to provide staff and management with an overview of the key issues.

(b) 

the second part sets out a series of key controls to satisfy the detailed requirements of data protection legislation and is intended to provide practical advice on how problems can be anticipated or resolved.

Article 286 of the Treaty of Amsterdam (October 2nd, 1997) states that from January 1st 1999 `Community acts on the protection of individuals with regard to the processing of personal data and the free movement of such data shall apply to the institutions and bodies set up by, or on the basis of, this Treaty'. This means that data protection legislation will apply to IDA projects from this date. In addition, the Article establishes an `independent supervisory body responsible for monitoring the application of such Community acts to Community institutions and bodies' (e.g. a Data Protection Authority). 

The relevant instrument which will incorporate data protection into the European Commission' s daily life is `Directive 95/46/EC of the European Parliament and of the Council of 24th October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data' (OJ No. L 281, 23.11.95, p31 to p50).

In summary, data protection legislation, which has applied for more than a decade in some Member States, will soon apply to IDA projects sponsored by the Commission and by other the relevant Institutions of the European Union (including Agencies, Centres or Foundations established under Community law).

PART 1

1.
WHY IS THIS GUIDE NEEDED?

1.1
 Do I really need to read the whole of this document?

1.1.1
Discussion

The answer to this question depends on an assessment of the nature of the data processed within the IDA project. To assist in making a preliminary assessment, you should answer the following simple questions (truthfully, of course).

The answers should be either `yes' or `no'; if the truth is `don’t know’, `perhaps' or `may be' then assume that the answer to that question is `yes'. Alternatively, you may wish to seek help from someone knowledgeable in data protection matters.

1.1.2
Self-assessment questions

SAQ1.
Does this IDA project require the processing of data, which can be linked either directly or indirectly to an identifiable individual (whether dead or alive)? For example, if the data were linked to something like an individual’s name, address, habits, appearance, possessions, salary or telephone then the answer is `yes’.

SAQ2.
Is the Community body (e.g. an Institution of the European Union, or an Agency, Foundation or Centre established by the European Commission or a European Council) which is responsible for the IDA project: 

(a)  
solely responsible for this processing?




(b)
jointly responsible for this processing, together with other public bodies based in Member States (e.g. Government Departments)?




(c)
responsible only for providing the means by which the personal data are processed on behalf of Member States (e.g. the Community body provides the telecommunications infrastructure which facilitates the exchange of data between States)?




(d)
responsible for establishing common processing standards (e.g. on security) and protocols (e.g. for communications) so that Member States can exchange the personal data?

SAQ3.
Are all Member States of the Union expected to contribute personal data to the IDA project?

SAQ4.
Are States outside the Union expected to contribute personal data to the IDA project?

SAQ5.
Does the purpose of the processing involve any of the following activities:




(a)
the processing of personal data which relate to an individual's health, sex life, criminal convictions, religious or philosophical beliefs, racial or ethnic origin, political opinions or trade-union membership?




(b)
the identification and/or investigation of fraud?




(c)
the transfer of personal data outside the European Union (but limited to transfers to other European countries of EFTA, or to countries likely to join the Union)?




(d)
the transfer of personal data outside the European Union, to any country in the world?

SAQ6.
Does the processing involve data, or personal data other than those mentioned in SAQ5(a) (e.g. personal financial details), which are subject to an obligation of confidence?

1.1.3
Answers to self-assessment questions

If the answer to SAQ1 is `no', then there is no need to read further; data protection legislation only relates to the processing of data which concern individuals (i.e. natural persons). However, before this document is put on the shelf, it is suggested that:



(a)
an audit of the data processed is carried out to ensure that the answer (i.e. that no personal data are processed) is wholly correct.



(b)
specific legislative requirements or limitations, which relate to the processing activities, are identified so that procedures can be established which satisfy such requirements or which ensure that such limitations are observed. These procedures should be communicated to all those who process the data, and should be robust enough so that any necessary proof of compliance can be furnished.



(c)
the audit is repeated (e.g. on a yearly basis) to ensure that there is no change to the conclusion reached in (a).

The answers under SAQ2 identify the data protection  obligations towards personal data. If answer SAQ2(a) or SAQ2(b) is `yes', then the full range of data protection requirements will need to be met (i.e. the whole of this document must be read). With respect to SAQ2(c), the main focus of concern will be meeting the security obligations, which will,  of necessity,  be imposed on the project by those for whom the personal data are processed. IDA projects falling within SAQ2(d) do not directly result in data protection obligations; clearly, however, the harmonisation of common standards will involve consideration of data protection standards (especially since the latter standards are needed to satisfy statutory obligations).

If the answer to SAQ3 is `yes' (i.e. all States contribute), then harmonisation of data protection standards will also  be an important issue. For instance, a Member State is unlikely to be enthusiastic about sharing personal data with another State, if the latter has adopted a level of security, which is lower than that of the former.

The remaining questions (SAQ4 to SAQ6) identify whether specific data protection provisions need particular attention. For instance, if the answer is `yes' to:



(a)
SAQ4 or SAQ5(c) or SAQ5(d), then care needs to be taken with procedures associated with the transfer of personal data to outside the Union (e.g. there might be a contractual requirement to ensure that personal data processed within  the Union retain an equivalent level of protection outside the Union).



(b)
SAQ5 (a) or SAQ5(b) or SAQ6, then extra care needs to be demonstrated with respect to the whole range of data protection activities, since the personal data are  usually very  sensitive, and in many cases subject to special statutory provisions (e.g. there may be a prohibition on the processing of such personal data unless certain conditions are satisfied).

1.1.4
Summary

If an IDA project does not process personal data, then there is no need to worry about data protection. If, however, personal data are processed, the whole of this document should be studied.

1.2


Why the fuss?

Why the fuss? The Commission and its related bodies have used personal data for years without coming across a single significant problem.

1.2.1
Discussion

In essence, data protection legislation has developed primarily from the fundamental human right to privacy, established by Article 8 of the European Convention on Human Rights, namely that `Everyone has the right to respect for his private and family life, his home and his correspondence’. In an era where individual privacy is increasingly under threat from technology, data protection legislation aims to ensure that an organisation's processing of personal data offers the required respect.

There are strong reasons why individuals (i.e. 'Data Subjects', as defined in the legislation) need to be protected. For instance, computers now process personal data to monitor purchases, record who has telephoned whom, log the movements of individuals or of vehicles and, in general, compile comprehensive information about patterns of consumption and personal preferences. Current computer technology allows the collection of lifestyle data on every individual, facilitates direct marketing by storing the details of millions of telephone subscribers or voters on a single optical disk, and collates millions of records relating to the creditworthiness of individuals.

Thus, on the one hand, modern-day society depends for its very survival on the use of personal data (use which is increasingly assuming a multi-national dimension, especially within IDA projects). Yet, on the other hand, it is clear from the above list of activities that there is a significant risk to individual privacy from the unfettered use of personal data by the organisation, which controls the processing (i.e. the `Controller').

Data protection legislation attempts to strike a balance and to reassure members of the public on privacy matters. Whilst recognising that Controllers have legitimate rights to process personal data, the legislation at the same time provides Data Subjects with several important levers which can control that processing. Through being aware that these levers exist and why they exist, and by appreciating how they can be activated by Data Subjects, an IDA project can ensure that data protection aspects receive proper consideration. 

1.2.2
Striking the necessary balance

In outline, data protection legislation regulates every aspect of the processing of personal information about individuals (defined as  `personal data’), from collection through to destruction. The legislation also provides remedies for the individuals concerned, if procedures surrounding the processing of such data break down. 

In order to achieve a workable balance between the needs of the Controller to process personal data, and the Data Subject’s right to maintain privacy, the legislation demands that consideration should be given to certain crucial questions. These include:


(a)

should certain personal information be collected in the first place and, if so, how? Should details about the processing be given, in advance of any processing, to the Data Subject? How can the Controller be sure that the processing is limited to that which is authorised by law?


(b)

should personal data be disclosed to others and, if so, how and when can this be done safely and lawfully?


(c)

are the personal data accurate and of high quality, and how can the Controller assess these factors?


(d
)
are the personal data relevant to, and the minimum necessary for, achieving the Controller's purpose or purposes, and how can compliance with these criteria be demonstrated?


(e)

are all the personal data processed securely by the Controller?


(f)

how long should the personal data be retained by the Controller?


(g)

does the Data Subject concerned need to know of, or consent to, the Controller's data processing activities?


(h)

how can Data Subjects obtain a copy of their personal data, and what happens if they demand that inaccurate data should be corrected or erased? Under what circumstances can the Data Subject object to the processing?


(i)

can the Controller justify why certain personal data should not be corrected or erased?


(j)

how are staff trained to use equipment reliably and to follow established procedures with respect to personal data?

If the Controller or its staff and agents are unable to provide convincing answers to these kinds of questions, public confidence in the services offered by the Controller will be reduced. In the worst cases, the Controller could face criminal prosecution and/or might have to pay compensation to those who have been damaged.

Additionally, an independent supervisory authority is to be set up as a consequence of Article 286 of the Treaty of Amsterdam. This authority will act as a kind of privacy ombudsman and will be empowered to ensure that all Controllers (i.e. all the relevant Institutions of the European Union or Agencies, Foundations and Centres set up by the European Commission or European Council which are in charge of the processing) , fulfil their responsibilities as regards data protection compliance.

1.2.3
Summary

Data Protection creates a balance. It requires a Controller to be aware that the personal data in its care cannot be collected, used or disclosed without regard to data protection obligations. The Controller must consider any processing requirements in the context of an individual's right to privacy.

1.3
Information and organisations subject to data protection legislation

What kind of information and organisation is subject to data protection legislation?

1.3.1
Discussion

Data protection legislation applies to all automated processing which relates to an identifiable living individual, and to all non-automated information, about an identifiable living individual, if it is readily accessible by reference to specific criteria (e.g. capable of being retrieved from a structured manual file). In this way, the paperwork associated with the processing of personal data within an IDA project can be subject to the legislation, even if the data are not processed by computer. Some Member States apply data protection rules to personal information about dead individuals.

As stated in Question 1, if an IDA project does not process personal data, it has no obligations under data protection  legislation.

1.3.2
Key definitions (personal data, processing, Controller, Processor)

Four definitions are of key importance; these are defined in Article 2 of the Directive 95/46/EC as follows:


(a)

Personal data shall mean `any information relating to an identified or identifiable natural person (data subject); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity’.




This use of the words `any' and `relating ... directly or indirectly' makes this definition is very broad. Examples of  personal data include any data, which are used in conjunction with an individual's name, or provide links to the individual’s name (e.g. address, home telephone number, habits, policy number, vehicle registration mark, and physical appearance).


(b)

Processing of personal data shall mean `any operation or set of operations which is performed upon personal data, whether or not by automatic means, such as collection, recording, organisation, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, blocking, erasure or destruction’.




This definition is also very broad: the key words are `any operation'. The list of processing activities provided in this definition therefore covers all automated processing operations using a computer (e.g. editing a file, archiving a database, making a back-up copy of a disk), as well as non-automated activities which involve manual files that are structured to permit the retrieval of personal data about an individual (e.g. the disclosure of  such a file to a colleague).


(c)

Controller shall mean `the natural or legal person, public authority, agency or any other body which alone or jointly with others determines the purposes and means of the processing of personal data; where the purposes and means of processing are determined by national or Community laws or regulations, the controller or the specific criteria for his nomination may be designated by national or Community law’.




In practice, as regards IDA projects, one can expect the relevant Community body (i.e. the relevant Institution of the European Union or other Agency, Centre or Foundation established under Community law, which is  responsible for the processing) to be a Controller with respect to some operations that involve personal data and, in other cases, a Controller jointly with Controllers based in other Member States.  The implications of this and the next definition are developed below.


(d)

Processor shall mean `a natural or legal person, public authority, agency or any other body which processes personal data on behalf of the controller’.




An example of a Processor is any contractor who provides services which require the processing of, or access to, the Controller's personal data; many suppliers of services will therefore be Processors. As will be seen, the Controller has a duty to ensure that the IT security arrangements, adopted by the Processor, are appropriate  to the sensitivity of the personal data undergoing the processing. Staff who are authorised by the Controller to process personal data are not Processors.




In some cases, an IDA project could result in the Community body offering  its services, as a Processor, to other Controllers (e.g. to Government Departments based in Member States).

1.3.3
Is the relevant Community body a Controller or a Processor?

The  relevant Community body (i.e. the relevant Institution of the European Union or other Agency, Centre or Foundation established under Community law, which is  the legal entity responsible for the processing) can be a Controller or a Processor (or both) with respect to IDA projects. Five options require consideration, namely: 



(a)
where the processing of personal data  is not required (i.e. the Community body has no obligations towards data  protection compliance).



(b)
where the Community body is responsible, as sole Controller, for the processing of the personal data (e.g. where Member States provide information to the Community body, and where the processed personal data are then made accessible to Member States by means of a shared database).  In addition, the Community body often has particular roles and responsibilities which are independent of those that relate to Member States; if such responsibilities require the  processing of personal data, then the Community body acts as Controller.



(c)
where the Community body is jointly responsible with one or more other Controllers (e.g. Government bodies of Member States) for the processing of personal data. Note that joint responsibility between Controllers does not imply equality; merely that some aspect of processing, albeit even a small part of the processing, is shared. For example,  one can assume that the Government bodies involved in the IDA project will also be Controllers, with respect to the relevant personal data, within their own Member State(s). Thus when Government  bodies provide personal data to an IDA project, they as well as the Community body could retain an element of control over these data (i.e. the Government bodies will be joint Controllers with the Community body).



(d)
where the Community body is responsible for the processing of personal data on behalf of Controllers based in other Member States (e.g. the Community body provides a telecommunications service, and its only interest in the personal data is the reliability of this service, including the provision of security for the transmitted data).



(e)

where the Community body does not itself process personal data, but plays a co-ordinating role in encouraging the adoption of common operating standards (e.g. with respect to security) and of technical communication protocols. 

This guide to data protection compliance has been written on the assumption that its main audience will be IDA projects falling within categories (b) and (c) above (i.e. where the Community body is sole Controller  with respect to the processing of personal data, or  has joint responsibility of being a Controller). However, the guide is also relevant to those IDA projects which fall within category (e), since such projects will need to advise Member States with respect to the adoption of a common approach towards data protection. Indeed, most IDA projects will probably involve  an element of harmonisation (even if only in the field of security and telecommunications). 

With respect to the implementation of harmonisation measures in practice, there is a choice. Harmonisation can aim to guarantee a particular minimum set of standards, or to achieve a higher standard, perhaps by encouraging particular Member States to move towards the more rigorous procedures adopted by other States. It is noteworthy that Recital 10 of the Directive requires harmonisation measures adopted by Member States to strive towards the latter of these two options (i.e. to `seek to ensure a high level of protection in the Community').

With respect to (d), in data protection terms the Community body is a Processor (i.e. is providing a processing service). In summary, its obligations under Article 17 will be to implement data protection security standards acceptable to the Controllers involved, and to follow instructions from those Controllers as to the range of authorised processing. Thus, if there are IDA projects which fall within the category identified in (d), the managers of such projects will be particularly concerned with the implementation of  the controls  which deal with the responsibilities of those who have access to the personal data, and of all the controls associated with the security of the processing. 

1.3.4
Other definitions (filing system, Third Party, Recipient, consent)

Other important definitions are:


(a)

`Personal data filing system'. This is `any structured set of personal data’ (in particular in a manual file) `which are accessible according to specific criteria, whether centralised, decentralised or dispersed on a functional or geographical basis'.




This definition addresses the fact that data protection extends beyond automated processing (e.g. by computer). Non-automated information (e.g. contained in paper files) which is structured to facilitate the retrieval of such information with respect to an individual is also subject to data protection obligations.


(b)

Third Party `shall mean any natural or legal person, public authority, agency or any other body other than the data subject, the controller, the processor and the persons who, under the direct authority of the controller or the processor, are authorised to process the data’.




For instance, if the Community body were to disclose personal data to the police or another official body with respect to a particular enquiry, then such a disclosure would be to a Third Party. However, a disclosure to a supplier of processing services in order to permit such services to be provided, would not constitute a disclosure to a Third Party.


(c)

Recipient `shall mean a natural or legal person, public authority, agency or any other body to whom data are disclosed, whether a third party or not; however, authorities which may receive data in the framework of a particular enquiry shall not be regarded as recipients’.




In summary, a Recipient is anyone who receives the personal data (e.g. member of staff, Government Department, police, customs official) except in specific circumstances which are normally defined in legislation (e.g. a public official who has the legal authority to pursue an investigation and who can lawfully compel a Controller to disclose personal data). 




As will be seen, there are obligations to declare the identity of Third Parties and Recipients to Data Subjects, unless a particular exemption or exclusion from this definition applies.


(d)

The Data Subject's consent `shall mean any freely given specific and informed indication of his wishes by which the data subject signifies his agreement to personal data relating to him being processed’.




Note that the definition appears to require something concrete (i.e. `specific’) from the Data Subject; silence by the Data Subject or the absence of an `indication’ of the Data Subject's wishes cannot safely be assumed to signify consent. Many processing operations involving personal data require the prior, fully informed, consent of the Data Subject.

1.3.5
Summary

Readers of this Guide should appreciate the scope of all the above definitions, otherwise they might overlook a data protection obligation towards personal data in their care. All IDA projects must also know whether their responsibilities comprise those of a Controller or a Processor. As will be seen, any mistake in the understanding of these basic points can result in a lack of protection for Data Subjects, and a consequent claim that the processing of personal data is unlawful.

1.4


Obligations of a Controller

What in broad outline are the obligations, placed on a Controller responsible for an IDA project, which are associated with the processing of personal data?

1.4.1
Discussion

The major tasks facing any Controller are: 


(a)

to conform with six data protection principles (as specified in Article 6 of Directive 95/46/EC). For instance, to process personal data lawfully, to ensure that the processing is fair to all those concerned, and to maintain  the high quality of these data (e.g. accurate, up to date, relevant).


(b)

to ensure that personal data are also collected fairly (Articles 10 and 11). 


(c)

to ensure that any processing is undertaken at a level of security appropriate to the nature of personal data involved, to  train staff in correct procedures with respect to all aspects of the processing, and to anticipate the incidents which might seriously affect the effective and efficient processing  of personal data (Articles 16 and 17).


(d)

to ensure that the rights, granted to Data Subjects by data protection legislation, can be satisfied (Articles 12, 14 and 15). These rights are paramount, although exemptions and/or exclusions can apply in special circumstances (e.g. crime prevention; Article 13). In general, however, the design of IDA projects must permit them to satisfy the statutory obligations towards the rights of individuals.


(e)


to provide, to a Data Protection Authority, such details of the processing as the legislation may require.

1.4.2
Lawfulness

With respect to lawfulness, a Controller must ensure that every aspect of the processing is consistent with the statutory framework. In particular, a Controller should, by establishing sound operational procedures, ensure that all intended and actual uses and disclosures of personal data are lawful, and that procedures are regularly monitored and reviewed. Staff must be properly trained to be aware, at all times, of their particular responsibilities pertaining to the lawful processing of personal data. Failure to comply with data protection obligations outlined in the legislation can, in itself, result in unlawful processing.

1.4.3
Fairness

To satisfy the obligation  that personal data must be processed `fairly’, a Controller should not knowingly deceive or mislead any source of personal data as to the purposes for which these personal data are to be processed. Thus if, from the viewpoint of the source of personal data, the purposes of the processing are not clear, or it is not obvious what will happen to the personal data, the Controller should provide an adequate explanation (e.g. on any forms used to collect the data) about how these data are to be used and by whom. Staff may need to provide similar explanations when a source supplies the information in person (e.g. during an interview). In addition, a Controller should seek to ensure that no unfair pressure is used in order to obtain the personal data. It should be noted, however, that the duty to inform sources as to why personal data are required does not apply in some cases (e.g. where certain personal data are being collected for a crime prevention purpose which would be prejudiced if the sources were alerted in this way).

1.4.4
Other `quality’ principles (relevance, accuracy, timeliness)

One principle requires personal data, processed by a Controller, to be 'adequate, relevant, and not excessive' in relation to every purpose for which the data are processed. The Controller should be prepared to explain why the personal data are processed, and to justify that conclusion, if need be, to an independent supervisory authority. Any personal data processed must comprise the minimum necessary to achieve the relevant purpose. Note that since the Controllers responsible for IDA projects usually operate via the exercise of a statutory function or power, these Controllers may be required to demonstrate how the personal data are 'adequate, relevant, and not excessive' in the context of that function or power.

The `accuracy’ principle requires a Controller to establish procedures to verify that the personal data are accurate and, where necessary, kept up to date in relation to each  purpose for which they are to be used. In addition, the Controller should take account of properly substantiated corrections to personal data and rectify, as may be necessary, such incorrect data; this is of particular importance following formal requests, to this effect, from Data Subjects. Given the sensitivity of much of the personal data processed for some IDA projects, care needs to be exercised if a decision is taken, in these circumstances, not to correct or erase these data.

Another principle requires a Controller to review the length of time that personal data are kept, to monitor whether personal data are still required, to adhere to such legal requirements as may be in force for keeping certain personal data for specific lengths of time, and to safely dispose those personal data that are no longer required. Where personal data are kept for historical, research or statistical purposes the Controller should undertake, where appropriate, to anonymise the data and to review, periodically, the justification for keeping these data; in addition, procedures might be needed to meet any safeguards, for individuals, which have been imposed by law.

1.4.5
Security

The security requirements oblige a Controller to take appropriate security measures to guard against unauthorised access to personal data, or against unauthorised alteration, disclosure or destruction, or accidental loss or destruction, of these personal data. Such measures will take account of the nature of the personal data and of the potential harm to Data Subjects that could result from a security breach. The reliability of staff having access to the data, and the quality of security measures already imposed by the Controller, are issues that will be taken into account if a security breach is investigated by the Data Protection Authority.

Consequently, a Controller should ensure that security of computer equipment, networks, programs, data and documentation is maintained to a high standard, and that access to data and equipment is at all times restricted to appropriate staff. A Controller should train staff in proper practices and procedures, authorise the processing to be undertaken by these staff, and ensure that such activities are monitored and reviewed. In addition, a Controller should undertake to establish procedures to guard against accidental disclosures, to recover from disasters and, where necessary, to provide emergency stand-by arrangements. 

Once particular security standards (or their equivalent) have been identified, the Controller will need to impose these standards on any Processor (e.g. by means of a contract).

1.4.6
Rights of Data Subjects

Data Subjects have  a number of rights which apply to their own personal data (Articles 12, 14 and 15), unless such a right is restricted through the application of an exemption (Article 13). These rights are:


(a)

to be informed whether or not a Controller holds personal data about the Data Subject.

(b)  
to receive, from the Controller, following a formal request and within a reasonable period (e.g. 40 days), a copy of the personal data in a form that is  intelligible to the Data Subject; this copy must include an explanation of any coded information contained in the data and any available information about the sources of  the personal data.


(c)

to receive, from the Controller, certain information about the processing.


(d)

to obtain, from the Controller, knowledge of the logic underpinning the processing.


(e)

to obtain the correction, erasure or blocking of personal data, by the Controller, if the data  are being, or have been, processed in a way contrary to data protection obligations.


(f)

not to be subject to decisions based solely on automated processing.


(g)

to be free to object, `on compelling legitimate grounds’, to the processing.

Satisfying these rights is a formal process. For example,  a Controller's obligation to supply a copy of the information, following a request from a Data Subject, does not commence until the request has been formally received, and the relationship between the Data Subject and the Controller has been adequately established. The Controller must verify the identity of the individual making the request and, if there is doubt, may ask the Data Subject to clarify his or her relationship with the Controller in order to help locate the relevant personal data. Payment of a modest statutory fee (if the Controller charges this fee) needs to be made before the information is released to the Data Subject.

1.4.7
Consequences arising from these rights

Following the exercise of any right (e.g. to a copy of the personal data), or the failure to obtain any right (e.g. as a challenge to the application of an exemption), a Data Subject may:


(a)

attempt to force the Controller to comply fully with the right (e.g. if, with respect to a  request for a copy of personal data, the Data Subject concerned has reasonable grounds for believing that some personal data have been unlawfully withheld).


(b)

seek legal backing for having the personal data rectified, erased or supplemented by a statement of the true facts. If need be, the Data Subject may, additionally, exercise the right to have the corrected version of the personal data transmitted to Third Parties to whom the uncorrected version was disclosed, or  to have these Parties notified that the Controller has erased these personal data or has blocked these data from further processing.


(c) 
complain to the supervisory authority or to the Courts that one or more of the rights, granted to Data Subjects, has been infringed.


(d)

seek compensation, from the Controller, if damage has been caused as a result of unlawful processing (Article 23).
1.4.8
Sanctions

If there is a breach of the legislation's requirements, three avenues of redress are provided to Data Subjects. These are:


(a)

complaint to the Data Protection Authority, with a view to having 
compliance with data protection obligations enforced. 

(b)


criminal sanctions against the Controller and/or the Controller’s staff or agents   (e.g. after a complaint that the Data Protection Authority considers to be serious).

(c)

application, to the Courts, for compensation for damage caused to an individual  by the processing (e.g. through the use of inaccurate personal data, or through the unauthorised disclosure of the data, or through processing the data in an insecure manner). In such an action, the Controller's main defence will be assisted if it can be proved that the Controller had acted reasonably to prevent what had occurred from occurring.

Thus, when compliance with data protection requirements is being monitored, it is especially important for progress to be formally recorded as such a record could play a crucial part in the Controller's defence. If the worst did happen, the documentary evidence of meetings, decisions and allocation of resources could then be used to prove to a Court that the issue was taken seriously by the Controller and that what happened was, say, a genuine accident and not attributable to the negligence of the Controller.

1.4.9
Staffing issues

An important concern will be to increase staff awareness of data protection, not only because the obligations under data protection legislation could affect current working practices, but also because there is a need to explain to staff their own and the Controller's liabilities under the legislation. Staff should be alerted to the fact that, in certain circumstances, it is possible for employees to be prosecuted for criminal offences under the legislation. In addition, senior managers who the Courts decide have neglected their duty under the legislation (e.g. by not informing or training staff, or by not monitoring staff reliability) could also face criminal proceedings. Staff must be given clear instructions as to their authorised processing of personal data, and trained to keep such data confidential and processed solely for specified work purposes.

Defining responsibilities of staff within the workplace is important; all must be aware why new procedures are being introduced, and of the possible consequences should, for example, staff fail to follow instructions or process personal data in an unauthorised way (e.g. unauthorised use or disclosure). Staff should be instructed not take disks, printout etc., containing personal data, from the workplace unless formally authorised to do so by management (e.g. so that arrangements can be made in the new location, whether at home or elsewhere, for an equivalent level of appropriate security. Staff should be encouraged to report any potential for a breakdown in security.

1.4.10
Notification to the Data Protection Authority

Finally, a Controller might need to provide details of processing activities to a Data Protection Authority, by means of a formal and structured declaration (Articles 18-21). If this notification is required, it has to be submitted to the Data Protection Authority for approval and will be the subject of scrutiny by that Authority; the notification will contain details such as an explanation of the purpose(s) for which the personal data are processed by the Controller, the types of personal data processed and the disclosures involved.

The notification, once approved, is entered into a register, which is available to members of the public, usually free of charge. The notification must accurately reflect the Controller's personal data processing activities and be kept up to date. In some cases, prior notification of the processing is required and this needs to be approved by the Authority before processing can lawfully commence. In other cases, an exemption from notification might apply; however, there might be a need to publicise the nature of the processing in other ways. 

If a Controller fails to comply with these requirements (e.g. neglects to declare a purpose or a disclosure) unlawful processing will arise. Consequently a Controller should, periodically, review its processing of personal data, ensure that the notification is properly monitored and, as necessary, contains up to date particulars that adequately describe the processing.

1.4.11
Summary

Data protection legislation obliges Controllers to comply with a number of data protection rules. In summary, personal data shall be:


(a)

processed fairly and lawfully. In most cases, details of the processing operations will have to be provided to Data Subjects (and to any other sources) at the time of collection of the personal data.


(b)

processed for one or more specified and lawful purposes and not processed in a way incompatible with those purposes. This obligation is particularly relevant with respect to the use and disclosure of personal data.


(d)

adequate, relevant and not excessive for the purpose(s).


(e)

accurate and, where necessary, kept up to date with respect to the purpose(s).


(f)

not kept for longer than is necessary for the purpose(s).


(g)

copied, on request, to the Data Subject, and be subject to other rights.


(h)

kept secure.

(i)  

notified to the Data Protection Authority.

Failure by a Controller to comply with these rules may lead Data Subjects to seek compensation, and may lead to criminal prosecution of the Controller and/or of its employee(s). In addition, enforcement action by the Authority may follow any substantial complaint about any aspect of the Controller's procedures with respect to personal data.

1.5
Key controls
What are the Controls, which will help an IDA project, keep on the right side of the law?

1.5.1
Discussion

The data protection measures that achieve compliance with data protection legislation are identified in the controls and procedures specified in Part II of this Guide. The controls are grouped as follows:

(a)

general management (controls 1 to 8).


(b)

the principles of processing (controls 9 to 16).

 
(c)

security of processing (controls 17 to 24).


(d)

rights of data subjects (controls 25 to 32).


(e)

notification (controls 33 to 35).


(f)

software and design considerations (controls 36 to 38).

1.5.2
General management

In further detail, the `general management' section refers to the management structures and the responsibilities of both management and staff; these are vital to the success of any programme, which has compliance with data protection law as its objective. The relevant controls are:

1


A formally established Data Protection Policy should cover the processing of personal data within an IDA project.

2


The Data Protection Policy should be adequately resourced, and supported by a management infrastructure that can sustain, monitor and review the Policy, as well as report on its effectiveness.

3


Management should bear ultimate responsibility for ensuring that Data Protection Policy is implemented, audited and reviewed.

4


Each IDA project should have a nominated person responsible for data protection matters.

5


All individuals who are authorised to process personal data should receive appropriate training.

6


Contracts between joint Controllers, between Controllers and Processors, and between Controllers and any other Third Party, which processes personal data, should clarify data protection requirements.

7


Data protection considerations should be taken into account during the development, purchase and acquisition of hardware and software.

8


Documentation relevant to data protection compliance should be prepared, and made available to management.

1.5.3
The principles of processing

The controls with respect to `the principles of processing' relate to fair and lawful processing (including the fair obtaining of personal data), and to other principles, which pertain to the relevance, accuracy and timeliness of the personal data processed. The objectives set out in these controls constitute a cornerstone for establishing the legitimate processing of personal data within an IDA project. The controls relevant to `the principles of processing'  are:

9


The extent of lawful processing should be identified, and proof should be kept of regular checks that any limitations identified in legislation are maintained.

10


Any divergence from such limitations, identified in relation to control 9, should be closely scrutinised.

11


The processing must be fair to the Data Subject when personal data, about the Data Subject, are collected from the Data Subject.

12


The processing must be fair to the Data Subject when personal data, about the Data Subject, are collected from a Third Party.

13


Personal data should be assessed as to whether they are 'adequate, relevant, and not excessive' in the context of each particular purpose and in the context of each individual Data Subject.

14


Personal data need to be assessed for accuracy and for whether such data are up to date; before action is taken against a Data Subject the accuracy of relevant personal data must be assured.

15


Criteria for the deletion of personal data should be established by reference to legislation, or derived from guidelines based on the day to day experience of the processing needs of the service or business.

16


Procedures should include an assessment as to whether any exemption (Article 13) from the data protection principles associated with the quality of the personal data (Article 6; controls 11 to 15) is relevant to the processing.

1.5.4
The security of processing

A number of controls relate to the `security of processing', and outline the statutory obligations, under data protection law, which relate to the security of personal data. Such controls relate to:

17


There should be integrity controls to protect personal data from unauthorised or accidental alteration of data or software.

18


An Information Security Management infrastructure, based on an enterprise information security policy and risk management practices, should be established to define measures for the protection of personal data, and the definition of specific security requirements to reduce identified risks to personal information.

19


There must be user identification and authorisation procedures so that users of personal information can be individually identified and formally authorised to access and use personal information.

20


The use of systems and information must be defined by documented operating procedures to ensure consistency of systems performance and demonstrable compliance with operational requirements.

21


Information encryption should be used for the protection of confidentiality and integrity of personal data in transmission and/or storage.  Consideration must be given to laws and regulation within the Member States controlling or limiting the use of encryption.

22


There should be a managed Business Continuity Planning process in place to ensure data subjects are not disadvantaged by major systems failure or disaster.

23


Audit trails should be provided and reviewed to ensure that individual systems users can be held accountable for access to  personal data, and to provide a demonstration of compliance with system security policy.

24


The physical environment and locations of all equipment, on which personal data are held must be protected.

1.5.5
The rights of Data Subjects

All IDA projects which process personal data must be able to satisfy the `rights of Data Subjects', and the consequences which can follow when these rights are exercised. Controls relevant to this aspect are:

25


Procedures must allow for Data Subjects to receive confirmation as to whether  or not personal data about them are processed, and to be informed of the nature of the processing of their personal data.

26


Procedures must allow Data Subjects to exercise their right to obtain a copy of personal data, which relate to them.

27


Procedures must allow Data Subjects to be informed of the logic underpinning any automated decision-making processing which significantly affects them.

28


Procedures must have the capability to correct, erase or block personal data, in compliance with requests from Data Subjects and/or from data protection authorities or the Courts, and to notify Third Parties, who have received the Data Subject’s personal data, of such requests.

29


Unless excluded by legislation, procedures should allow Data Subjects to appeal against or challenge decisions based solely on the automated processing of their  personal data.

30


Unless excluded by legislation, procedures should allow Data Subjects to object, on compelling legitimate grounds,  to specific processing of  their personal data.

31


Procedures must take account of any exemptions from the rights of Data Subjects.

32


Satisfying Data Subjects’ rights should be a consideration in the design, modification and acquisition of software, which processes personal data.

1.5.6
Notification

Several controls deal with `notification', namely a Controller’s obligation to provide the Data Protection Authority with basic information about the processing  of personal data (e.g. the purpose of the processing). Relevant controls are:

33


A comprehensive and up to date census of personal data should be undertaken for the purpose of selecting the most appropriate method of notification.

34


Changes to the processing of personal data may require changes to notification; such changes should also be assessed against fairness and lawfulness criteria.

35


Procedures should anticipate:




(a)
that certain special kinds of processing may require prior approval by a Data Protection Authority.




(b)
that Member States, involved in the processing of personal data for an IDA project, may differ in their notification requirements.




(c)
that enquiries may be received from the public and the media, since notification details are in the public domain.

1.5.7
System design

Finally, there is a need for the design of systems to take account of data protection issues. It is recommended that a Privacy Impact Assessment should be made with respect to the processing, so that the main data protection issues, which are likely to arise form the processing, can be identified. Once identified, procedures can then be adopted to minimise the risks.

36


Any new systems must be evaluated with respect to  data protection compliance.

37


The design of  software in current use should be evaluated in the context of data protection requirements.

38


Change-control procedures need to incorporate data protection  issues.

1.5.8
Summary

The processing of personal data is likely to be lawful if the all the 38 controls listed above are satisfied.

PART 2

2.
THE KEY CONTROLS

2.1
A list of all controls

2.1.1
General management controls

1


A formally established Data Protection Policy should cover the processing of personal data within an IDA project.

2


The Data Protection Policy should be adequately resourced, and supported by a management infrastructure that can sustain, monitor and review the Policy, as well as report on its effectiveness.

3


Management should bear ultimate responsibility for ensuring that Data Protection Policy is implemented, audited and reviewed.

4


Each IDA project should have a nominated person responsible for data protection matters.

5


All individuals who are authorised to process personal data should receive appropriate training.

6


Contracts between joint Controllers, between Controllers and Processors, and between Controllers and any other Third Party, which processes personal data, should clarify data protection requirements.

7


Data protection considerations should be taken into account during the development, purchase and acquisition of hardware and software.

8


Documentation relevant to data protection compliance should be prepared, and made available to management.

2.1.2

Controls associated with lawfulness, fairness and data quality

9


The extent of lawful processing should be identified, and proof should be kept of regular checks that any limitations identified in legislation are maintained.

10


Any divergence from such limitations, identified in relation to control 9, should be closely scrutinised.

11


The processing must be fair to the Data Subject when personal data, about the Data Subject, are collected from the Data Subject.

12


The processing must be fair to the Data Subject when personal data, about the Data Subject, are collected from a Third Party.

13


Personal data should be assessed as to whether they are 'adequate, relevant, and not excessive' in the context of each particular purpose and in the context of each individual Data Subject.

14


Personal data need to be assessed for accuracy and for whether such data are up to date; before action is taken against a Data Subject the accuracy of relevant personal data must be assured.

15


Criteria for the deletion of personal data should be established by reference to legislation, or derived from guidelines based on the day to day experience of the processing needs of the service or business.

16


Procedures should include an assessment as to whether any exemption (Article 13) from the data protection principles associated with the quality of the personal data (Article 6; controls 11 to 15) is relevant to the processing.

2.1.3
Security of processing

17


There should be integrity controls to protect personal data from unauthorised or accidental alteration of data or software.

18


An Information Security Management infrastructure, based on an enterprise information security policy and risk management practices, should be established to define measures for the protection of personal data, and the definition of specific security requirements to reduce identified risks to personal information.

19


There must be user identification and authorisation procedures so that users of personal information can be individually identified and formally authorised to access and use personal information.

20


The use of systems and information must be defined by documented operating procedures to ensure consistency of systems performance and demonstrable compliance with operational requirements.

21


Information encryption should be used for the protection of confidentiality and integrity of personal data in transmission and/or storage.  Consideration must be given to laws and regulation within the Member States controlling or limiting the use of encryption.

22


There should be a managed Business Continuity Planning process in place to ensure data subjects are not disadvantaged by major systems failure or disaster.

23


Audit trails should be provided and reviewed to ensure that individual systems users can be held accountable for access to  personal data, and to provide a demonstration of compliance with system security policy.

24


The physical environment and locations of all equipment, on which personal data are held must be protected.

2.1.4
Data subjects’ rights

25


Procedures must allow for Data Subjects to receive confirmation as to whether  or not personal data about them are processed, and to be informed of the nature of the processing of their personal data.

26


Procedures must allow Data Subjects to exercise their right to obtain a copy of personal data, which relate to them.

27


Procedures must allow Data Subjects to be informed of the logic underpinning any automated decision-making processing which significantly affects them.

28


Procedures must have the capability to correct, block or erase personal data, in compliance with requests from Data Subjects and/or from data protection authorities or the Courts, and to notify Third Parties, who have received the Data Subject’s personal data, of such requests.

29


Unless excluded by legislation, procedures should allow Data Subjects to appeal against or challenge decisions based solely on the automated processing of their  personal data.

30


Unless excluded by legislation, procedures should allow Data Subjects to object, on compelling legitimate grounds,  to specific processing of  their personal data.

31


Procedures must take account of any exemptions from the rights of Data Subjects.

32


Satisfying Data Subjects’ rights should be a consideration in the design, modification and acquisition of software, which processes personal data.

2.1.5
Controls related to notification

33


A comprehensive and up to date census of personal data should be undertaken for the purpose of selecting the most appropriate method of notification.

34


Changes to the processing of personal data may require changes to notification; such changes should also be assessed against fairness and lawfulness criteria.

35


Procedures should anticipate:




(a)
that certain special kinds of processing may require prior approval by a Data Protection Authority.




(b)
that Member States, involved in the processing of personal data for an IDA project, may differ in their notification requirements.




(c)
that enquiries may be received from the public and the media, since notification details are in the public domain.

2.1.6
Controls related to software

36


Any new systems must be evaluated with respect to  data protection compliance.

37


The design of  software in current use should be evaluated in the context of data protection requirements.

38


Change-control procedures need to incorporate data protection  issues.

2.2
An explanation of the procedures which satisfy each control

General management controls
2.2.1

The implementation of control 1



“1
A formally established Data Protection Policy should cover the processing of personal data within an IDA project."

1.1
A policy statement concerning data protection should exist and be available to all those who have access to the personal data processed with respect to an IDA project. This policy document should contain a commitment:



(a)
to respect the private lives of individuals by implementing any rules, contractual obligations or legislation relevant to data protection and privacy. Any relevant legislation should be listed.



(b)
to establish, review, monitor and audit procedures which are required to satisfy all data protection and privacy obligations. Such obligations should be identified as being integral to the success of an IDA project.



(c)
to ensure that all those who process personal data are fully aware of their individual responsibilities, and of management objectives, with respect to data protection. There should be a summary of those responsibilities, and reference to the fact that all staff will receive appropriate training so that they can meet their obligations.

1.2
The data protection policy could stand alone, or in association with any Human Rights policies. Other options are for the policy to comprise a component of a security policy (on the grounds that data protection is integral with the security of processing) or of a quality policy (on the grounds that a high quality service should include procedures aimed at respecting the private lives of individuals).

1.3
If a single policy towards data protection compliance is not adopted across the Commission as a whole (i.e. there are policies specific to individual Directorates of the Commission or to IDA projects), then such policies should be checked for consistency with respect to:



(a)
relevant organisations, in each Member State, which are involved in the IDA project. For instance, the policy with respect to personal data held by the relevant Community body when it is a Controller should not be at variance with the policy which relates to the same personal data when held by another Controller (e.g. a Government Department based in a Member State).



(b)
individual  IDA projects. For instance, a policy which relates to a particular IDA project should not differ significantly from another policy which relates to a different IDA project.

1.4
Since data protection policy relates to the protection of Data Subjects (i.e. the public), the policy is likely to be a matter of public interest. Consequently, it  should be anticipated that the policy will become a public document; it should therefore be expressed in a style and structure which can facilitate its release into the public domain.

2.2.2
The implementation of control 2



"2
The Data Protection Policy should be adequately resourced, and supported by a management infrastructure that can sustain, monitor and review the Policy, as well as report on its effectiveness."

2.1
As a guide to establishing a viable infrastructure for the management of data protection, it is useful to consider whether management infrastructures which have proved effective in relation to quality control, IT security and health and safety can provide a suitable model.

2.2
There is no need to establish an independent infrastructure for data protection if it is more appropriate or cost-effective to expand the responsibilities of the general management infrastructure, or one which deals with IT security or quality, to include data protection.

2.3
The infrastructure for managing data protection should involve all relevant operating units involved in an IDA project so that roles and responsibilities towards data protection can be unambiguously assigned, and cover all aspects of the processing of personal data. The infrastructure should be such as to enable reports on data protection activities to reach the highest level of management, and to facilitate a common approach to data protection across Member States involved in that IDA project.

2.4
Management should, if necessary or appropriate for data protection purposes, be empowered to call upon any additional internal expertise (e.g. legal, audit, administrative), or to involve external sources of expertise (e.g. consultants), or to involve employee representatives (e.g. from works councils). If appropriate, management should seek advice from the Data Protection Authority.

2.2.3
The implementation of control 3



"3
Management should bear ultimate responsibility for ensuring that Data Protection Policy is implemented, audited and reviewed."

3.1
The key responsibilities of those tasked with the management of data protection (i.e. those who make up the management infrastructure) are to:



(a)
assess the data protection risks which arise from all aspects of the processing, and decide on the appropriate action to be taken in order to minimise the impact of such risks.



(b)
arrange for data protection procedures to be formally implemented, tested, reviewed and documented (e.g. documentation should include records of changes to procedures, minutes of meetings and reports of relevant disciplinary proceedings). Such evidence could also assist in a defence against any legal action (e.g. by an individual litigant or by the Data Protection Authority).



(c)
ensure that an individual is appointed to carry out day to day operational work in the field of data protection; this person could be the data protection official (if one is appointed by the Commission, pursuant to the provisions in Article 18(2)), or an individual, close to the project, who reports to such an official.  In some cases, it might be more effective  and efficient to divide this responsibility. Where different jurisdictions are involved, a list of contacts, responsible for data protection in the Member States concerned, may need to be maintained. Note: more details of the role and responsibilities of the person(s) identified in this paragraph are given in the commentary which deals with control 4.



(d)
ensure that all persons identified in (c) are adequately resourced and appropriately trained in data protection responsibilities.



(e)
take reports from the persons identified in (c), prioritise data protection problems, arrange for a census of personal data at appropriate intervals, set timetables for action, and monitor progress in resolving any problems.



(f)
establish and monitor the effectiveness of staff training programmes.



(g)
arrange for procedures to be independently audited with respect to stated policy and standard practice.



(h)
encourage a common approach to data protection problems across the organisations, based in the Member States, which are involved in the IDA project.  Management should ensure compliance with any relevant Community Codes of Conduct (Article 27) or with other applicable internationally approved standards. Where there is a choice between establishing a data protection standard for an IDA project by harmonising the procedures to form a common baseline, or establishing a standard which has the effect of harmonising at a higher level (e.g. by combining the best elements of data protection found in each Member State), the Directive indicates that the latter option is to be preferred (Recital 10).



(i)
report to, and be accountable to, the highest level of management associated with the IDA project.

2.2.4
The implementation of control 4



"4
Each IDA project should have a nominated person responsible for data protection matters."

4.1
If compliance with data protection legislation is to be successfully achieved, the day-to-day operational responsibility for this task must be given to a person nominated for their intimate knowledge of the IDA project.

4.2
This `nominated person' need not be a computer expert. The major attributes required, apart from elements of diplomacy and common sense, are a sufficient knowledge of data protection to allow its interpretation in the context of the processing of personal data within the IDA project. As the nominated person is an agent of change, good interpersonal and communication skills are required, as is the ability to produce clear documentation, to make use of the management infrastructure, and to design new operational procedures.

4.3
The  nominated person is unlikely to be exclusively occupied with data protection matters; however, that person must be sufficiently resourced to permit priority to be given to the specific tasks associated with the programme for data protection compliance. The nominated person's principal duties can be summarised as follows:



(a)
apply the detail of data protection legislation (e.g. the definitions, Controller’s obligations, Data Subjects’ rights, exemptions) to practical issues. The nominated person has to interpret specific legal provisions in relation to data processing, and to evaluate how best to organise the data protection work.



(b)
identify key personnel. Key managers and experts within the IDA project need to be identified; these will provide any necessary advice as to how best to integrate data protection compliance with project aims. The co-operation, assistance and goodwill of such contacts is vital to present and future developments, and to the evaluation of necessary changes in work practices, in security routines and in other procedures. In most cases, a contact person will be needed in each Member State, to ensure a consistent approach, across member States, to the resolution of data protection problems.



(c)
inform management. The nominated person must have clear lines of communication to managers. Managers must know what their responsibilities are in relation to data protection; for instance, they should know that a change in their operations may require some data protection advice, be able to recognise problem areas, and know when they need to discuss the options for dealing with such problems.



(d)
advise on data protection compliance. The nominated person is responsible for such advice with respect to all activities which involve personal data (e.g. processing procedures, performing a census of personal data), and for adherence to the Data Protection Policy within the project. The nominated person should be able to detect any weak links and any inadequate or incorrect procedures, and should be involved in establishing new procedures and monitoring their effectiveness. The nominated person must be able to report regularly to senior management, and to ensure that identified difficulties are properly resolved.



(e)
evaluate staff awareness and satisfy all relevant training requirements. Appropriate seminars, lectures, workshops and discussions should be undertaken to introduce staff to the principles of data protection. These sessions should highlight staff responsibilities and their obligations under this legislation; staff should be encouraged to report their problems or concerns with respect to data protection and security.



(f)
keep up to date with official guidance and case law, and be able to interpret such information in the context of the IDA project.



(g)
be a focus within the IDA project. The nominated person should be well known and clearly identifiable within the project; responsibility for data protection compliance can become a high-profile job, especially where sensitive personal data are involved, or where the IDA project deals with high-profile areas. If staff and managers do not know who the nominated person is, or where the nominated person works, then how alert can they be to the need to seek advice?

4.4
If the Commission appoints a data protection official, pursuant to the provisions of Article 18(2), then some of the responsibilities (e.g. training, auditing, establishing requirements) could fall to that official. However, there will still be a need for a nominated person, who knows the IDA project intimately, to liaise with that official.

4.5
Data protection responsibilities of nominated persons should be identified in formal job descriptions.

2.2.5
The implementation of control 5



"5
All individuals who are authorised to process personal data should receive appropriate training."

5.1
The success of any staff awareness programme begins with management commitment. Managers must be made aware of why, and how, data protection requirements may impinge on the various work areas for which they are responsible; in turn, they must transmit the need for compliance to their staff.

5.2
Staff and management should be appropriately trained in the necessary procedures, including:



(a)
the use of relevant equipment and software which process personal data. If staff are trained to process personal data in an efficient and effective manner, they are less likely to introduce basic processing errors; in other words, they can be relied on not to contravene the data protection controls (or, indeed, any other controls relating to data quality).



(b)
the data protection procedures relevant to their authorised processing and, in particular, the restriction on the use and disclosure of personal data for other purposes.



(c)
the reporting of  incidents which have breached data protection obligations. Staff are in the best position to observe the processing of personal data on a daily basis; specific encouragement to report the potential for breaches (e.g. in procedure) could permit remedial action to be taken before real damage or distress to Data Subjects arises.



(d)
management action consequent on a deliberate breach of procedure (e.g. staff could be disciplined, fined, dismissed or prosecuted). The message that a deliberate breach, or serious neglect, of procedure would have dire consequences should be unambiguous.



(e)
what to do if an emergency situation requires the breach of instructions or of an authorised procedure (e.g. where an individual would otherwise be at risk of serious harm). Staff need clear instruction on how to respond in cases of requests such as “we urgently need to contact X”  or “we urgently need to know something about X”.



(f)
where to seek help or advice on data protection (e.g. from the nominated person or, if the need arises, from the data protection authority or from employee representatives).



(g)
the need for extra vigilance if particularly 'sensitive' personal data (e.g. subject to Article 8) can be lawfully processed.

5.3
In many circumstances, data protection training can be reinforced by introducing modules as part of other training courses (e.g. induction courses, IT security courses, the correct use of IT facilities).

5.4
Employees’ conditions of service should also be used to reinforce training programmes. In particular, conditions of service should:



(a)
alert employees to their duty of care when they are authorised to process personal data, and to their legal obligations with respect to personal data processed by the Controller.



(b)
identify the obligation to limit the processing of personal data to that authorised by the Controller, and specify the possible consequences of deliberate breach of those limits. Procedures should ensure that  employees know that they remain subject to confidentiality rules at all times (e.g. when on holiday) and even after employment has been terminated.



(c)
require employees to sign a document to the effect that the conditions identified in (a) and (b) are acknowledged and understood.



(d)
encourage employees to play an active role in the protection of personal data (e.g. to report incidents which indicate potential breaches in data protection procedures).

5.5
Recruitment procedures associated with staff who are likely to have significant access to personal data should be rigorous; references should be taken up, qualifications checked and identification confirmed. In some cases additional checks could be needed (e.g. on financial status or on criminal records). Where access to personal data is subject to formal vetting procedures, perhaps involving an examination, by the police or security services, of the background of an individual, there are normally associated safeguards to protect the interests of Data Subjects when the result of the vet is adverse; failure to implement any safeguard could translate into a data protection problem.

2.2.6
The implementation of control 6



“6
Contracts between joint Controllers, between Controllers and Processors, and between Controllers and any other Third Party which processes personal data, should clarify data protection requirements.”

6.1
Contracts or official documents associated with a contract which relates to the processing of personal data (e.g. service level agreements) should contain one or more relevant contract clauses. For instance, do the contractual conditions:



(a)
determine unambiguously who is a Controller and who is a Processor? If it is intended that a Third Party is not to be a Controller (e.g. where the Third Party is restricted, by a Controller, to a limited number of processing operations), then it is prudent to remove any doubt and to ensure that the contract stipulates that that Third Party cannot become a Controller.



(b)
define the processing which is authorised by the Controller, in particular with respect to use, disclosure, collection, and access to personal data? Other authorised processing activities (e.g. deletion, storage, transmission) should be defined as appropriate.



(c)
demonstrate that any notification requirements (as specified in Articles 18-21) are to be satisfied? Notification requirements are likely to vary considerably (controls 33 to 35); consequently, it is recommended that a copy of all notification details which are relevant to the processing (as described in the contract) and which are lodged with the Data Protection Authority, should be exchanged as part of the contractual process. Where such details are notified to a data protection official, pursuant to Article 18(2), then these details should be exchanged.



(d)
ensure that appropriate training programmes are established for all who are authorised to process personal data? For instance, the contract could stipulate that all the relevant staff of contractors (and subcontractors) are trained to a level which is acceptable to the Controller. Note: control 5 provides further detail as to the content of such a training programme.



(e)
specify obligations of staff, agents, contractors and subcontractors to comply with the limits of the processing authorised by the Controller? This is particularly important where collection, use and disclosure of personal data are involved. Usually such limits can be inferred from (b), but in appropriate cases (e.g. where sensitive personal data are processed), it would be prudent to reinforce clarity as regards the Controller's intent. A contractor's agents, and subcontractors, need to be approved by the Controller before they can be authorised to perform processing.



(f)
specify any relevant security and data protection standards? Procedures which are of particular importance need to be contractually guaranteed; Article 17 (controls 17 to 24) sets out the Controller's obligations to ensure that such provisions are included with respect to the security of processing.



(g)
indicate the possible actions, in case of a breach in these obligations, standards or procedures? Such actions include: termination of contract, liability for claims for compensation from Data Subjects; recovery or indemnity with respect to costs of remedial action; and the expectation that individuals who are responsible are disciplined, or prosecuted by the authorities.



(h)
dictate the procedure which would legitimise any extra-contractual processing which is discovered to be necessary after the contract has been signed? Such processing will require the prior authority of the Controller; consideration should also be given to the procedures which would apply in emergencies (e.g. with respect to life-threatening situations and disaster recovery).



(i)
record any audit requirements specified by the Controller (e.g.  the provision of documentary proof that procedures have been followed; the Controller’s ability to inspect compliance at any reasonable time, by being allowed entry)?



(j)
specify conditions on termination of contract (e.g. return or deletion of personal data and of all copies of the data; a halt to all processing which is not part of the termination procedure; the obligation to co-operate with a new contractor, if the contract is transferred to another processor)?



(k)
establish a reporting mechanism to raise security and related data protection issues (to meet the requirements of Article 17 to show that such technical and organisational measures were managed properly)? The procedures that would apply, if these measures were subsequently discovered to be inadequate, need to be established.



(l)
impose the need to seek prior authorisation for the transfer of personal data to any Third Country (i.e. outside the European Union)? Such authorisation is essential to ensure that any transfer is lawful, and that there are no other constraints (e.g. a trade embargo) that could affect the transfer. In some cases, the transfer might require notification to the Data Protection Authority (control 33), and a modification to the fairness procedures (controls 11 and 12).



(m)
ensure that records are kept of all agreements and meetings which relate to processing procedures with respect to security and data protection?



(n)
identify any other related issue which may impinge on the lawful processing of personal data (e.g. copyright, viruses, year 2000)?



(o)
consider whether the objectives in (b) to (n) above should be applied in respect of information which is not personal data? This is to ensure that such information (which might be equally sensitive or important to Controllers) is afforded the same respect as personal data. This assessment could also be useful in reassuring those Member States which apply data protection legislation to the protection of legal persons (i.e. Austria, Denmark, Italy, Luxembourg). It would also serve to reassure legal persons, who give information to the Controller, that their legitimate expectations with respect to the processing (e.g. concerning commercial confidentiality) will be respected and also integrated into contracts and service level agreements.

6.2
In addition, any legal person who is authorised to process personal data, pertaining to an IDA project, should  undertake:



(a)
to comply with obligations found in data protection legislation adopted by a particular Member State, if such legislation is relevant to the processing (e.g. joint Controller, where one Controller is based in that particular State). Several Articles provide for such obligations; for instance, Article 5 allows Member States to `determine more precisely the conditions under which the processing of personal data is lawful'. In addition, several Articles give flexibility to Member States in limited circumstances (e.g. Article 8(7) with respect to the lawful processing of national identification numbers; Articles 8(2)(b), 8(4), 11, 13(2) and 15(2) with respect to the introduction of safeguards specific to the Member State; Article 8(2)(a) with respect to prohibitions on the processing of certain data).



(b)
if that person is not established in a Member State, to apply all basic data protection requirements which would apply if the person was based in a Member State. The requirement is that the level of protection afforded to Data Subjects within the European Union should be imposed on any organisation based outside the Union, with respect to personal data that are to be transferred to that organisation; this is especially the case where it is known that the recipient territory or country does not have data protection or privacy legislation, or is judged by the European Commission to be a country which does not offer an adequate level of protection.

2.2.7
The implementation of control 7



"7
Data protection considerations should be taken into account during the development, purchase and acquisition of hardware and software."

7.1
Procurement procedures and the design of systems should take account of data protection obligations by:



(a)
helping Controllers to satisfy their obligations with respect to all the rights granted to Data Subjects by the Directive (controls 25 to 32), in particular the right  to obtain a copy of their personal data (Article 12).



(b)
minimising the need to process the identification component of personal data.



(c)
exploring whether technology (e.g. smart cards, encryption techniques, using pseudo-identities instead of explicitly name-linked personal data) can be used to enhance privacy.



(d)
assisting Controllers to satisfy their obligations to the quality principles (controls 13 to 16).



(e)
satisfying the requirements to ensure that processing of personal data is secure (controls 17 to 24).



(f)
ensuring that processing options and software features, if chosen for use, are consistent with the requirements to process personal data fairly and lawfully (controls 9 to 12).

7.2  The controls and the means of satisfying those controls, as described elsewhere in this document (e.g. controls 35 to 38), should be assessed to see whether they can be wholly or partly automated as part of the design and procurement of hardware and software.

2.2.8
The implementation of control 8



"8
Documentation relevant to data protection compliance should be prepared, and made available to management".

8.1
A data protection folder for each IDA project should be maintained; it should include the following:



(a)
a list of the organisations directly involved with the development and management of the IDA project.



(b)
a list, or description, of all organisations and individuals authorised to process personal data by using the facilities offered by the project (e.g. an example description could be ‘all users of X computer system in Government Department Y offices based in Z’). 



(c)
a list of the countries in which those identified in (a) and (b) above are located.



(d)
a list of all  Processors (i.e. all those who provide processing services with respect to personal data) associated with the IDA project.



(e)
a copy of any contract signed by any person identified in (a), (b) and (d) or, if  appropriate, a copy of the contract conditions which are commonly used.



(f)
a list of `data protection contact' details (e.g. e-mail address, telephone number) for each of the organisations identified in (a), (b) and (d); in some cases (e.g. where sole traders or individuals who are not staff have access to the system),  it will be necessary to hold contact details about individuals.



(g)
a schedule of the information needed to demonstrate lawful processing (control 9) and notification (control 33), or guidance on how to access such information.



(h)
a copy of all forms, contracts, interview scripts and VDU screens used in relation to the obtaining of personal data from Data Subjects or from other sources of personal data (controls 11 and 12).



(i)
a copy of all relevant procedure manuals which impact on the processing of the personal data.

8.2
Once completed, the folder should be reviewed and updated as appropriate (e.g. at least on a yearly basis). Changes (e.g. to lists of personnel identified in (b) or (f) above) should be notified as responsibilities or circumstances change (e.g. when a new application form is designed). It is the responsibility of the nominated person (or data protection official, if appointed) to maintain this folder.

Controls associated with lawfulness, fairness and data quality

2.2.9
The implementation of control 9



"9
The extent of lawful processing should be identified, and proof should be kept of regular checks that any limitations identified in legislation are maintained".

9.1
With respect to the identification of lawful processing, there are two components to consider before designing procedures in detail. Firstly, where a public body is concerned, lawful processing is that processing which is consistent with the statutory framework that legitimises its activities. If a public body cannot relate its processing activities to its objectives, established through Community, international or national law, then such processing may be unlawful. Note that this is not a data protection issue; the sole issue is whether or not the public body is acting outside the powers it has been granted.

9.2
Thus it is prudent to assume, in the first instance, that any processing by a public body, which is identified as inconsistent with the legal functions of that body, is unlawful. Consideration can then be given as to whether the processing is legitimised by other legislation not so far considered, or whether an overriding public interest for the processing can be claimed, or whether the consent of the Data Subject can legitimise the processing.

9.3
Secondly, lawful processing, in data protection terms, is that processing which is consistent with Directive 95/46/EC, and with national and/or Community law consequent on the implementation of the Directive by Member States and/or by the Commission. Clearly, any processing which is inconsistent with the statutory framework that legitimises the activities of a public body is also likely to constitute unlawful processing in terms of this Directive.

9.4
In addition, Chapter II of this Directive, comprising Articles 5 to 21 inclusive, is entitled 'General rules on the lawfulness of the processing of personal data'; this implies that failure to comply with any of the obligations in these Articles could be equated with unlawful processing. Since all the controls in this document, are consequent on the Directive, compliance with these controls helps to ensure that any processing remains lawful.

9.5
Finally, a comment  on the legitimisation of the processing of personal data by means of obtaining the unambiguous consent of the Data Subject (Article 7(a)). Where public bodies are concerned, such legitimisation is by no means unqualified; for example, obtaining the consent of the Data Subject to the processing of personal data will not legitimise the processing if the processing itself is prohibited by legislation. Article 8(2)(a) identifies one such instance, since it  provides for Data Subject consent to the processing to be overridden by other legislation.

9.6
To check whether the processing is lawful, the following should be identified from relevant legal or statutory authority sources:



(a)
the lawful purpose(s) as specified in legislation or by an appropriate statutory authority (and any explicit restriction on the processing for such a purpose).



(b)
the personal data items which can lawfully be processed (and any explicit restriction on such processing). It is noteworthy that the processing  of special category personal data (e.g. data items which concern a Data Subject’s health, trade union membership or religion) is subject to further prohibition; the effect of Article 8 is to make it unlawful to process such data, unless such processing is legalised via one or more of the conditions listed in that Article.



(c)
all lawful disclosures of personal data (and any explicit restriction on disclosure).



(d)
all sources from whom personal data can lawfully be collected (and any explicit restriction on obtaining personal data).



(e)
any limitations on the retention time which is associated with the processing of personal data.



(f)
the countries to which personal data need lawfully to be transferred (and any explicit restriction on such transfers of personal data).

9.7
This list should be checked against the actual processing. Proof should be kept of regular checks that such limitations, identified in legislation, are being maintained. Checking lawful processing, and keeping such proof, forms part of the responsibilities of the persons identified in relation to control 4. Proof has to be of a standard which can help create a defence against claims that damage or distress has been caused by unlawful processing. The list (or its location) should be contained or referenced in the folder maintained as a consequence of control 8.

9.8
Such limitations should also be compared with the processing details which have been collected in a census, or notified to the Data Protection Authority or to the data protection official (controls 33 to 35). This comparison could also help to identify any processing which is additional to that specifically authorised in legislation; such additional processing should be subject to close scrutiny.

9.9
In case of doubt, professional legal advice should be taken as to the lawfulness of processing.

2.2.10
The implementation of control 10



"10
Any divergence from such limitations, identified in relation to control 9, should be closely scrutinised."

10.1
This control deals with the difficult circumstances in which it is not immediately clear whether the processing (e.g. a particular use or disclosure of personal data) is lawful; for instance, is it lawful for personal data processed with respect to an IDA project to be used for something else? Where the lawfulness of the processing has not been expressly identified in legislation which relates to the IDA project, clarification could be provided by the following circumstances:



(a)
when other legislation expressly permits or prohibits the processing. Here the situation is plain; processing is permitted or it is not permitted. If processing is permitted within specified limits, the processing is lawful only if it remains within the prescribed limits.



(b)
when legislation is silent as to whether the processing is legitimate or not. In such cases, the presumption must be that since the processing is not expressly permitted, it is likely to be unlawful.



(c)
when the specific and fully informed consent of the Data Subject has been obtained. However, if there is no statutory basis on which to legitimise the processing, then obtaining the consent of the Data Subject will not overcome this problem (i.e. the processing can still be unlawful).

10.2
Part of the day to day management of an IDA project involves the responsibility to monitor procedures which ensure that all processing, in particular the use and disclosure of personal data, is lawful and in accordance with internal procedures and with the notification details (control 33).

10.3
Staff should be aware of, and trained in, any processing for which they are authorised, in particular any processing which results in a use or disclosure of personal data. Procedures with respect to the disclosure of personal data need special attention, since the personal data, once disclosed, are no longer subject to the safeguards and procedures established by the Controller.

10.4
With respect to the last point, the first step in any exercise to legitimise the processing which results in disclosure is to identify  where the disclosures are actually made with respect to each purpose (e.g. disclosures made at public enquiry desks, via the telephone, in letters, by electronic transmission of information, through the distribution of print-out). This list of disclosures should then be checked against the list of lawful disclosures (control 9), the notified disclosures (control 33), and the disclosures declared to Data Subjects in accordance with the 'fairness' criteria (controls 11 and 12).

10.5
Attention can then be turned to the procedures which authorise the disclosure of personal data, following a request from a caller (such a caller may visit, or phone, or send an e-mail). The response will be derived from the outcome of  the following procedures which should:



(a)
consider the circumstances under which the Controller would wish to disclose the personal data (unless explicitly required by law, there is no compulsion to respond to such a request).



(b)
confirm the identity of the caller. If the personal data requested relate solely to the caller (i.e. the caller is the Data Subject), then the information can usually be provided once identification has been verified (e.g. by phoning back on a known number, or by confirming a known reference number, or by discussing some reference details known only to the Controller and to the caller). If the data concern a person other than the caller, staff will need to confirm that the caller is acting on the Data Subject's behalf, or that the organisation for whom the caller is acting is on the list of those authorised to receive the personal data. If authorisation is confirmed, only those data of direct relevance to a legitimate enquiry should be released. If the caller does not conform to these criteria, staff should have been alerted not to disclose any personal data. In such circumstances, staff should be encouraged to discuss the matter with their line manager (i.e.  with a view to investigate the request further, or to modify disclosure procedures).



(c)
ensure that information is not disclosed merely because the caller is exercising pressure. Usually callers can be persuaded to divulge sufficient information to confirm their identity, or to accept, if they are unable to provide the necessary details, that personal data will not be disclosed. However, difficulties for `the customer relationship' can arise if the caller becomes agitated or angry; in this case, politely escalating an enquiry to a `superior' can help to defuse a fraught encounter. Heated exchanges may also occur when refusing to provide personal data to `friends' or `partners' of Data Subjects. Nevertheless, staff should be left in no doubt that their refusal to disclose is correct whenever the identity of the caller cannot be established, or whenever the caller's authorisation to receive the personal data is in doubt.



(d)
provide guidance to staff in circumstances when the caller is unable or unwilling to provide adequate identification. Staff need to explain that the Controller's procedures are designed to protect the privacy of Data Subjects. Staff should also ask whether it is possible for the caller to obtain additional evidence of identity, whether it is possible to call again (or to be phoned), or whether the caller can wait until staff have obtained the necessary authority to disclose the personal data.



(e)
ensure that any telephone passwords, through which disclosures might be authorised, are changed at regular intervals.



(f)
ensure that all relevant security steps have been taken. Procedures should be assessed to see whether they incorporate appropriate and adequate safeguards so that the information only reaches those who are entitled to receive it (e.g. in some cases, it might be useful to use the recorded delivery post, in order to capture the signature of the recipient).



(g)
encourage staff to draw attention to any doubtful requests for the disclosure of personal data. The vigilance of staff is the prime safeguard; it is important not to discourage staff from querying the correct procedure to follow (control 5).



(h)
make use of the list of the authorised (i.e. lawful and notified) disclosures. Staff should be aware of, and be able to consult, this list (control 9).



(i)
determine who deals with any statutory obligation to disclose, or with disclosures to prosecuting authorities. It is advisable that only a few, nominated, senior staff should be able to decide whether or not personal data will be released in such circumstances.



(j)
determine whether information concerning disclosures should be recorded on the appropriate files or case papers. This could be relevant where disclosures of sensitive data are involved (e.g. certain medical records, social work records, criminal intelligence).



(k)
determine whether a log of disclosures needs to be kept. A disclosure log might also be a consequence of Article 12(c) of the Directive, which grants Data Subjects the (qualified) right to have a Controller notify third parties, who have received personal data, of any rectification of those data.



(l)
provide for a mechanism through which existing procedures can be audited. Such an audit should consider whether the procedures are sufficiently robust, well managed, relevant, effective and documented, so that the Controller can defend them as being appropriate (i.e. can anticipate the probing questions that could be asked in the course of an investigation). Audits should establish and recommend changes to procedures, where necessary.



(m)
establish and support training programmes. Awareness of correct procedures, and of the consequences of procedural breakdown, is often the deciding factor in the avoidance of problems. Such programmes can help staff to identify the personal data which are subject to special rules (e.g. to a duty of confidence).



(n)
define the authorised disclosures which can be made by Controllers, by Processors, or by their staff or agents. Any unauthorised disclosure should be treated as a serious misdemeanour, and all who have authority to process personal data must be made aware of the consequences of such a misdemeanour; these include dismissal, criminal prosecution and actions for breach of contract (controls 5 and 6).



(o)
identify those situations in which `common sense' could suggest that a particular disclosure should be an exception to established procedures (e.g. in emergencies, when someone's health is in serious danger). In such cases, staff should be trained to accurately record, immediately after the event, both the disclosure and to whom it was made and when, as well as the circumstances that made the disclosure necessary; full details should be lodged with the employee's manager as soon as is practicable.

10.6
Exceptional disclosures of personal data (e.g. to certain public bodies such as the police, Customs, Government Departments) should be referred to the person responsible for liaison with these bodies. Usually the Controller has a statutory duty to provide the personal data (e.g. a warrant or a Court Order has been issued, or a statutory power is being exercised) or an exemption applies (control 16). Since the onus would be on the Controller to provide proof that the limits of the exemption had been applied, it is particularly important that any request should be in writing, and that the record of the transaction should:



(a)
contain the written request for the disclosure, with an acceptable explanation as to why, or on what statutory basis, the personal data are required by the agency.



(b)
set out whether the disclosure was approved or denied. If approved, the record would include the time and date of the approval, who made the decision and on what grounds, who else was involved in the discussions about the disclosure, and what personal data were disclosed. Before denying a request, consideration should be given as to whether the agency is prepared to provide further detail as to why the personal data are required. A denial needs to be formally expressed to the agency; if appropriate, a copy should be sent to the Controller's legal representative in case there is subsequent action by that agency.

10.7
Special procedures should be in place to deal with exceptional processing (in particular requiring the use and disclosure of personal data) which may take place in emergencies (e.g. to protect the vital interests of the Data Subject).

2.2.11
The implementation of control 11



"11
The processing must be fair to the Data Subject when personal data, about the Data Subject, are collected from the Data Subject."

11.1
Fair processing, for example, requires that an indication of the circumstances of the processing should appear on any form used to collect personal data. Staff should be trained to explain, where necessary, why personal data are being collected and to whom these data may be disclosed. Article 10, which is particularly relevant in this regard, aims to ensure that any subsequent processing will not permit Data Subjects, or other sources of personal data, to claim that they were deceived or misled as regards this processing. Paragraph 28 of the preamble to the Directive is also pertinent: it insists that the purposes of the processing `must be determined at the time of collection of the data'. Fairness also demands that no unfair pressure should be used to effect the processing (e.g. at the collection stage), and that the outcome of any processing must be fair to the Data Subjects involved.

11.2
If a Data Subject is known to be already fully aware of the processing which is to be undertaken by the Controller, then there is no need to provide that Data Subject with a description of the processing (this description is discussed in paragraph 11.4 below). In addition, if personal data are to be disclosed to, or processed by, a Third Party, a clear explanation, to the Data Subject, of the processing undertaken by that Party could help that Party to comply with the requirements of Article 11 (because the Party knows that the Data Subject is already aware of that Party’s processing; see control 12, paragraph 12.2).  Because evidence is needed that Data Subjects have been informed of the identity of the Controller(s) and of all relevant Third Parties and Recipients, it is advisable to add a copy of any current application form which must be completed by Data Subjects, to the documentation assembled with respect to control 8.

11.3

There are exemptions (discussed below in relation to control 16) from the fair-processing criteria outlined in Article 10; these might be claimed if the provision of such information , to the Data Subject, would jeopardise a particular enquiry or would be dangerous (e.g. when  the personal data are being collected by auditors investigating fraud, or by an undercover customs official). In addition, as stated in the definition of `Recipient’, `authorities which may receive data in the framework of a particular enquiry shall not be regarded as recipients’ (i.e. in these cases there is no need to apply these fairness obligations). However, such exemptions depend on the type of  enquiry and  are,  by their nature, very narrow in scope; care must be exercised if they are utilised.

11.4
If an exemption is not available, then procedures must be able to confirm that Data Subjects whose personal data are being obtained are advised, at the time the data are obtained, of the various purposes of the processing. Thus any application form, interview script, VDU screen etc. used by a Data Subject to provide personal data must:



(a)
identify the Controller(s) and provides a contact address so that the Data Subject can obtain further details and, if necessary, seek reassurance.



(b)
provide a description of the purpose(s) of the processing, in particular of any purpose(s) associated with the use and disclosure of personal data, which fairly reflects how the personal data are to be processed in practice. Normally, this description would have to identify any potentially controversial purposes (e.g. if personal data were to be processed for the purpose of fraud prevention).



(c)
use plain language text to explain matters.



(d)
seek consent to any likely additional lawful purpose for the processing (except for those purposes subject to an exemption or based on a statutory requirement) and, if an `opt-out' procedure is used, ensure that the location of the opt-out is prominent (e.g. next to the Data Subject's signature).

11.5
Such application forms, interview scripts, VDU screens etc. must also be assessed so that:



(a)
any inference which can be drawn from the wording of any statement given to Data Subjects (e.g. on application forms) is correct.



(b)
the items of personal data which are essential for the processing are identified (e.g. data items required to be collected by law), and these items are distinguished from other items of personal data which the Data Subject can refuse to provide.



(c)
the consequences of the Data Subject's failure to provide personal data are identified, especially if these consequences could be detrimental to the Data Subject.



(d)
any proposed transfer of personal data to third countries which do not have an adequate level of protection is identified.

11.6
Particular care needs to be taken to ensure fairness if, for example, special category personal data (i.e. subject to Article 8) can lawfully be processed. Thus, if any of the following personal data items are involved:



(a)
offences, criminal convictions, health or sex life, racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership;



(b)
judgements in civil cases, administrative sanctions;



(c)
national identification numbers;




then procedures should:




(i)
limit the personal data processed to those that are necessary to achieve the purpose authorised by law.




(ii)
identify the Recipients of the  personal data.




(iii)
alert Data Subjects to their rights (e.g. to obtain a copy of their personal data and the rectification of inaccurate personal data).

11.7
It is recommended that the procedures outlined in paragraph 11.6 above should be followed if the processing involves personal data which the Data Subject or the Controller considers to be confidential (e.g. personnel records, financial information,  criminal intelligence).

11.8
A record should be kept of when forms, scripts, VDU screens etc. were last reviewed from the `fairness' perspective, and of any action subsequent to the review.

11.9
Account should be taken of these obligations in the design, modification and acquisition of software (e.g. the design of screens used by Data Subjects; controls  36 to 38).

2.2.12
The implementation of control 12



"12
The processing must be fair to the Data Subject when personal data, about the Data Subject, are collected from a Third Party."

12.1
Fairness is also an issue when personal data which concern the Data Subject are obtained from another source (e.g. a third party referee). Article 11, which is particularly relevant in this context, specifies that unless an exemption applies, there is a general obligation to inform the Data Subject, as soon as the data are recorded (or at the time of first disclosure to a Third Party), about the processing operations (e.g. about the collection, use, and disclosure of the personal data). By ensuring contact with the Data Subject in these circumstances, Article 11 prevents the creation of a secret dossier.

12.2
If the Data Subject is known to be already fully aware of the processing in question, then there is no need to provide the details about the processing (these are described in paragraph 12.5 below). For instance, if the personal data are to be obtained via Third Parties, the requirement for such a Party to inform the Data Subject about the processing, at the time of collection of the personal data, could be written into any contract or agreement which relates to the supply of these data to the Controller (see paragraph 11.2 above).  Evidence that the Data Subject is already sufficiently informed as to the identity of the Controller(s), the nature of the processing concerned and the likely content of the personal data obtained from the Third Party should be retained by the Controller.

12.3

There are exemptions (Article 13; discussed below in relation to control 16) from the fair-processing criteria outlined in Article 11; these might be claimed if the provision of such information , to the Data Subject, would jeopardise a particular enquiry or would be dangerous (e.g. when  the personal data are being collected by auditors investigating fraud, or by an undercover customs official). In addition, as stated in the definition of `Recipient’, `authorities which may receive data in the framework of a particular enquiry shall not be regarded as recipients’ (i.e. in these cases there is no need to apply these fairness obligations). However, such exemptions depend on the type of  enquiry and  are,  by their nature, very narrow in scope; care must be exercised if they are utilised.

12.4
In addition to the exemptions (Article 13), exclusions from these fair-processing criteria are described in Article 11(2); these exclusions must be coupled with appropriate safeguards which usually take the form described below (control, 16, paragraph 16.5).  As in the case of exemptions, evidence must be retained of how these safeguards are implemented in practice. These exclusions apply:



(a)
if the recording or disclosure is a requirement of national law.



(b)
if the processing of personal data is for statistical purposes, or for historical or scientific research.



(c)
if it is impossible to supply the necessary details to the Data Subject (e.g. there is no way of contacting the Data Subject).



(d)
if the supply of the necessary details to the  Data Subject involves `disproportionate effort' by the Controller.  Thus unless the resources that would have to be expended by the Controller demonstrably outweigh the gain in the Data Subjects’ fundamental rights and freedoms (i.e. by being alerted to the use of one’s personal data), then reliance cannot be placed on this exclusion.

12.5
If an exemption or exclusion is not available, then the Controller(s) must:



(a)
identify, to the Data Subject, the Controller(s) involved, including the  contact address(es) so that the Data Subject can obtain further details and, if necessary, seek reassurance.



(b)
provide a description of the purpose(s) of the processing, in particular of any purpose(s) associated with the use and disclosure of personal data, which fairly reflects how the personal data are to be processed in practice. Normally, this description would have to identify any potentially controversial purposes (e.g. if personal data were to be processed for the purpose of fraud prevention).



(c)
use plain language text to explain matters.



(d)
identify, to the Data Subject, any non-obvious Recipient(s) of personal data, and any non-obvious purpose(s) for which the personal data are likely to be used by the Recipients, if such identification is necessary to guarantee fair processing



(e)
identify any transfer of personal data to third countries which do not have an adequate level of protection



(f)
anticipate the need to take account of objections, to the processing, from Data Subjects (control 30).

12.6
If any of the following personal data items can be lawfully processed:



(a)
offences, criminal convictions, health or sex life, racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership;



(b)
judgements in civil cases, administrative sanctions;



(c)
national identification numbers;



then procedures should, in so far as this is necessary to guarantee fair processing:




(i)
provide details, to the Data Subject, on the identity of the Recipients of the data.




(ii)
alert Data Subjects to their rights (e.g. to obtain a copy of their personal data and the rectification of inaccurate personal data).




(iii)
inform any Third Party source, at the time of collection of the Data Subject's personal data, of the extent to which the identity of the source would be protected from Data Subjects exercising their right to obtain a copy of their personal data.

12.7
It is recommended that the procedures outlined immediately above should be extended to items of personal data which contain other information which the Data Subject or the Controller considers confidential (e.g. personnel records, financial information, criminal intelligence).

12.8
These obligations should be taken into account in the design, modification and acquisition of software (controls 36 to 38)

2.2.13
The implementation of control 13



"13
Personal data should be assessed as to whether they are 'adequate, relevant, and not excessive' in the context of each particular purpose and in the context of each individual Data Subject.”

13.1
The key issue with respect to Article 6(1)(c) is the requirement to justify why a particular item of personal data is relevant to the purpose of the processing. The justification  for any processing (e.g. the need to hold a particular item of personal data) should be such that it can withstand independent scrutiny (e.g. by the Data Protection Authority).

13.2
If processing rests on a statutory basis, each item of personal data should be capable of being related to a statutory requirement to process that item, and all processing should occur within the limits specified in legislation (control 9). Thus to process (e.g. store) items of personal data which are outside the authorised statutory framework which legitimises that processing can constitute unlawful processing. In addition, the processing must not be augmented in a way which is excessive for, or irrelevant to, the purpose as described in the legislation. In general, a breach of one of the principles outlined in Article 6 often leads to a breach of another principle; for instance, if the processing of an item of personal data is prohibited (i.e. unlawful), then the processing would also be irrelevant to the purpose.

13.3
Sometimes the processing is justified in broad terms such as that the personal data involved  `could be useful' (e.g. at some time in the future). If the purpose cannot be specified more precisely, the processing of such data is likely to be in breach of the required data quality (on the grounds that the storage of such data is excessive, since these data do not relate to a current processing need but to some processing need which might, or might not, be legitimised sometime in the future).

 13.4
Compliance with the principle expressed in Article 6(1)(c) requires the processing of the minimum amount of personal data to achieve the particular legitimate purpose. Procedures must ensure that every item of personal data  passes this test. This evaluation, which is the responsibility of the person responsible for data protection (control 4), can be undertaken at the same time as the assessment of lawfulness (control 9).

13.5
Personal data expressed in the form of opinions, whose relevance can vary with time,  should be sampled, at intervals, to check their adequacy and relevance to the purpose. Dating the opinion, and grading it with respect to its impact at the time of entry, can assist compliance with the relevance aspects. This is particularly the case with respect to intelligence databases; whether a particular piece of intelligence remains relevant must be determined on a regular basis. Three markers are often used to grade intelligence: one indicating the quality of intelligence, one indicating the reliability of the source of the information, and one indicating the length of time the intelligence is stored  before being reviewed for relevance. The UK police, for instance, uses four grades within the quality marker (1,2,3,4), four grades to describe source reliability (A,B,C,X) and three review periods (6 months, 12 months and 24 months).

13.6
Processing personal data which are irrelevant or excessive for the purpose can often breach the fairness criteria (e.g. it is unfair to store personal data which are not needed).

13.7
Satisfying the fair processing requirements for personal data (e.g. satisfying the fairness provisions in Articles 10 and 11; controls 11 and 12) may not prevent a breach of a data quality principle. For instance, even if a Data Subject consents to the Controller processing an item of personal data, it can be irrelevant or excessive for the purpose (e.g. because the data item is not  needed), or unlawful (e.g.  if there is no statutory basis for the processing; control 9).

13.8
The design, modification and acquisition of software should take account of the obligations concerning the quality of personal data, in particular the need to minimise the circumstances in which the processing of the name field is essential to the purpose. In addition, if the date of input is included in the personal data, review procedures to assess the relevance of these data could be automated.

2.2.14
The implementation of control 14



"14
Personal data need to be assessed for accuracy, and  for whether such data are up to date; before action is taken against a Data Subject the accuracy of relevant personal data must be assured. "

14.1
The accurate input of personal data can be achieved by one or more of the following measures (if practicable and cost-effective):



(a)
involving the Data Subject, at the time of collection, in the validation process. For instance, a copy of the personal data could be handed to the Data Subject on a form which asks for the data to be checked. This kind of procedure is particularly appropriate where there is frequent communication between the Controller and the Data Subject.



(b)
establishing dual entry of personal data in order to validate data input. Dual entry systems permit divergence on data input to be identified easily; however, this procedure is only reliable if the source document is clearly defined and legible. If, for instance, the persons inputting the data have to interpret hand-written text, then  the same mistake, derived from the interpretation of an illegible word or letter, could be made each time.



(c)
establishing random sampling of personal data in order to assess their accuracy (e.g. by checking against source documents containing the data). The number of records sampled must be significant and comprise a representative cross section of the records subject to checking; otherwise this technique will fail.



(d)
recording the source(s) of personal data as part of the data so that, if necessary, the source(s) can be contacted to resolve any queries concerning the accuracy of the personal data.

14.2
If none of the above measures can be implemented, the procedures should assume that the accuracy of personal data cannot be guaranteed. The procedures should then ensure that no detrimental action is taken against a Data Subject unless and until the accuracy of the personal data has been confirmed, or reassessed, by options such as:



(a)
referral to any additional Third Party source(s)  of the personal data (e.g. a population register or roll which might contain an up to date address). If this route is adopted,  the fairness criteria need to be taken into account (control 12)



(b)
referral to any potential internal sources of the personal data who could resolve any query regarding accuracy.



(c)
referral to the Data Subject, subsequent to the collection of the personal data, so that, if appropriate, documentary evidence for any correction can be obtained. If this route is adopted,  the Controller should provide a simple means of making contact (e.g. a freepost return envelope) in order to encourage the Data Subject to query the results of the processing of personal data.

14.3
If personal data are discovered to be inaccurate, procedures should determine:



(a)
whether referral is needed to any Third Party source or to any other documentation before correcting the data (e.g. if input procedures cross-check details with official documents such as passports and certificates, then it is very likely that any correction will also need to refer to such documents).



(b)
whether, if the inaccuracy was discovered by the Data Subject,  it is possible to accept the Data Subject's correction to the personal data without a prior reference to any Third Party source(s) or to any documentation. Many Controllers, for instance, accept a change of address once they are satisfied that it is the Data Subject who is putting forward the correction.



(c)
whether a record has been kept of those Third Parties to whom personal data have been disclosed, so that they can be notified of any correction to these personal data, having regard to the rights of Data Subjects in this respect (control 28).



(d)
whether all internal Recipients of such personal data have received the corrected personal data. Those Recipients who obtain access to personal data via a central database would not normally need to be contacted (since they would use the updated data on the database). However, corrective action  might be required if procedures permit personal data to be transferred to local computers (the census compiled with respect to control 33 will help to identify who needs to be contacted).



(e)
whether both versions of the personal data need to be processed. If a dispute about the accuracy of the personal data cannot be resolved easily, such an interim solution might have to be adopted. In such circumstances, both forms of the personal data (i.e. the personal data originally stored, and details of the challenge with respect to its accuracy) could be linked and given equal prominence, so that any person accessing the data would be left under no illusion as to the problem.

14.4
A risk assessment can be undertaken to estimate the degree of damage that could be caused through the use of inaccurate or out of date personal data. Such an assessment would help prioritise the implementation of procedures relating to accuracy.

14.5  Procedures should monitor the relevance, accuracy and timeliness of free-text opinions or of other free-text comments about individuals. Accuracy of opinions can be improved by careful drafting in order to avoid ambiguities; for instance, does the statement 'He was threatening' refer to a real threat (e.g. with a knife) or something less violent (e.g. a hostile look). The identity of the opinion holder, and the date on which the opinion was expressed, need to be recorded whenever possible; any problem of interpretation of the opinion, and of its continuing validity,  can then be referred to the opinion holder.

14.6  Those who enter opinions as personal data should be made aware that these data are  accessible either by the Data Subject or, if  the Controller applies an exemption in this respect, by the Courts or the Data Protection Authority. This fact usually serves as a useful  reminder that opinions must be relevant, accurate and timely with respect to the purpose for which they are processed. In this way, the recording  of personal  data which contain witticisms and internal jokes at the expense of the Data Subject is minimised.

14.7
Procedures to keep personal data up to date can involve the Data Subject in the validation process. For instance, a copy of the current personal data could be handed to the Data Subject on a form which asks for the data to be updated; similarly, if the Data Subject calls in at the office, procedures could involve questions on any necessary updating. Such procedures are easy to arrange when Controller and Data Subject are often in communication with each other.

14.8
Procedures should provide for the rectification or erasure of personal data, in compliance with requests from Data Subjects and/or official Orders (control 28).

14.9
The design, modification and acquisition of software should take account of the obligations concerning the quality of personal data. In particular, Data Subjects’ rights need to be satisfied with respect to the notification to Third Parties, to whom the data have been disclosed, of any rectification, erasure or blocking. Thus the software should have the capability to maintain a log of Third Parties to whom personal data are disclosed (further details  appear later; controls 36 to 38).

2.2.15
The implementation of control 15



"15
Criteria for the deletion of personal data should be established by reference to legislation, or derived from guidelines based on the day to day experience of the processing needs of the service or business. "

15.1
Procedures with respect to the lawful retention of personal data (a processing operation) are the subject of control 9; they should act as a guide as to when personal data should be deleted.

15.2
If no statutory retention criteria apply to the processing of personal data, then a case by case assessment of each item of personal data has to be undertaken. For instance, in an employment system, details recorded at interview (e.g. hobbies) could be out of place once the applicant has become an employee. Such data should thus be deleted.

15.3
Similarly, if the only reason for retaining a collection of personal data is that a subset  of these data  needs to be archived for a particular purpose (e.g. to satisfy requests from tax officials), then only that subset should be archived. Archiving procedures should, therefore, consider the purposes for which such archives are used, and will normally involve some prior weeding of the personal data.

15.4
Procedures relating to the retention of personal data must also take account of the experience or needs of the Controller. For instance, Data Subjects might routinely request particular information or expect a Controller to be able to refer to previous correspondence; such arrangements would influence the identification of deletion criteria. Thus, a Controller could cite such practical circumstances (e.g. the need to respond to problems raised by Data Subjects) in any defence of the reasons for retaining the personal data.

15.5
Where there is a real likelihood (based on experience) that particular personal data may be required for a legal process, it may be possible to claim that such personal data should be kept indefinitely.

15.6
Procedures should monitor the continuing validity of free-text opinions and of other free-text comments about individuals (controls 13 and 14). Recording significant dates (e.g. when personal data were generated, reviewed, obtained) as part of the data will help in the development of automated deletion criteria.

15.7
Personal data retained only for a historical, scientific or statistical purpose should be reviewed periodically to determine if they can be 'de-personalised'. Where such purposes are involved, care will need to be taken to comply with  any safeguards established in national law. These usually aim to ensure that no damage or distress to Data Subjects arises from the processing, and that any publication linked to these purposes does not identify individuals.

2.2.16
The implementation of control 16



"16
Procedures should include an assessment as to whether any exemption (Article 13) from the data protection principles associated with the quality of the personal data (Article 6; controls 11 to 15) is relevant to the processing."

16.1
Considerable care needs to be taken with the application of any exemption; it is a mistake to assume that because, for example, the personal data are required by the police, that they can automatically be disclosed to the police without consideration of the fairness criteria. In some cases, such processing might first need to be declared to Data Subjects (e.g. if the processing has little to do with a particular criminal enquiry but deals with traffic management and the movement of heavy goods by road), and the Data Subjects’ rights (controls 25 to 32) could apply to these personal data. In addition, it is very unlikely that an exemption will have general application (e.g. pertaining to the disclosure of a complete database); each particular application of an exemption usually applies to a specific Data Subject and needs to be assessed on a case-by-case basis.

16.2
The presumption must be that an exemption does not apply unless it can be demonstrated that it can apply. Exemptions from the requirements identified above usually arise via legislation which specifies that a particular exemption shall apply, or if an overriding public or national interest can be demonstrated in terms of:



(a)
national security.



(b)
defence.



(c)
public security.



(d)
prevention or detection of crime.



(e)
apprehension or prosecution of offenders.



(f)
an important economic or financial interest of a Member State.



(g)
a monitoring, inspection or regulatory function of official authority.



(h)
the prevention or prosecution of breaches of ethics for regulated professions.



(i)
the prevention of serious harm to any Data Subject or to any other person.



(j)
the protection of the rights and freedoms of others.

16.3
If an exemption is used, evidence should be retained of the conditions which legitimise the use of the exemption with respect to the particular case. Procedures should:



(a)
identify, from all relevant legislation, the precise conditions under which the processing of personal data can be subject to an exemption.



(b)
compare the conditions identified in (a) with the actual circumstances under which a particular exemption (e.g. from the fairness provisions of Article 11 or from a particular  Data Subject right) is claimed. 



(c)
identify who in the Controller's staff is authorised to make the above comparison and to accept the validity of any claim that the exemption applies. This could be a role for the data protection officer or the nominated person (control 4) with the support of the management infrastructure (control 3). Legal advisors might need to be involved in cases where controversy is likely to arise.



(d)
retain records that the processing was assessed in accordance with the procedures outlined in (c), and of the outcome of the assessment.



(e)
ensure that processing subject to an exemption is kept to the minimum necessary to achieve the required purpose (e.g. that the disclosure of personal data is limited to those items which have been authorised).



(f)
ensure that possible consequences are anticipated if the outcome of the validation procedures identified in (c) results in a rejection of the claim that the exemption applies. In controversial cases, it is usually prudent to ensure that all relevant details surrounding the application of the exemption have been obtained so that any decision is fully informed. This may involve contacting the person making the demand and asking for clarification or for further details.



(g)
identify, where appropriate, the need to seek advice from senior managers or from legal or other experts. This could be relevant where special category personal data subject to Article 8 (e.g. health data)  are being processed, or where the claim that an exemption applies is about to be rejected.

16.4
Sometimes, exemptions (e.g. in relation to research and statistics) apply because appropriate safeguards, to protect Data Subjects, have been established through other legislation or through a Code of  Practice or Conduct. If this is the case:



(a)
the procedures outlined in the paragraph above must still be followed to test whether the processing can be subject to these safeguards.



(b)
the procedures to satisfy these safeguards must be implemented (otherwise unlawful processing will be an issue).

16.5
Safeguards of this kind usually take the following form:



(a)
the Controller agrees to adhere to a Code of Practice which stipulates how the personal data can be processed, and how the protection afforded to Data Subjects is to be implemented.



(b)
there are restrictions on the processing of personal data, or on the period of time for which such data can be processed.



(c)
there is a prohibition on processing (e.g. disclosing information which identifies an individual) if the processing is likely to cause damage or distress to any Data Subject.



(d)
the personal data are anonymised as soon as it is practicable to do so.



(e)
data linked to names are only processed under predetermined conditions known to the Data Subjects (e.g. when access to the name field is controlled via the use of Privacy Enhancing Technologies, or  via more traditional security measures).

SECURITY OF PROCESSING
2.2.17
The implementation of control 17



“17
There should be integrity controls to protect personal data from unauthorised or accidental alteration of data or software.”

17.1
An analysis should be performed of security requirements for verifying and protecting the integrity (accuracy and completeness) of personal data at all stages of processing. 


(a)
There-should be assurance that where information is transferred from documentation there are controls to confirm the accuracy of the original sources and of the input process to digital data. 



(b)
There should be checks on the integrity of data exchanged between computers and transferred over networks.


(c)
There should be periodic checks of output data for accuracy and completeness.
17.2
There should be security controls to prevent errors in the use of information media (magnetic, optical and paper media).  The controls should include:



(a)
Media labelling



(b)
Media storage



(c)
Version controls



(d)
Documentation and library controls



(e)
Media accounting



(f)
Media destruction

17.3
There should be network security management controls to ensure a well-managed and resilient service, with reduced risk of network disruption. 

17.4
There should be software integrity and version control to ensure personal data is not at risk from corrupt or malicious software.  These controls should include the particular vulnerabilities presented by emergency fixes to systems and software.

17.5
Where appropriate, non-repudiation controls should be used to provide assurances of who was responsible for changes to personal data.  Likewise, other network security controls should be used to determine the authenticity of data and data changes from external sources.

2.2.18
The implementation of control 18



“18
An Information Security Management infrastructure, based on an enterprise information security policy and risk management practices, should be established to define measures for the protection of personal data, and the definition of specific security requirements to reduce identified risks to personal information. ”

18.1
The essential component in any security management infrastructure is a security: policy which defines principles, direction and commitment to good security practice.



(a)
To provide management direction and support for information security at all locations and working units.



(b)
To encourage common objectives and direction for information security management throughout the enterprise.



(c)
To demonstrate Corporate Management support and commitment for information security.

18.2
The authority,  responsibilities and accountability of all data users must be defined.  This should include reference to potential sanctions under employment contracts or prevailing Computer Misuse legislation where appropriate.  All users of personal data should be trained to use the security controls provided.

18.3
There should be management controls for the recruitment of personnel to ensure that recruits and personnel transferring in to the enterprise can be trusted.  The controls should cover all aspects of a career:



(a)
recruitment - basic trustworthiness checks.



(b) in service confidentiality agreements and job descriptions.



(c)
Disciplinary and termination processes.

18.4
There should be an incident, malfunction and “near-miss” reporting scheme to give warning of security issues and problems.  

18.5
There should be audit procedures for compliance testing and checking so the enterprise can demonstrate its commitment to good security practice.

2.2.19
The implementation of control 19



“19 
There must be user identification and authorisation procedures and practices so that users of personal information can be individually identified and formally authorised to access and use personal information.”

19.1
Users of personal information should be individually identifiable so that the enterprise can hold individual users accountable for their actions.  User authentication controls should include proof of identity appropriate to the sensitivity of the personal information and the extent of capability of a single privileged user to read, change or delete the information.  Identification or authentication controls should include:



(a)
User identifiers



(b)
Workstation identification 



(c)
Password management, including length, syntax storage, generation, distribution and change.



(d)
Use of security tokens or biometrics methods (e.g. fingerprints, handwriting etc.) for circumstances of higher risk of user abuse of privilege.



(e)
Use of log on dialogues to help positively identify each user..

19.2
The second part of an access control system is authorisation, i.e. once the user is identified providing a mechanism whereby access if restricted to that which is necessary for the job (“need-to-know” rules).  The strongest authentication / authorisation systems use cryptographic methods to link users to applications (and information) by secret and shared cryptographic keys and trusted third parties to vouch for users and transactions.  Where possible, users of personal data should have their privileges limited by logical access controls.

19.3
User monitoring is an essential access control.  Abuse of authority by an authorised user is impossible to prevent.  Good audit and monitoring systems will ensure that early detection of information misuse is possible, and that there is sufficient evidence to take appropriate action against the guilty.  In any access monitoring system consideration must be given to:



(a)
Privacy obligations to data users. 



(b)
The security and trustworthiness of the audit files.



(c)
Assurance of regular and competent review of the audit trails..

19.4
Where access is obtained through “untrusted” channels (e.g. a public network or the Internet), full use should be made of technology methods to provide assurance of user identity and source.  Such methods could include:



(a)
Firewalls to filter access to untrusted network elements.. 



(b)
User certificates and cryptographic tokens to maintain confidence in users’ identities.



(c)
Encryption of information on networks to protect from eavesdropping and to provide user authorisation...

19.5
Access control administration process need to be accurate and responsive.  Users should be provided with access to information as appropriate to their job function as quickly as possible.  This will avoid the sharing of passwords and tokens for the expediency of getting users to work quickly.  The administrative procedures will need to deal with the inevitable lost tokens and forgotten passwords.

2.2.20
The implementation of control 20



“20 
The use of systems and information must be defined by documented operating procedures to ensure consistency of systems performance and demonstrable compliance with operational requirements.”

20.1
The use of documented operating and user procedures contributes to being able to demonstrate the integrity and security of information systems.  Operations control procedures should include:



(a) 
Operator procedures



(b)
Personnel procedures



(c)
Monitoring of activity



(d)
Network operations procedures



(e)
Network management procedures

20.2
There should be development and maintenance procedures to demonstrate that the development and implementation of systems is performed in a well managed way to enhance the integrity of systems.  Likewise, maintenance procedures should provide the rules for extraordinary access to systems and information in order to fix and restore systems.

20.3
Documented procedures should include all aspects of a systems development and deployment life cycle, including liabilities and responsibilities in interaction with external suppliers and vendors for system service or maintenance.

20.4
Operating procedures should include the requirements for keeping adequate records and making back-ups of data and systems as a precaution against information loss or damage.

2.2.21
The implementation of control 21



“21 
Information encryption should be used for the protection of confidentiality and integrity of personal data in transmission and/or storage.  Consideration must be given to laws and regulation within the Member States controlling or limiting the use of encryption.”

21.1
As most Member States will be passing National legislation in late 1998, developments in cryptographic based Privacy Enhancing Technologies (PETs)s will still be in their early days of development and trial.  However, there are many cryptographic solutions available now for the encryption of information in storage and transit, to protect against browsing, casual and deliberate network eavesdropping.  If there is any perceived risk to personal information in this way, it should be protected by cryptography technology.  Care needs to be taken:



(a)
to comply with the crypto legislation of any countries where the information will be stored, or pass through.



(b)
to use effective key management( generation, transport, storage, disposal).



(c)
to ensure that expired keys can be extracted or re-generated for the recovery of archived records when required.



(e)
with regard to the admissibility of de-crypted computer records as legally acceptable evidence.

2.2.22
The implementation of control 22



“22 
There should be a managed Business Continuity Planning process in place to ensure data subjects are not disadvantaged by major systems failure or disaster.”

22.1
There should be  managed process in place for developing and maintaining business continuity plans to enable recovery from major failures or disasters.  This should include:



(a)
identification and prioritisation of the critical business processes



(b)
definition of the potential impact of various types of disaster on business activities



(c)
identification and agreement of individual responsibilities and emergency arrangements



(d)
documentation of agreed procedures and processes 



(e)
training and education of relevant personnel 



(f)
testing of the plan



(a)
mechanism for updating the plans in keeping with organisational, systems and technology changes.



(b)
clear “ownership” and responsibility for the plans.

22.2
There should be a consistent framework of business continuity plans across the business units:



(a)
mechanism for updating the plans in keeping with organisational, systems and technology changes.



(b)
The individuals responsible for executing each plan component must be clearly identified.



(c)
There should be emergency procedures to describe the immediate action to be taken following a major incident that affects the ability to maintain business operations.



(d)
There should be fallback procedures which describe the action to be taken to move essential business or support services to alternative temporary locations.



(e)
There should be resumption procedures which describe the required actions to be taken to return to normal business operations, usually at the original site.

22.3
To provide assurance that business continuity plans remain effective and viable The plan should be tested at a minimum once a year



(a)
A formal test schedule should be drawn up



(b)
The test schedule should indicate how and when each element of the plan will be tested.



(c)
A senior officer of the organisation  should  review and approve the test results.  It may be appropriate to use a third party observer to the tests to provide more credibility in the continuity-planning scheme.

22.4
There should be controls and procedures to assure that business continuity plans are consistent with changes in organisation, technology or other circumstances.  Responsibility must be clearly assigned for the identification and application of changes to the plan. The plan should be formally reviewed, at a minimum annually, in order to provide assurance that it is still fully effective.

2.2.23
The implementation of control 23



“23 
Audit trails should be provided and reviewed to ensure that individual systems users can be held accountable for access to  personal data, and to provide a demonstration of compliance with system security policy.”

23.1
In view of the need to provide security guarantees, audit trails are an essential control for the protection of personal information.  The trails will provide for individual accountability of users and will be required for investigation of any complaints by subjects of information misuse.  User access and activity audit trails should be taken and kept for a reasonable retention period.  Analysis tools may be required to interpret the data where there are large volumes.

23.2
Systems audit trails will be essential supporting evidence for the integrity of systems and processing at the time of an alleged misuse of personal information, or inappropriate or unauthorised processing.

23.3
There should be regular reviews of activity logs and audit trails in order to help detect patterns of inappropriate use of personal data..

23.4
,Clock synchronisation of interconnected systems should be performed so that time-stamped audit records can be sequenced.  Consideration needs to be given to transactions performed across different time zones.

2.2.24
The implementation of control 24 

“24 
The physical environment and locations of all equipment, on which personal data are held must be protected.”

24.1
Physical access controls should be provided to deny access to unauthorised persons who may cause damage or disruption to systems or who may attempt to obtain personal information from the systems or from documentation.  The access controls should be based on perimeter definition and implementation.  This will ensure that security perimeters are identified and suitable barriers and control points are used to manage access to sensitive areas.

24.2
There should be adequate environmental controls to ensure the continued accurate running of information systems.  Environmental (temperature, humidity etc.) conditions should be monitored.

24.3
There should be preventative and detective controls against risks of environmental hazards (fire, flood and weather).

24.4
There should be adequate provision for protection against sudden power failures, or abnormalities, and prolonged power restrictions.  Data subjects rights with regard to disclosure of personal information must be met regardless of operational difficulty.

24.5
There should be appropriate physical controls for media in transit.

24.6
Equipment and media should be protected against theft.  Portable computing equipment, for example being used for information collection in the field, should have personal information encrypted as a protection against theft..

Data subjects’ rights

2.2.25
The implementation of control 25



"25
Procedures must allow for Data Subjects to receive confirmation as to whether  or not personal data about them are processed, and to be informed of the nature of the processing of their personal data."

25.1
The Directive does not make it clear whether the four obligations specified in Article 12(a) can be exercised as separate rights, or whether they are four components of one single right. Since, for instance, Data Subjects might want to seek confirmation that personal data are processed, before exercising the right to obtain a copy of their personal data,  the present analysis  assumes four  independent rights, two of which are relevant to this control.

25.2
Firstly, the confirmation as to whether or not personal data relating to the Data Subject are processed; a positive confirmation is needed  if just one item of personal data is found. Procedures to satisfy this step are the same as those with respect to the right to obtain a copy of personal data (control 26 below). Particular care needs to be taken to identify the Data Subject, not to overlook the existence of any relevant personal data, and to deal with any exemptions (control 31).

25.3
Secondly, the right to information about the processing and about the personal data concerned in the processing. These details are very close to those required for notification (controls 33 to 35), and the provision of a copy of the Controller's notification details could suffice; however, this would depends on the nature of the legislation which governs the processing.

25.4
If the notification details prove insufficient for this purpose, the census (control 33) should allow the person responsible for data protection (control 4) to compile a brief summary of the necessary items. However, the precise contents of this summary for Data Subjects need to be checked against the statutory requirements outlined in the data protection legislation which applies to the processing.

2.2.26
The implementation of control 26



"26
Procedures must allow Data Subjects to exercise their right to obtain a copy of personal data which relate to them."

26.1
The right of Data Subjects to request a copy of personal data which relate to them is based on a simple concept. Data Subjects are entitled, after making a formal  request and after payment of the appropriate statutory fee (if levied), to a copy of all their own personal data, and to an explanation of any codes or of data which are not intelligible; the fee set by Governments is usually modest. The Controller has to be satisfied that the Data Subject has been correctly identified, and may ask the Data Subject for additional information, if this is reasonably required to locate the personal data, before proceeding with the request. A limited number of exemptions can apply to the right to obtain a copy of personal data; however, the initial presumption must be that no exemptions apply.

26.2
The fairness controls (11 and 12) provide some details to Data Subjects concerning their rights; it is reasonable to expect that requests for a copy of personal data will be sent to the addresses associated with those details, or be made at any location at which the Data Subject provides personal data. There is thus a need to ensure that relevant staff are trained to know what to do when such an enquiry from a Data Subject is received; this requirement should be included in staff training programmes (control 5).

26.3
In summary, staff should be informed that special procedures are necessary to deal with this right, and that these procedures differ from those which may already allow individuals access to some of their own personal data. For example, in the course of a telephone enquiry from an individual, it is acceptable to disclose personal data displayed on a VDU screen but only if the individual has been identified as being entitled to receive these data (control 10). However, such an action clearly does not satisfy the right, granted by data protection legislation, for Data Subjects to obtain a copy of all the personal data processed by a Controller (and not a mere subset displayed on a screen). In addition, if some of the personal data identify other individuals (e.g. informants who are the sources of the personal data), formal procedures are needed to ensure that any relevant exemption can, if necessary, be applied (e.g. if to do otherwise would place these individuals at risk). Finally, there might be other statutory provisions which permit access to personal data by the individuals concerned (e.g. access to public records via freedom of information legislation); such mechanisms will have their own separate procedures.

26.4
A  request, under data protection legislation, for a copy of personal data should be based on a formal application, usually in writing, from the Data Subject (or a representative of the Data Subject). The request should immediately be forwarded to the person responsible for data protection (control 4) who can then co-ordinate a comprehensive response to the Data Subject.

26.5
Procedures to confirm the identity of the Data Subject should be appropriate to the sensitivity of the data. For instance, if the presentation of a reference number permits the updating of personal data, then such a reference number should be equally acceptable for the purpose of confirming the identity of the Data Subject. If the relationship of the Data Subject to the Controller is not already clear, further information to help locate the personal data in question can be requested from the Data Subject (e.g. approximately when and where did the Data Subject use the Controller’s services?). However, such additional details requested from Data Subjects should not be so onerous as to frustrate the exercise of this right.

26.6
Once the identity and relationship requirements have been satisfied, procedures must enable a copy of a Data Subject's personal data to be provided to that Data Subject within the period prescribed by legislation. Any codes or other data not likely to be intelligible to the Data Subject should be explained. Personal data held in archive will also need to be revealed.

26.7
If  the permissible statutory  fee is levied for this right, a procedure for handling such fees has to be established. The charge can usually be requested as part of the initial contact with the Data Subject.

26.8  Procedures should take into account that some personal data may contain information about other individuals (e.g. about an informant who is the source of personal data, or  about another individual who is in partnership with the Data Subject). If procedures are exercised without care, information about another Data Subject could be revealed to the Data Subject exercising their right to obtain a copy of their personal data. Should such personal data about another Data Subject be revealed? In practice, this question may need to be resolved in the context of different situations, such as:

(a)  an exemption applies (Article 12; control 31), in which case the data need not be revealed. This situation can arise when the fundamental rights and freedoms of the other individual are at issue (e.g. an individual is seeking legal advice about a problem which involves the Data Subject, and the Data Subject subsequently applies for a copy of personal data which pertain to that advice).  An exemption could also apply when a source of personal data, who is also an individual, has provided details about the Data Subject in confidence.

(b)  the personal data do not relate to the Data Subject applying for a copy. For instance, suppose there is a list of details about individuals who have attended a meeting; a Data Subject who exercises the right to obtain a copy of personal data concerned with the meeting is  not entitled to obtain the data about other individuals.

(d)  the other individual has consented to the disclosure of the personal data to the Data Subject. If this condition is relied upon, the Controller should retain satisfactory evidence of such consent.

(e)  the personal data should not be made available to the Data Subject in order to prevent serious harm. If there is a real risk that the personal data would identify another individual who would,  as a result,  be likely to suffer serious physical harm, then such data should not be revealed. This argument can, in rare instances, apply to personal data which would allow the identity of a source, who is also an individual, to be deduced or inferred by the Data Subject.

(f)  the law requires the personal data to be revealed to the Data Subject seeking a copy of their personal data (e.g. the Data Protection Authority exercises powers with respect to seeing personal data subject to a dispute, and subsequently enforces release, to the Data Subject, of a copy of these data).

26.9
In some cases, the personal data given to the Data Subject, following a request for a copy of personal data, can safely include information about other individuals. For instance, if it was the Data Subject who provided the details of that other individual (e.g. as in a reference), then such personal data would not be withheld from the copy of the personal data  given to the Data Subject. 

26.10
The person responsible for data protection (control 4), and who is co-ordinating the response to the Data Subject, is likely to ask contacts (e.g. those who completed a census; control 33) to provide a copy of the personal data which are linked to the Data Subject. Note that where distributed databases or networks are involved, there may be no alternative but to contact all possible locations where personal data might be (e.g. to e-mail all relevant staff involved in an IDA project). Procedures should ensure that those who receive such requests treat them as high priority; usually the prescribed period during which the personal data have to be released to the Data Subject is limited to four to six weeks from validation of the request.

26.11
Where young Data Subjects are involved, there will be a need to determine the circumstances under which they, or a parent or guardian, can exercise the right to a copy of the personal data which relate to that young person.

26.12
Often, following receipt of the personal data, an associated complaint is raised by the Data Subject. If such an eventuality, or a formal legal action, appears likely, early involvement of the Controller's legal advisors is recommended.

26.13
When a request for a copy of personal data has been received, it is usually permissible to continue all routine processing operations, even if these amend the personal data which relate to the Data Subject. However, deliberate alteration of personal data, solely as a consequence of the Data Subject seeking a copy of  these personal data, would constitute a violation of that Subject’s rights.

2.2.27
The implementation of control 27



"27
Procedures must allow Data Subjects to be informed of the logic underpinning any automated decision-making processing which significantly affects them."

27.1
Data Subjects have the right to obtain information about the logic involved in the processing, especially where automated decisions are taken which significantly affect them. In satisfying this right, Controllers should take into account the integrity of any algorithm associated with the processing; they should not, therefore, provide information to the Data Subject at a level of detail which would undermine the security and/or copyright of this logic.

27.2
It is the role of the person responsible for data protection (control 4) to balance these opposing objectives, and to produce an information sheet which not only offers reassurance to Data Subjects but also safeguards the logic underpinning the processing.

2.2.28
The implementation of control 28



"28
Procedures must have the capability to correct, erase or block  personal data, in compliance with requests from Data Subjects and/or from data protection authorities or the Courts, and to notify Third Parties, who have received the Data Subject’s personal data, of such requests."

28.1
This control generally applies to circumstances where personal data have been processed in contravention of one or more data protection rules. Procedures must  allow for the rectification, erasure or blocking of personal data as may be appropriate, in compliance with requests from Data Subjects or legal authority. An appeals procedure should be established for use in cases of dispute as to the accuracy of personal data. In particular, if inaccurate personal data are discovered, notably by means of  the exercise of the right to obtain a copy of personal data, there is an additional right to have details of any rectification, blocking or erasure notified to those Third Parties who have received the data. It is assumed that all those who process personal data under the direct authority of the Controller will already be using the corrected personal data, or be unable to process the personal data because they have been blocked or erased. There are exemptions from this right; however, the initial  presumption must be that no exemption applies.

28.2
Procedures  to resolve disputes about the accuracy of personal data require particularly careful consideration. In summary, such procedures have to:



(a)
deal with  enquiries, from Data Subjects, consequent on  the exercise of the right to obtain a copy of their personal data.



(b)
allow for the correction of personal data.



(c)
allow for further verification of personal data that have been received from a Third Party.



(d)
allow for the blocking of a particular use of personal data, or for the erasure of personal data.



(e)
allow for actions based on incorrect personal data to be reversed (if possible).



(f)
allow for all disclosures of personal data to be recorded, and for Recipients/Third Parties to be advised of any subsequent correction, erasure or blocking of the use of personal data.



(g)
keep the Data Subject informed of remedial action taken by the Controller with respect to any  personal data which are corrected, erased or blocked.



(h)
provide the Controller, where necessary, with a sound defence before the Data Protection Authority or the Courts (e.g. that the Controller has acted reasonably in all the circumstances).



(i)
ensure that, where appropriate, the views of the Controller’s legal officer are obtained.

 28.3
If the correction concerns personal data whose origin is a Controller or a Third Party, or which were originally verified by the Controller or Third Party (by some formal process or by the provision of documentary evidence), then the situation is not straightforward. There will need to be an intermediate stage whereby these formal processes are partly repeated, to verify or to rebut what the Data Subject claims. A correction should be made if, and only if, this verification is validated. Both the Third Party and anyone within the Controller organisation who has received the original data should be informed of the correction.

28.4
In some instances, a Third Party source of information may not be contactable. If this is the case, and where the data are, consequently,  incapable of being verified, the Data Subject's correction  should be accepted (or noted separately in the personal data). To process, without qualification, personal data that cannot be verified and have been challenged as being inaccurate, is just asking for trouble.

28.5
In some cases, the Third Party or the relevant person in the Controller organisation will say that the correction offered by the Data Subject is not acceptable. If this view prevails, the personal data should neither be amended nor deleted. If possible (e.g. unless prevented by considerations of confidentiality), the reasons for not correcting, erasing or blocking the data should be indicated to the Data Subject.

28.6
Where there is an ongoing conflict (e.g. one which is being resolved in the Courts) it is good practice to annotate the personal data subject to the dispute with a marker to the effect that the Data Subject disputes the record. Any future processing would then use that code or marker and thereby alert those who subsequently access the personal data to the problem. It is also good practice to advise Recipients of the personal data of the dispute. Legal advisors might need to be involved at this stage, and it is likewise good practice to ensure that the Data Subject knows that the personal data are so marked, pending resolution of the conflict.

28.7
Different considerations apply to opinions. An opinion accurately recorded is, by definition, correct - the source holds that particular opinion. All that a Controller can do with challenged opinions is either to leave them in the personal data (together with a record of the challenge) or to delete them (on the grounds that the opinion has been shown to be based on inaccurate fact).

28.8
Procedures must take account of the rights of Data Subjects which are associated with the notification, to Third Parties, of any rectification, erasure or blocking of personal data which are processed by a Controller, especially when the data have been processed in contravention of a data protection requirement. For example, if is it is discovered that personal data have been unfairly or unlawfully processed (controls 9 to 12), with the result that the data have to be deleted, then this fact has to be communicated to the Third Parties to whom the personal data have been disclosed. The implication of this is that such Third Parties would  need to consider whether they can continue to legitimately process such personal data.

28.9
As well as exemptions (control 31), there are two exclusions from the need to notify Third Parties of corrections, erasure or blocking. These arise when:



(a)
notification is impossible (i.e. no means can be found to do it). Explanations provided to Data Subjects would have to justify why this is the case.



(b)
informing Third Parties would involve `disproportionate effort' by the Controller. Thus only if the resources that would need to be expended by the Controller demonstrably outweigh the damage to the fundamental rights and freedoms of the Data Subject (e.g. the harm or distress to the Data Subject that would result from the continued processing of the personal data), could reliance be placed on this exclusion. Any evidence of harm or distress would make it likely that the situation would be investigated by the relevant Data Protection Authority.

2.2.29
The implementation of control 29



"29
Unless excluded by legislation, procedures should allow Data Subjects to appeal against or challenge decisions based solely on the automated processing of their  personal data."

29.1
Data protection legislation provides a right not to be subject to a decision solely based on automated processing, where the decision could significantly affect the Data Subject in an adverse manner (e.g. rejected for employment or for receipt of a service).

29.2
The key word in the provision is the word `solely'. Thus if procedures fully explain the processing beforehand, and provide for a subsequent appeals process, then the decision is not based solely on automatic processing. The person responsible for data protection (control 4) could provide Data Subjects with an information sheet which offers this reassurance, and describes the relevant safeguards.

29.3
Regard should be had to any legislation which authorises such automated processing. According to Article 15(2) of the Directive, any such legislation will also specify the measures that Controllers need to implement in order to safeguard the Data Subject's legitimate interests.

2.2.30
The implementation of control 30



"30
Unless excluded by legislation, procedures should allow Data Subjects to object, on compelling legitimate grounds,  to specific processing of  their personal data."

30.1
Although the right to object to processing is potentially very wide, it is likely to be exercised only rarely by Data Subjects, who need to demonstrate good cause on a case-by case basis. In further detail, this right is likely to be exercised primarily in those circumstances where the personal data are being lawfully processed, but where the Data Subject can establish strong grounds to override that lawful processing. This right will always apply in two important circumstances unless it is expressly overridden in legislation (Article 14(1)). These two circumstances arise:



(a)
where the processing of personal data is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the Controller or in a Third Party to whom the data are disclosed.



(b)
where the processing of personal data is necessary for the purposes of the legitimate interests pursued by the Controller or by the Third Party or Parties to whom the data are disclosed.

30.2
The right thus allows any special circumstances which surround the processing to be examined (e.g. where the Data Subject has a particular reason, specific to that individual, to oppose the processing) and  permits that processing to be challenged (e.g. on the grounds that these particular circumstances of the Data Subject should take precedence).  The assessment of whether the right to object should prevail will consider the balance of interests: on the one hand the legitimate interests, or legal duty, of the Controller to process the personal data, and on the other hand the legitimate interests of the Data Subject who might be harmed or distressed by the processing.  Similarly, the outcome of any processing must weigh the legitimate interests of Data Subjects against the lawful obligations which have been placed on Controllers.

30.3
If a Controller is processing personal data unlawfully  (e.g. in contravention of any of the provisions in the Directive), the right to object is likely to prevail. Compliance with all data protection procedures identified in this text could help provide justification as to why that right should not prevail.

30.4
Specific procedures which can protect the Controller against the effects of the exercise of this right are:



(a)
assessing the grounds cited by the Data Subject and deciding whether or not they are sustainable.



(b)
if they are sustainable, ensuring that the processing is halted, and preparing for the exercise of the right which relates to notifications to Third Parties of the blocking of the processing (control 28).



(c)
if they are not sustainable, preparing for further dispute (also control 28). Records of the assessment in (a) would help to show that the Controller  acted reasonably with respect to the objection.

30.5
Some IDA projects might become associated with the processing of personal data for a promotional or marketing activity, assuming, of course, that the use or disclosure of personal data for a promotional or marketing purpose is lawful (controls 9 and 10). In such cases the right to object free of charge to such a  purpose, as outlined in Article 14(b), must be considered. Procedures would need to take account of two options; either:



(a)
inform the source of the personal data (the source is usually the Data Subject), at the time of collection of the personal data, about the promotional or marketing purpose, and offer the source the chance to object, or to opt out. If this right is offered at that time (e.g. on an application form), then this contributes to the requirement to obtain personal data fairly (controls 11 and 12); or



(b) 
in cases where (a) is impossible (e.g. the personal data have already been collected), contact  the Data Subjects and offer them the opportunity to object to the proposed processing for a promotional or marketing purpose. It has becoming standard practice to give Data Subjects at least 30 days to exercise this right.

30.6
Whenever contact with the Data Subject is made with respect to this right (e.g. on application forms), the options available should be prominently set out  (i.e. not buried in the detail of the form), and  clearly worded.

2.2.31
The implementation of control 31



"31
Procedures must take account of any exemptions from the rights of Data Subjects."

31.1
The main considerations and procedures relevant to exemptions have been outlined with respect to control 16. However, since `human rights’ are also involved, extra vigilance needs to be taken; it should be assumed that any decision to invoke an exemption can be challenged.

31.2
It is unlikely that all personal data, processed for a particular purpose, will be subject to an exemption. For example, if the names of drivers of vehicles which pass a national boundary are routinely recorded, such personal data are subject to the application of these rights; however, the fact that a particular vehicle is suspected of carrying contraband could mean that the related personal data are subject to an exemption.

31.3
Where an exemption is applied, the information provided to Data Subjects need not include the fact that some personal data have been excluded, since such an indication might itself negate the purpose of the exemption. A sentence such as "We enclose a copy of the personal data to which you are entitled  under the data protection provisions"  is both neutral and correct. It is important to use this response in all circumstances and not only when personal data have been withheld; otherwise, the  response would indicate that personal data have been withheld!

 31.4
Similarly, confirmation of the holding of personal data (control 25) can also be set out in neutral terms: "we confirm that we process personal data which you are entitled to obtain under the data protection provisions". Only if ALL the personal data are subject to an exemption, would the response to an enquiry be: "we confirm that we do not process any personal data  which you are entitled to obtain under the data protection provisions".

2.2.32
The implementation of control 32



"32
Satisfying Data Subjects’ rights should be a consideration in the design, modification and acquisition of software which processes personal data."

32.1
All systems and procedures must be able to support the rights of Data Subjects; there is no alternative to this since the inability to support individual rights can result in a denial of rights. In such circumstances, unlawful processing could be inevitable.

32.2
The design of new systems should thus consider all these rights. In particular, there should be: documentation which could provide Data Subjects with information concerning codes; disclosure logs with respect to corrections which may need to be sent to Third Parties; and modules which could recover personal data relating to individual Data Subjects (including those data held in archive), following the exercise of the right to obtain a copy of personal data.

Controls related to notification

2.2.33
The implementation of control 33



"33
A comprehensive and up to date census of personal data should be undertaken for the purpose of selecting the most appropriate method of notification."

33.1
Before a simplified notification or an exemption from notification can be applied to personal data, the following information needs to be collated by a person responsible for compliance with data protection (control 4), and linked to (or contained in) the folder produced as a result of control 8. The details that need to be collected are:



(a)
particulars which identify the Controller(s) participating in the IDA project.



(b)
a description of the purpose(s) associated with the processing of personal data in support of the project.



(c)
a description of the category or categories of Data Subject to which the personal data relate.



(d)
a description of all personal data fields (or categories of data fields).



(e)
a description of the category or categories of Recipient to whom the personal data are disclosed or are likely to be disclosed.



(f)
a list of the territories and countries outside the EU to which it is proposed to transfer personal data.



(g)
an outline of the IT security standards associated with the processing.



(h)
the retention time associated with the processing of each item of  personal data.

33.2
The best way to obtain such detail is to compile a comprehensive and up to date census of the personal data which are processed. Management support (control 3) is essential to ensure that census returns are completed and responses are of acceptable quality.

33.3
Before such a census is performed it is necessary to identify where all the personal data could be held. An inventory of data processing equipment will, therefore,  first need to be taken; this would require every manager responsible for such equipment to answer some simple questions: Who is the manager responsible? What is the equipment? Where is it located? Is the equipment used in conjunction with information that could relate to, or identify, an individual? It might be cost-effective to combine this step with the gathering of information about matters not directly related to data protection: an inventory of software (e.g. for assessing compliance with copyright legislation) and of further hardware details (e.g. the serial numbers of equipment with respect to insurance claims and recovery from theft).

33.4
Having identified where personal data might be held, and who would be responsible for their use, the next stage is to move to a census of personal data proper. The emphasis throughout will be on what will ultimately be notified, namely not an inventory of computer applications or even of the computers themselves, but of the purposes for which personal data are processed.

33.5
Census forms should be sent to all managers or team leaders who have been identified as being in charge of a section, function or activity which is involved in the processing of personal data. These managers must decide whether other members of their staff also need to complete such a form. For example, in a large office where all the equipment is used to process personal data for the same limited number of precisely defined purposes, only one census form might be needed. However, if the equipment is available for the processing of personal data for multiple purposes, or where it is policy to allow certain staff some discretion in the use of personal data, then the census forms may have to be more widely distributed.

 33.6
The census should provide the person responsible for data protection (control 4) with all the necessary information required for notification. It should, therefore, obtain:



(a)
the name, signature and location of the person (i.e. the respondent) who is responsible for the section's use of personal data; also the date of completion of the census. This not only demonstrates (if necessary to a Court) that a census took place, it also ensures that any future enquiry (e.g. an investigation by the data protection authority) about the application or about the census form can be answered by the person most directly involved.



(b)
the name or description of the computer application and equipment used, so that any census forms filled in by different respondents, but relating to the same or similar use of personal data, can be grouped together.



(c)
a description, in the respondent's own words, of the purpose(s) of the processing (these details will be transformed appropriately in order to meet the notification requirements).



(d)
a classification of the data fields held for each of the purposes outlined in (c). An alternative would be to ask for sample inputs, or printouts that describe the personal data, annotated to show which data items are processed with respect to each purpose. The census should note any categories of personal data which could be subject to additional safeguards (e.g. mental or physical health data which are subject to the provisions of Article 8).



(e)
a description of the sources of personal data for each of the purposes declared in (c) above.



(f)
a description of the Recipients of personal data for each of the purposes declared in (c) above. It is also essential to identify internal disclosures (i.e. disclosures between different departments) as well as external disclosures.



(g)
a description of the types of Data Subject for each of the purposes declared in (c) above 



(h)
a description of the policy with respect to the deletion of personal data (including any statutory requirement to delete personal data)



(i)
a description of the security standards applicable to the personal data (e.g. reference to internal standards or external standards such as BS7799)



(j)
the name of any territory outside the European Union to which personal data are transferred.

 33.7
The completed census returns should be grouped to reflect the data processing activities in the notification format required by the Data Protection Authority (or data protection official, if appointed). The census also provides evidence whether the processing can be subject to an exemption or to a simplified notification procedure.

33.8
The documentary evidence obtained by the census can also help:



(a)
to provide a defence against any claim by a Data Protection Authority that there has been a failure to notify.



(b)
to compile a description of the Controller's processing which might be requested by the Data Subject (Article 12(a) - first subparagraph).



(c)
to identify the key locations and personnel, within the IDA project, which process the personal data; this information is particularly useful with respect to the distribution of special data protection advice and in the satisfying  of Data Subjects’ rights (e.g. the right to obtain, on request, a copy of personal data).



(d)
the data protection official, if appointed by the Commission, to perform his duties (e.g. to retain a register of processing operations; to assess whether the processing will be unlikely to adversely affect the rights and freedoms of Data Subjects).



(e)
to identify any limitations imposed on the processing and to assist in procedures which identify legitimate processing pursuant to Article 16 (control 5).

(f)  to allow an assessment to be made of the adequacy of the Controller’s fairness criteria (because purposes and disclosures declared in the census can be crosschecked with the details found on application forms).

(g)
to allow an assessment to be made of the procedures, implemented by the Controller, which relate to the relevance and retention of personal data (Articles 6(1)(c) and 6(1)(e); controls 13 and 15). The census facilitates a comparison between the personal data items declared in the census, and the requirements of the declared relevant purpose.

33.9
Respondents who have completed census forms can be contacted at regular intervals (e.g. yearly) to check whether any relevant changes to processing activities have not been reported to the nominated person (control 4).

2.2.34
The implementation of control 34


"34

Changes to the processing of personal data may require changes to notification; such changes should also be assessed in the context of  `fairness’ and `lawfulness’ obligations (controls 9 to 12)."

34.1
Procedures with respect to change control of software (control 36), and to the development of software, must make reference to data protection so that amendments to the notification particulars, arising from new or changed processing facilities or other relevant aspects, are reported in advance of the new processing. Note that changes to the processing could invalidate the claim that a simplification or exemption pertains to the processing.

34.2
Similarly, part of management training (control 5) must include reference to the fact that changes to processing may require a change in notification particulars, again in advance of the new processing; likewise, any new initiatives which require the processing of personal data can also trigger changes in notification.

34.3
Any new processing requirements (especially with respect to any new purpose or disclosure) should be assessed with respect to whether they are lawful (control 9). Such new requirements may also result in modification of the information given to Data Subjects as a consequence of  the `fairness' criteria (controls 11 and 12).

2.2.35
The implementation of control 35



"35
Procedures should anticipate:




(a)
that certain special kinds of processing may require prior approval by a Data Protection Commissioner.




(b)
that Member States, involved in the processing of personal data for an IDA project, may differ in their notification requirements.




(c)
that enquiries may be received from the public and the media, since notification details are in the public domain."
35.1
Procedures should anticipate that certain special kinds of processing (e.g. processing which is deemed to adversely affects the rights and freedoms of Data Subjects) might require prior approval by a Data Protection Authority. Such processing, subject to these provisions, will be specified in legislation.

35.2
Procedures should anticipate that Member States, involved in the processing of personal data for an IDA project, may differ in their notification requirements. In addition, Controllers who co-operate in an IDA project could choose different options with respect to notification. To ensure harmonisation of notified particulars, it is recommended (control 6) that contracts which are exchanged with respect to the processing of personal data should require the exchange of notified particulars. Any significant divergence in the notification requirements should be investigated.

 35.3
Procedures should anticipate enquiries from the public, since notification details are usually in the public domain to reassure society as a whole as to the nature of the processing; enquires are more likely if the Data Protection Authority posts such notifications  on the Internet. Since a description of the Controller's processing can be requested by any Data Subject (Article 12(a), first subparagraph), follow-up questions concerning the processing should also be expected.

2.2.36
The implementation of control 36



"36
Any new systems must be evaluated with respect to  data protection compliance."

36.1
The best way to build data protection considerations into the design process is to incorporate a formal appraisal of the risks to individual privacy which arise from the anticipated use of the system; the phrase `Privacy Impact Assessment' is used to describe this process. Such an Assessment would identify, in advance, the key data protection pressure points and thus help to define the procedures which need to form part of the design process; this approach would also bring those responsible for data protection matters into the design loop at an early stage.

36.2
In further detail such an Assessment would:



(a)
consider whether it would be lawful to process each item of personal data anticipated for use in the new system. This will be especially important for IDA projects since these are usually governed by regulations (or other statutory provisions) which define the lawfully permitted processing (control 9). If the processing concerned is not specifically permitted via statutory provisions, then a system design which assumes that personal data collected for one purpose are also available for another purpose would, if fully utilised, be likely to involve unlawful processing. Any design which anticipates disclosure to Third Parties should also be analysed with respect to lawfulness.



(b)
identify any implications arising from the fairness perspective (controls 11 and 12). For instance, if a new system is to be used for a purpose which is significantly different to that for which the personal data were originally collected, or is to be associated with a new non-obvious disclosure, then there would normally be a need to inform, or seek the consent of, the Data Subject. Application forms might need to be redesigned to specify any new purposes or disclosures, so as to ensure fairness. The Assessment would also consider the options as to how to inform potential and existing sources of information about such purposes or disclosures, and how consent to these would be obtained (if needed).



(c)
identify those requirements which relate to the processing activities within the Controller environment (controls 13 to 16). Essentially this would anticipate the procedures to establish: that the processing of particular items of personal data is justified; that only the minimum necessary set of personal data is processed; that the accuracy of personal data can be validated and, if appropriate, that the personal data can be cross-checked and updated; when and under what circumstances personal data are to be deleted; how the personal data are to be secured; how staff training requirements are met; how audit trails are to be used to identify breaches in security; whether Privacy Enhancing Technologies can be used as part of the design.



(d)
ensure that the rights of Data Subjects can be supported (controls 25 to 32). Any new system must be capable of supporting the basic rights granted to Data Subjects by the data protection legislation; for instance the rights specified in the Directive  under Articles 12, 14 and 15.



(e)
satisfy any notification requirements (controls 33 to 35). Notification might need amendment if the design: supported a new purpose for the processing; permitted any change to the list of personal data items processed; allowed personal data to be obtained from a new source; enabled personal data to be disclosed to a new Recipient; facilitated further transfers of personal data outside the European Union.



(f)
ensure that all procedures which relate to automated processing of personal data also cover those data which are stored in structured manual files.

36.3
When data protection considerations are being incorporated into the design of a new system, clarification of the following issues is essential:



(a)
having identified the main risks to individual privacy by means of a Privacy Impact Assessment, how can the system be designed to minimise those risks and what positive steps can be taken to enhance the privacy of Data Subjects? Article 17 of the Directive, which imposes security appropriate to the processing of the personal data, obliges the Controller to have `regard to the state of the art and the cost of ... implementation'. Thus, since smart-card technology is now so inexpensive that telephone and petrol companies can issue these cards free of charge to consumers (e.g. as a promotional aid), should consideration be given to buttressing individual privacy in this way? The use of Privacy Enhancing Technologies can, in general, allow Data Subjects to make total or partial use of a system anonymously, unless certain conditions arise (e.g. dealing with an enquiry, debt tracing)



(b)
is it necessary to collect any  personal data?  For example, if the use of a smart card unambiguously identifies the cardholder, is the processing of, say, the name and address now necessary for the transaction, or could some other identifier be used? If a system can be designed so that there is no need to process personal data to achieve a particular purpose, then to process personal data (e.g. because of poor system design) must be regarded as a breach of Article 6(c) which requires personal data to be `adequate, relevant and not excessive' in relation to the purposes.



(c)
if personal data have to be processed, does the design lead to the processing of the minimum amount of personal data? The provisions in Article 6(c) (immediately above) clearly require Controllers to limit the processing of personal data, about each individual, to the minimum necessary in order properly to fulfil their purpose(s).



(d)
are all those who are authorised to process the personal data identified? Audit trails should be sufficiently detailed to allow any improper use or disclosure of personal data to be traced. Such audit trails will provide essential evidence should legal action need to be taken (e.g. because of a criminal offence, or of an internal breach of  discipline, or of a breach of contract), and will help identify contravention of Article 16  (e.g. when a Processor, or an employee of a Controller or of a Processor, processes personal data otherwise than in accordance with the instructions of the Controller, unless required to do so by law). In addition to security considerations, the development of audit trails and of verification processes can assist compliance with the obligations in the Directive which relate to the disclosure and accuracy of personal data.

2.2.37
The implementation of control 37



“37

The design of  software in current use should be evaluated in the context of data protection requirements.”

37.1
Several important data protection considerations affect the design of software. The design should have regard to the impact on Data Subjects of the reliability of the software when processing personal data, to the performance of the software when unreliable data are involved, and to the integrity of the processing environment. Although in many cases the operating systems or other procedures external to the application will take control of error handling, designers should always be aware of what actions to follow if a problem is discovered during processing. In particular, designers should:



(a)
ensure that all aspects of the design are lawful (i.e. the intended processing should be assessed against the list produced with respect to lawful processing (control 9). This is particularly important if special-category personal data (e.g. relating to health, criminal convictions, trade-union membership, national identification number) are processed.



(b)
assess whether the philosophy underpinning any algorithm incorporated into the design could be criticised as giving rise to `unfair processing', and check that a new software feature is not in conflict with the Controller's `fair obtaining' procedures.



(c)
consider what happens if the processing environment becomes `unreliable' (e.g. when errors are detected during processing; the hardware or operating system fails; an operator makes a mistake such as mounting the wrong tape or disk; invalid or corrupt personal data are encountered; a mathematical overflow or underflow occurs; a program error or other interrupt occurs; an access control violation is recognised), and how clear diagnostic or warning messages are to be provided in such circumstances.



(d)
provide clear documentation, and assist in the production of training modules to aid the reliable use of software and of personal data. Documentation of a different kind is also required if there is a need to publicise the processing operation (Article 21).



(e)
consider the design in terms of the security, integrity and reliability of the operating environment (e.g. by using the access control system to increase security; taking security copies of personal data; formulating a business continuity plan to include manual office procedures; considering whether special procedures (e.g. encryption) are appropriate for `sensitive' personal data; establishing the physical security of the environment in which personal data are located; protecting the personal data by means of adequate security controls during tests; integrating the software with appropriate archive or audit procedures, and with procedures that afford protection to any audit trail information).

37.2
The design should take into account the environment in which personal data will be processed by the end-user (e.g. by staff). In particular, consideration should be given to the reliability of staff having access to personal data, and to the legal status of the end-user (e.g. how the end-user will be identified to minimise the risk of unauthorised access). In further detail the design should have regard to:



(a)
the skill levels required to process the personal data, and the appropriate degree of end-user training. Such training might need to refer to procedures and responsibilities under the data protection legislation and to any relevant aspects of other legislation (e.g. legislation designed to protect official information, to punish unauthorised access or unauthorised use of computers, or to protect intellectual property or copyright)



(b)
the documentation. For instance, is the documentation written for a specific reader? Is it comprehensive, clear, `user friendly', and kept up-to-date in relation to any software upgrade? What happens if documentation is unclear? Does the documentation indicate where further advice can be obtained? Does the documentation refer to all relevant policies and standards adopted by the Controller? Should there be staff training specifically aimed at understanding the documentation and policies? Can the documentation be copied without breaching copyright? Is the documentation tested as part of the software testing procedure?



(c)
the administrative procedures which support the end-user in the processing of personal data, and how these procedures relate to relevant policies and standards adopted by the Controller



(d)
the legal status of the end-user. If the end-user includes another legal entity (i.e. a Third Party, a Controller or a Processor), then consideration must be given to the lawfulness of the processing (control 9), to the need for formal contractual arrangements to cover that end-user’s processing of personal data (control 6), to the fairness criteria (controls 11 and 12) and to notification (control 34).

37.3
Several design checks relate to the input of personal data (e.g. maintaining a record of relevant details concerning the collection of personal data, assessing the relevance of these data to the purpose(s) of the processing, and examining the quality of personal data), and to the means to verify or amend personal data. Note that if a copy of the personal data can be provided to sources, following input, many inaccuracies would quickly be identified; such procedures could also help the Controller to establish a defence if subsequent processing causes damage to a Data Subject. Relevant matters which should be considered as part of the design include:



(a)
do the personal data need to include the identity of the source, or merely an indication of the type of source?



(b)
how is the quality of the personal data assessed? Is this quality variable and, if so, should appropriate data be given a quality indicator? Do some or all of the personal data need to be verified before processing?



(c)
has care been taken in the selection of `default' values that could be assigned to the personal data?



(d)
do input documents need to have a unique identity? Does this identity need to be incorporated into the personal data? Are there standards, which staff can follow, for the input of personal data? Are input forms, containing personal information, designed to suit the needs of the end-users? Should there be a checksum associated with the personal data (e.g. a modulus check)? Is a unique personal identifier used? If so, is its use `context specific' and limited to one particular purpose?



(e)
what happens when input of personal data is impossible (e.g. because of some failure in procedure, hardware or software)? What prevents the duplication of input personal data? Can missing input be recognised? Should there be a full reconciliation system linking input of personal data to the output of personal data (e.g. reconciliation of the request for a document and the production of this document)?



(f)
do personal data which comprise opinions (or free text) need to contain the identity of the opinion holder (and/or details of the person who entered the free text), the date at which the opinion was formed, and/or the date of entry of the personal data into the system? Is there a need to record how firmly each opinion is held (or how much reliance can be placed on the free text information)? Does the system reject fields containing opinions or free text, if no identifying, dating or reliability information is provided? Note: often the date and the person entering the data can be captured automatically (e.g. from logon information).



(g)
what controls ensure that key fields containing personal data are entered correctly and completely? Does the design utilise internal checks that can ensure the consistency of personal data (e.g. How are all fields validated for range, format and size? How are rejections in the personal data validation process checked, controlled and recycled? Should it be possible for transactions in relation to personal data to be cancelled or reversed?)?

37.4
The issues listed below are particularly important to the accessibility of personal data and to their relevance or retention. The design should consider:



(a)
can the identity of all those who access, enter, update or disclose personal data be added to the personal data or included in an audit trail? If so, how long should such audit trails be retained? Should the dispatch and receipt of personal data be recorded? Note: the requirement for a disclosure log is a likely consequence of Article 12 of the Directive.



(b)
can the specification for every personal data field be justified in relation to the purpose? Can it be proved that the minimum amount of personal data is in fact being processed? If personal data are merged from different databases, can the merging process produce personal data that are excessive for the purpose(s)? Can data fields that are no longer required be `blocked' to prevent any further entry of data? Can personal data, especially free text fields, be sampled at intervals to check their relevance?



(c)
are there any statutory obligations which relate to the retention of certain personal data? If not, are retention criteria specified in a relevant Code of Practice or derived from the needs of the Controller? If not, how can it be demonstrated that personal data are retained for the minimum length of time? Can personal data be `date stamped' to assist purging procedures?

37.5
The design should take account of the rights of Data Subjects (e.g. that Data Subjects can obtain copies of personal data that relate to them, and can ask for these data to be corrected or erased). Since personal data may, often, also be disclosed as a matter of routine (e.g. in response to queries), the design should anticipate all aspects of how personal data are to be made available to Data Subjects. The design should consider:



(a)
if there are procedures which allow Data Subjects routine access to their personal data (e.g. if details of accounts are provided to customers by phone), has the software been designed to help reduce the risk of unauthorised disclosure (e.g. by ensuring that users of the system follow a particular script prior to disclosure)? Is there a need to keep a log of those to whom the data have been disclosed?



(b)
what data fields can be used to verify the identity of the Data Subject, or  to help locate the personal data, if a request from Data Subjects to obtain a copy of their personal data is received. Can all the personal data required to satisfy such a request be retrieved in good time? Can relevant, special,  `modules' be written? Are there any difficulties in locating or retrieving personal data from archives? Are all codes, contained within the personal data, documented so that explanations can be provided to Data Subjects?



(c)
is it difficult to correct or delete personal data, or to indicate any disagreement, by the Data Subject, with the personal data? Is it difficult to identify all those (i.e. Recipients and  Third Parties) who have received personal data (e.g. so that corrections can be notified, should the need arise)?



(d)
what procedure is to be followed if a Data Subject objects to the processing.



(e)
if the processing is likely to be subject to an exemption, do procedures (or the personal data themselves) contain reference to relevant members of staff who are qualified to check whether an exemption can be claimed in practice?

2.2.38
The implementation of control 38



“38
Change-control procedures need to incorporate data protection  issues”

38.1
When software is changed:



(a)
how are data protection, Data Subjects’ rights or security considerations integrated into the modified design?



(b)
does the modified design require any change to existing operating or security procedures that relate to personal data? If so, how is the documentation amended and do end-users need to be informed or retrained?



(c)
is the use of personal data in the testing of software absolutely necessary (i.e. is it a last-resort measure)? Is processing for testing purposes subject to the same or equivalent level of protection as that afforded to the data processed by the live system? In particular, does the level of security remain appropriate to the personal data involved?



(d)
are changes needed to the particulars notified to the Data Protection Authority (e.g. if software is modified to process personal data in a new way, or if a new field is added to (or removed from) personal data, or if databases are merged with a view to processing for a new purpose)? Does the documentation associated with change-control procedures refer to the need to check whether a prior amendment of the relevant notified particulars is necessary?



(e)
does all relevant documentation (e.g. user manuals, details provided to Data Subjects) need changing to reflect the changed circumstances of the processing?
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