Evidence to the inquiry on "The Impact of Surveillance and Data Collection upon the Privacy of Citizens and their Relationship with the State".
Submission by Dr. C. N. M. Pounder, the Editor of Data Protection and Privacy Practice
Introduction

1. This evidence is limited to exploring two of the issues identified in the Committee's press release associated with the launch of its investigation: "To what extent are the provisions of the Data Protection Act 1998 sufficient in safeguarding constitutional rights in relation to the collection and use of surveillance or personal data?"; and "Is there a need for any additional constitutional protection of citizens in relation to the collection and use of surveillance material and personal data? If so, what form might such protection take?".
THE need for a new kind of ParliamentARY scrutinY?
2. The current mechanism of Parliamentary scrutiny has resulted in the following problems:
a) Approval of widely drawn powers
 which in the context of surveillance exacerbates the risk of function creep or the use of powers by a future Government in a different context. For example, thirty-year-old, wide-ranging powers are used to justify vast tracts of data sharing or data access
 by the Inland Revenue. It is therefore arguable that it is unsafe to leave broad powers on the statute book and that approval of certain powers should be refreshed by Parliament (e.g. every 10 years). The Information Commissioner could be given the obligation to recommend to Parliament which powers should be refreshed.
b) The Government is in a unique position as it can enact legislation or use existing powers to modify the impact of all the Data Protection Principles in order to meet its processing objectives, and in data protection terms, this ability can degrade the protection afforded by the most Principles
. So when Ministers claim that "the Data Protection Act applies" the claim can be disingenuous
, if Ministers can subsequently use powers to modify the impact of the Principles.

c) Parliament does not receive the information it needs to scrutinise legislation in the field of Human Rights
. This problem is especially acute in the field of national security
 and DNA profiling
.
d) Parliamentary procedures are not responsive to the increasing number of international commitments and treaties which require transfers of personal data from the UK to other countries
. The European Parliament has little power in respect of decisions made at the Council of Ministers. Often decisions are imposed on the UK Parliament on the grounds that the UK has to sign up to an international commitment.

e) Parliament has not been given any background to the reasons why the European Commission think the UK's Data Protection Act 1998 is deficient; nor has Parliament explored these issues, yet Government often claim that processing of personal data will be protected by the Data Protection Act.

Scrutiny of secondary legislation

3. Parliamentary procedures with respect to secondary legislation can lead to problems in the way scrutiny is effected, and this can be illustrated by the letter the Home Secretary wrote to the Joint Committee on Human Rights in relation to the ID Card scheme
. The Home Secretary claimed that if the detailed implementation of powers by Statutory Instrument (SI) breached the Human Rights Convention, then these SIs could be struck out by the Courts using its powers under the Human Rights Act. It follows that all human rights issues can be considered by Government when the instrument is drafted and not when the powers are being obtained.

4. There are several problems raised by this approach:
a) Government can use the "powers could be struck-out" argument to ignore any criticism in Select Committee Reports which relate to wide ranging powers
.

b) scrutiny of primary legislation by Parliament when granting the powers can be limited because of the timetabling procedures can be used by Government to limit debate on important topics.

c) the secondary legislation associated with the use of powers is not subject to line by line scrutiny or much debate.

d) Ministers can expect the use of their powers to be approved by Parliament and it is a very rare occurrence that an SI is defeated or withdrawn
; there are about 2,500 Statutory Instruments (SI) per year and, unless the SI is technically defective, most are not challenged.
e) Pre-legislative scrutiny by Parliament is effectively replaced by post-legislative scrutiny by the Courts. If a Court were to strike out a Ministerial order, (e.g. as happened in the field of terrorism), it would bring with it the prospect of further clashes between the Government and the Courts and thereby risk of politicising the judiciary.
f) scrutiny becomes the preserve of those rich enough (or poor enough in the case of legal aid) to take human rights cases through the Courts in an attempt to strike out statutory instruments. This legal tussle is also an unequal struggle – the average citizen is pitted against a Government which has access to a bottomless public purse and teams of its own lawyers, if need be.
g) If secondary legislation were to be struck out by the courts, it is possible to envisage circumstances where Ministers would just draft another alternative instrument circumventing any legal problem. The result could be that any legal challenge would need to start again at square one
.

5. The JCHR has already commented on the problems identified above in its 19th Report. This Report recommended that Government should publish, with each Bill, a Human Rights Memorandum
 which justified how any proposed Bill was compatible with obligations under Human Rights legislation.
6. The Government has not accepted the above recommendation
. It is difficult to see how Parliament can scrutinise effectively without the above information, and I suspect that many members of the public would be surprised to lean that Parliament does not have access to such information.

WHY PRIVACY IS AT RISK?

7. The Data Protection Act does not protect privacy to the extent imagined. I have detailed these arguments elsewhere
 but I summarise the main points below.

a) Data sharing policies have the effect of merging Government Departments that share personal data into a single data controller, whereas the Data Protection Act assumes an array of separate data controllers. This change arises because data sharing statutory gateways allow personal data collected for one purpose by one Department to be used for other purposes under the control of different Departments. In data protection terms, this especially degrades the protection afforded by the Second Principle (purpose limitation).

b) Legislation often defines widely drawn purposes (e.g. the purpose of "the efficient and effective delivery of public services" as defined in the ID Card Act). This degrades the protection of those Principles which are usually interpreted assuming a narrowly drawn "purpose" of the processing
.

c) Retention policies (e.g. DNA database, communications data, retention of ID Card data) enhance the surveillance potential of the data and raise questions of trust
. If Government is delivering joined-up services, the risk is that mistrust of one part of Government activities is likely to also become joined-up and extend to all Government services.

d) Government Ministers are often responsible for policies which require interference with private and family life, or have oversight or responsible for the organisations which undertake such interference. A conflict of interest arises as these Ministers, at the same time as being accountable for this interference, establish the procedures which protect private life from such interference.
e) Whereas government services are becoming joined-up, the protection afforded by the regulators who operate in the area of law enforcement and national security are becoming increasingly disjointed
.

f)  The Information Commissioner, when he raises privacy issues which need to be resolved, is seen by Government (and is often treated as such) as part of the opposition to the policy. The result is that privacy concerns form part of the political debate about the policy (i.e. whether personal data should be processed) and often are not fully addressed in the implementation of policy (i.e. how to process personal data)
.

g) The Information Commissioner is not a powerful regulator. The Commissioner cannot audit compliance with the Data Protection Act without permission; the Commissioner cannot "name and shame" transgressors following an assessment without permission; the Commissioner cannot fine data controllers that breach a data protection principle
.

h) Data retention policies are likely to be subject to function creep. The reason is that retained data are stored on a systems that costs £millions and there will be pressure to demonstrate value for money (e.g. by using the data for other purposes). That is why the NIR started life as a security system and is now a public administration, identity management and security system.
i) Data retention policies require the public to trust the authorities performing the interference. The public has to trust that any use of retained data is limited to justified purposes approved by Parliament. The public have to trust that all staff who have access to the data are fully trained not bend the rules. The public has to trust that procedures which authorise interference are followed scrupulously. The public have to trust the politicians not change the law or use powers to permit function creep. All this trusting is one directional – from the public.

j) The merger of security and privacy on the European Commission model is not the solution as this risks making privacy subservient to the security objectives.

OVERCOMING A STRUCTURAL PROBLEM
8. I think a major problem lies the fact that the public body or Minister responsible for policies/procedures that require interference with private and family life can also establish the policies/procedures which protect the public from over-zealous interference. The Home Secretary, for instance, produces Codes of Practice with respect to interference and safeguards in relation to policing, data retention, surveillance, immigration and national security matters. A recent example is the Serious Crime Bill where the Audit Commission are given powers to extend its data matching responsibilities (i.e. interference) and produce a Code of Practice which offers protection. As a matter of general principle the responsibility to interfere should be separated
 or distanced from the responsibility to identify safeguards. As will be seen, such a separation could give Parliament an active role in determining public policy with respect to privacy versus security.
9. For example, suppose a Minister had to draft a Code of Practice for the processing of personal data in circumstances where the Commissioner had to approve the Code of Practice before the processing could commence. This means that the Commissioner would be able to withhold approval on grounds, for example, that the Code breached a Data Protection Principle or would be in breach of Article 8 of the Human Rights Act. You could have procedures where the Commissioner's view of the law could be tested, as of now, via a Tribunal system which could lead, via an appeals process, to the Courts.

10. Obviously, if there were to be a disagreement over a Code of Practice, there would be a period of negotiation where by the Secretary of State and Commissioner would try to agree. If such negotiated agreement occurred, then all well and good – the Code of Practice comes into operation. If no agreement was possible, the Secretary of State could ultimately override the Commissioner's objections by exercising powers that need an affirmative resolution before the provisions of a contested Code of Practice could come into effect.
11. The affirmative resolution requirement would mean that any disagreement would be brought before Parliament for a decision on the use of powers by a Minister, and before Parliament makes the decision, it can be fully informed as to the nature of the problem (e.g. take evidence from the Commissioner and Minister etc). However, at the end of the day, it is Parliament that is defining, publicly, where the balance between interference and privacy should arise – and not the body/Minister who is responsible for the interference.
12. There is also a need for a mechanism to allow a Code of Practice to be changed by the Commissioner after it has come into effect (e.g. where changes are needed because the practical effect of the Code has become apparent). There again, in the case of unresolved disagreement, powers, needing affirmative resolution of both Houses of Parliament could be made available to the Secretary of State. If the powers are used so that the SoS comes to Parliament for a decision. Again, it is Parliament having a role in defining the boundaries of social policy with respect to security versus privacy – rather the Secretary of State taking these decisions in isolation.
13. However, as soon as you have a mechanism which allows the Commissioner to change Codes of Practice, then it is easy to graft on a mechanism that allows data subjects/data controllers to press for changes to a Code of Practice. For example, data subjects can argue for a change in the Code of Practice because it is defective, whereas data controllers can argue for changes which reflect new processing circumstances. This kind of mechanism directly engages both groups of stakeholders in a data protection Code which effects them  – namely, data subjects and data controllers. Codes of Practice become dynamic and responsive.
Constitutional issues arising from a lack of scrutiny

14. The Appendix to this evidence illuminates a final constitutional issue; it arises when, for whatever reason, Government does not want something to be scrutinised. The "something" in this case relates to the Identity Card Scheme and the decision to use the National Identity Register(NIR) as a population register (the NIR is the database associated with the Scheme). The way that this decision was reached, in my view, raises questions as to whether Parliament is in a position to scrutinise any legislation effectively.
15. For instance, is it "constitutional" for the Government to use of the NIR as a population register:

a) when the two public consultations on the ID Card specifically excluded the use of the NIR for this general public administration purpose
.
b) when the Government promised a further public consultation as it was necessary "to explore the issues around public acceptability of the proposal"
 (to establish a population register).

c) when the Government's responses to several Parliamentary Committees (e.g. to the Home Affairs Select Committee in October 2004) and to Parliament do not fully reflect the decisions that had been taken
.

16. In general, officials (and one assumes Ministers) knew before the General Election of 2005, that the intention was to use the NIR for a general public administration purpose. This fact could have featured as part of the General Election debate (and could have received an electoral mandate for this part of the ID Card program). As it was known that the use of the NIR for a general public administration purpose represented 20% of the business case for the ID Card scheme, should this fact have appeared in the ID Card Bill's Regulatory Impact Assessment laid before Parliament? Should a Ministerial statement informing Parliament of the change of use of the ID Card scheme been delayed for nine months until after Parliamentary scrutiny of the ID Card Bill was complete?
 Should one of the several Parliamentary opportunities presented to Ministers to announce important changes to the ID Card scheme been taken?
.

17. If the politics of accountability, scrutiny and debate over public policy cannot be channelled through a Parliamentary process on a subject as mundane as "efficient public administration", how can Parliament assume it has properly scrutinised any other governmental policy? Given that the next Prime Minister has already signalled his intention to grant Parliament more powers of scrutiny, my hope is that the evidence presented in the Appendix plays a part in these new constitutional arrangements.
18. For convenience, I have added to the Appendix, commentary which relates to the Committee's two Reports into the ID Card Bill on 17 March 2005 and 12 October 2005
. My own view us that if the Constitution Committee had been aware that the decision had been taken to use the NIR as a general public-sector information resource then I suspect these Reports might have been worded differently.
19. Finally, there is wide-spread concern that Parliament is no longer the focus of political and policy debate. Perhaps the evidence in the Appendix goes a long way to illustrate one reason why this is the case.
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� For example, powers specified  in the ID Card Act 2005, Children Act 2004, Anti-Terrorism, Crime and Security Act 2001.


� HMRC often justify taking copies of databases under the Taxes and Management Act of 1970. Parliament did not discuss this Act in the context of database access – mainly because the technology was not developed (e.g. in 1970, a mainframe computer with 256K of memory – which filled a large room-  was a rarity – now a memory stick measuring a couple of inches has ten times as much memory). My own view is that Parliamentary approval should somehow be refreshed whenever technical innovation changes the nature of the use of powers.


� Section 12 of the Children Act 2004, for example, allows Ministers to enact powers which can apply to the content of personal data store on a database as well as accuracy, security, retention, management, disclosure and access.


� A general statement on the lines that "the database will comply with the Data Protection Act" was given, for example  on 20 Apr 2006 : Column 807W; and 20 Jul 2005 : Column 1784W and 16 Nov 2004 : Column 1430W in relation to ID Cards Act. Or 1 Sept 2004 : Column 774W and 2 Nov 2004:Column 228 for the Children Act 2004.


� 19th Report of the Joint Committee on Human Rights (session 2004-5) calls for a "Human Rights Assessment" to be published.


� Joint Committee On Human Rights, Third Report ("Counter-Terrorism Policy and Human Rights: Terrorism Bill and related matters"), Session 2005-2006, Written Evidence 156.


� See comments made by the Science and Technology Parliamentary Select Committee ("Forensic Science on Trial", session 2004-2005), around paragraph 75


� International Treaties or Decisions of the Council of Ministers are often presented to Parliament as fait accompli and expanded upon – for example the ICAO agreement to capture two fingerprints was used in Parliament to justify the capture of all ten fingerprints for the purpose of the ID Card.


� The forthcoming third pillar Directive, the data retention arrangements in the field of telecommunications, the European Commission agreement on the transfer of PNR data to the USA (when it comes) all provide examples where scrutiny by the UK Parliament can be limited.


� FOI requests dealing with these details have been denied on the grounds that release would jeopardise international relations (Decision Notice FS50110720 on the OIC web-site) and Parliamentary Questions (28 Nov 2005 : Column 126W; 20 Jun 2005 : Column 814W) have not provided any meaningful information. The hearsay chatter on the grapevine is that the Commission has unease at the UK's Data Protection Act because: (a) the Court has unfettered discretion to deny the right of access to personal data; (b) the powers of the Commissioner are weak; (c) the transfer arrangements under the 8th Principle are not exactly as the Directive requires; and (d) the definition of personal data is too narrow. The definition of Relevant Filing System is seen to be too narrow, but the Commission recognises that the extent to which manual files are covered  is subject to the discretion of Member States when implementing the Directive.


�  Joint Committee On Human Rights, Eight Report, Session 2004-05, Appendix 1.


� See recommendations 59 and 60 of the Home Affairs Select Committee report into ID Cards (session 2004/5) where the powers were described as "unacceptable", yet they exist in the ID Card Act 2006 in the same form.


� One SI on a privacy matter which was withdrawn was the draft SI issued by David Blunkett in relation to wide access to Communications Data (as defined under RIPA). Press reports at the time credited Mr. Blunkett's son (Hugh) for the Home Secretary's change of mind (see for example, http://news.bbc.co.uk/1/hi/uk_politics/2051117.stm).


� This is the practice with respect to National Security Certificates signed under section 28 of the Data Protection Act (e.g. in the case of Norman Baker MP ). Mr. Baker won his case, only to be given a further certificate applying the exemption.


� Session 2004-2005, paragraph 81 states that the Government should: "identify the Convention rights and any other human rights engaged by the bill, and the specific provisions of the bill which engage those rights"; "explain the reasons why it is thought that there is no incompatibility with the right engage; "where the rights engaged are qualified rights, identify clearly the pressing social need which is relied on to justify any interference with those rights"; "assess the likely impact of the measures on the rights engaged"; "explain the reasons why it is considered that any interference with those rights is justified";" cite the evidence that has been taken into account by the Department in the course of its assessment".


� I was told by the Clerk to the JCHR when I was preparing this paper that "The Government has not agreed to this recommendation (in the 19th Report) and is not providing Human Rights Memoranda in relation to Bills. From the start of this Session it has been making an effort to meet the spirit of the Committee's recommendation by improving the quality of treatment of human rights in the Explanatory Notes which accompany each Bill. The Committee has not yet taken a view as to whether it considers these efforts meet its requirements".


� Details in Home Affairs Committee, Fourth Report, "Identity Cards", Session 2003-04, Volume II (Ev. 169-73& Ev. 276-81).


� For example, if someone says "data item X is relevant to a housing benefit purpose", the claim can objectively be tested- is the data item relevant or not relevant to the housing benefit purpose? However, this kind of test is substantially diminished if the purpose is broadly defined. In the ID Card Act, for example, one purpose relates to "the efficient delivery of public services" which means that to show a breach, the Commissioner has to establish "inefficiency". Most of the data protection principles are defined in terms of a purpose which is assumed to be narrow; the broader the purpose, the narrower the protection afforded by the Principle.


� There are examples of trust being lost. For example, parents who object to the police retaining DNA of their children who have been mistakenly arrested, parents who object to their children's details being retained on a child at risk register when there is no risk, and  patients who object to the holding of limited medical details centrally on the NHS spine.


� Oversight of the Intelligence Services (except interception practices) is carried out by the Intelligence Services Commissioner. Oversight of interception is carried out by the Interception of Communications Commissioner. The Office of Surveillance Commissioners is responsible for oversight of property interference under Part III of the Police Act, as well as surveillance and the use of Covert Human Intelligence Sources by all organisations bound by the Regulation of Investigatory Powers Act (RIPA) (except the Intelligence Services). There is an Information Commissioner, a National Identity Scheme Commissioner, the Commissioners who deal with Northern Ireland policing/terrorism and the Police Complaints mechanisms and the various Parliamentary Ombudsman could also be drawn into the supervision business. Recently the Financial Services Authority levied a £1 million fine in a case of inadequate security of personal data held by the Nationwide Building Society.


� The Information Commissioner's views on the ID Card provides an example. The Home Secretary said that the Information Commissioner was "a long-standing opponent of the identity card system" (28 Jun 2005: Column 1157).


� Unlike the FSA which recently fined the Nationwide £1 million for breaches of security of personal data


� I have developed a mechanism whereby Codes of Practice can be challenged by stakeholders – this can be made available to the Committee if it wants it. However, the fundamental point is a separation of powers- if the Minister has power over interference, he does not have the main levers of control over the degree of protection on offer.


� The public consultations (CM 5557&CM 6178) both gave commitments to use the ID Card and related NIR for limit purposes (e.g. to crime and security issue).


� Paragraph 3.20 of CM 6178 ("Legislation on Identity Cards").


� The Appendix identifies several Parliamentary opportunities presented to Ministers to announce the change of use of the NIR to support a public administration purpose; these were not taken. The several statements made by Ministers to Parliament about the use of personal data held in the NIR are very difficult to reconcile with the statements made in minutes of meetings with civil servants made months earlier than the Ministerial statements.


� See Appendix 1 and the events of 30th June and 13th July 2005.


� A sample of these are referenced in the text in the Appendix.  However, around the time of the First Reading of the ID Card Bill in June 2005 , and to avoid accusations of "function creep", civil servants advised that a statement should be made to Parliament concerning the NIR's wider role in general public administration. A Ministerial Written Statement was prepared but its publication was delayed until three weeks after the ID Card Act 2006 had passed through Parliament.


� Select Committee on the Constitution (5th Report, Session 2004-05, HL 82; 3rd Report, Session 2005-06, HL 44) both on the ID Cards Bill
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