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Summary of main conclusions
We present our views as the Editors of Data Protection & Privacy Practice, published by Masons, a leading international firm of solicitors with a strong IT practice, especially in the field of data protection. The views expressed here do not represent the views of the firm, and are limited to the unsolicited electronic marketing aspects of the DTI's consultation document. We have no objection to these views being published.

Our analysis leads us to make to four recommendations.
1. We recommend that the unsolicited marketing provisions are reworded so they apply to all users. Indeed, the result of these regulations could be more and more spam at work – for instance, if there are punishments which only arise from spam sent to individual subscribers, it follows that the spammers will focus their efforts on the users of corporate subscribers.
2. If we are right in thinking that most organisations would like to have a law which relates to all spam, then the government’s proposals which mainly limit the application of the unsolicited marketing rules to those individuals in the domestic environment are intellectually flawed.
3. There needs to be another close look at whether an Electronic Mail Preference Service (EPS) is needed to protect users who have electronic mail addresses at work. Given that we already have a Telephone Preference Service (TPS) and Fax Preference Service (FPS) as well as a Mail Preference Service (MPS), it would not be difficult or expensive to widen the role of one of these established bodies to cover the responsibilities of an EPS. We understand the USA might go down an EPS route. Indeed we recommend the formation of a unified "marketing preference service" which has a common interface which can deal will all aspects of objections to any form of unsolicited marketing communication. Such a body could be in a position to co-ordinate and exchange lists of objectors with other preference services, world wide.  At the very least, all Preference Services should have a common entry-point to make it easy for consumers to choose not to receive any unsolicited marketing. This is important when economies are becoming more global in their reach.
4. It would have been helpful if the DTI had factored into their analysis a wide range of practical marketing scenarios. It is a matter of concern that one cannot clearly work out how the regulations will operate in practice. Indeed, we go so far as to say that the lack of practical illustrations showing how the marketing aspects which arise from the Data Protection Act 1998 interacts with the proposed regulations has effectively excluded most members of the public from contributing to the consultation process, because they do not have the requisite data protection knowledge.
Intellectually flawed? Home spam and work spam!

There is one main reason for the confusion and problems in relation to marketing provisions as outlined in the DTI consultation document, and that is because it is the policy of this (and previous) governments to do the minimum in relation to the implementation of privacy directives from the European Union.

What Directive 2002/58/EC requires are specific unsolicited electronic marketing rules to apply to subscribers who are individuals, but it is left open to Member States (if they wish) to widen the protection to other circumstances. The Government has not implemented provisions to cover any of these other circumstances and therefore must find ways of limiting the provisions to the obligatory circumstances identified in the Directive.

This accounts for the introduction in the draft regulations of the concept of “corporate subscriber”, “individual subscriber” and “user”. This latter term allows clear identification of the living individual in domestic circumstances – it is the living individual who pays the bill for e-mail accounts on his own home computer or home phone, but a user is someone who uses the subscriber’s account (so in the domestic context, this could be another member of the household).

Of course, many individuals who are subscribers (or users) at home are also users of their employer’s facilities in circumstances where the employer is the “corporate subscriber”. Since only the individual subscriber (together with users of an individual’s subscription) is subject to the proposed marketing rules, the result is that in the unsolicited electronic marketing context, fred.bloggs@home.com is treated differently from fred.bloggs@work.com - even though Fred Bloggs is the same living individual.

So from the outset we can anticipate that, from the Data Subject perspective, this could be very confusing. We believe that most Data Subjects want to stop spam in all its guises– yet the Government proposals differentiate between spam sent to the home e-mail account and spam sent to the work place e-mail account. The DTI has not explained its thinking behind this approach – it should do so.

Additionally, we believe that most corporate subscribers would support a ban of spam in the work-place. After all, it is their staff who have to take time from their work functions to destroy the spam, and it is the employers who pay the cost of spam (e.g. extra bandwidth, software to trap spam).

The corresponding consideration which must be carefully weighed by corporate subscribers is whether a proposal which requires prior consent for any unsolicited electronic marketing will inhibit them in sending unsolicited electronic mail in order to facilitate business to business selling. However, if we are right in thinking that most businesses would like to have the law relate to all spam, then the government’s proposals to limit the application of the rules protecting individuals to the domestic environment are intellectually flawed. 

This is complicated by the fact that the rules do not adequately distinguish between business and private use of electronic mail. An “individual subscriber” is not necessarily an individual - for instance, Masons, because it is a partnership of solicitors is an “individual subscriber” because it is established in England but would be a corporate subscriber if it were established in Scotland. And that’s just one example.

Unanswered questions

The DTI draft regulations implement the unsolicited commercial electronic mail rules as found in Directive 2002/58/EC (such as prior consent, identification of sender, e-mail to contain an opt-out option). It follows that solicited commercial electronic mail is not subject to these rules.

However the DTI draft regulations articulate these unsolicited marketing rules in terms of “electronic mail to individual subscribers” and “the recipient of the electronic mail” (e.g. a user of the facilities provided by a domestic subscriber or the individual subscriber– or of course, member of staff of a partnership such as Masons – but not an employee of a limited company). This means, as we have already indicated, that these rules do not apply to corporate subscribers or to their users.

Note that we have assumed that users associated with an individual subscriber, as often happens in the domestic circumstances, will be covered by the choice made by the individual subscriber – but the draft regulations or the consultation document do not spell this out. For instance, if the parent is the subscriber we assume the choices made by the parent apply to the e-mails received by any child e-mail accounts – however, we think this important point should have been made absolutely clear.
Additionally, who is “the recipient of the electronic mail” as specified in the regulations? Could this “recipient” be someone other than the “user”? In fact, how does an e-mail marketing department know that a particular e-mail address is that of an “individual subscriber” who has rights and not a “user” of a corporate subscriber who doesn’t? Can you therefore send an e-mail to a contact to find out? Can you send an e-mail to seek permission to send further marketing electronic mail?

The DTI document does not provide answers to these rather obvious practical questions. It is a matter of concern that at this stage one cannot clearly work out the practical implications of how the regulations will operate in practice.

Data protection rules not included
One reason for this unclear picture of practical consequences is that the DTI document does not give any indication of the interface of the proposed unsolicited electronic marketing rules with the established data protection marketing rules. For instance, when is prior consent needed to legitimise the processing of personal data for a marketing purpose?

For example, a Data Controller who wants to sell e-mail lists to Third Parties for their marketing purposes would require prior consent of all Data Subjects for this activity. A Third Party buyer of such a list of e-mails, assuming consents had been properly obtained, would therefore not be subject to these additional marketing rules as the use of the e-mail list would be to those who had solicited the marketing contact.

It would have been helpful if the DTI had factored into their discussion a number of practical scenarios to illustrate how this will work. Indeed, we go so far as to say that the lack of practical illustrations showing how data protection interacts with the proposed regulations has effectively excluded most members of the public from contributing to the consultation process, because they do not have the requisite data protection knowledge. In practice, the “public” element of this consultation will be limited to the industry itself and a very few data protection specialists and anoraks.

Misleading use of the term "addressee"
There is also a very misleading element in relation to the marketing provisions which arises as explanatory text in the consultation document in the use of the word “addressee” – a term which does not appear in the actual regulations (and which we have emphasised in the following paragraphs).

For example, on page 16 of the DTI document, there is the comment that “unsolicited commercial e-mail will be subject to a prior consent requirement so that UCE may not be sent without the prior consent of the addressee, except in the context of an existing customer relationship, where companies may continue to e-mail on an “opt-out basis”. This is repeated in the analysis which explores the subject of unsolicited commercial e-mail (pages 36-38) which refers to “respect for addressees’ privacy rights”, and states that “opt-out consent should only apply to targeted marketing where the products and services concerned will be of interest to the addressee”.

Will readers of the DTI document identify themselves with the addressee in relation to their own personal e-mail address at work? We think so – with the alarming result that most readers who study only the document (but not the text of the regulations) are likely to come to the false conclusion that, for example, their electronic mail addresses at work (i.e. given by an employer who is a corporate subscriber) will be protected by these regulations.

Reasons for an EPS not explored
The Government has rejected the idea of an Electronic Mail Preference Service (EPS) but we think that it should be reconsidered for four main reasons:

First, an EPS would protect users of corporate subscribers by allowing each one of them to enter his or her own choices. An EPS facilitates choice, because decisions can be made by the user and/or subscriber. Clearly, if there is a conflict between user and subscriber, then the subscriber’s view has to prevail – after all, he who pays the piper plays the tune!

Second, most spam originates in the USA and will continue to be unaffected by this Directive. However, many countries including the USA are developing anti-spam regimes, often around a national EPS. For instance, the Direct Marketing Association in the USA has established an EPS. If, as seems likely, more and more governments legislate against spam, then having a UK EPS list which can be accessed by those outside the country would help those who are marketing into the UK from abroad. 
Third, EPS lists can be merged, if need be, so that failure to use EPS facilities would be evidence against a person involved in unsolicited electronic marketing if there had to be enforcement proceedings by a regulator – either in the UK or abroad. This could be important in relation to a global response to spammers as failure of a "foreign spammer" to use available EPS lists could be taken into account when enforcement action is considered.

Finally, the UK already has already established a TPS and FPS– so the set up expenses would therefore be minimal. Indeed merging TPS and FPS into a general EPS reflects the spirit of the Directive provisions which apply to all forms of unsolicited commercial electronic mail. It seems strange that a government committed to the concept of "joined up services" has failed to consider the obvious step of discussing a "joined up" marketing preference service!
Our view

Our own view is simple. Since, on data protection grounds, there is often a requirement for prior consent for the processing of personal data for a marketing purpose, it does not seem too expensive to extend the prior consent requirement to all forms of unsolicited marketing electronic mail. By contrast, the consultation document does not provide a reason why users of corporate subscribers should not be offered this protection.

Additionally, we have a Mail Preference Service, a Fax Preference Service and a Telephone Preference Service. The arguments for the establishment of these services apply equally to all forms of electronic mail, and in any event, users and subscribers will be entering their details into such systems internationally. If a unified Marketing Preference Service cannot be formed, at the very least, all Preference Services should have a common entry-point to make it easy for consumers to choose not to receive any unsolicited marketing.
Finally, given the scourge of spam, we are concerned that the Government could be creating a loophole which could ensure its unabated continuance. Indeed, the result of these regulations could be more and more spam at work – if there are punishments arising from spam sent to individual subscribers, the spammers will focus their efforts on the users of corporate subscribers.
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