
Investigation into the operation of the Computer Misuse Act 1990

I present my view as one of the editors of Data Protection & Privacy Practice published by Masons, a leading international firm of solicitors with a strong IT practice, especially in the field of data protection. The views expressed here do not represent the views of the firm. I have no objection to these views being published.

Recommendation: The Committee should take the opportunity to extend its review of the Computer Misuse Act to consider the wider aspects of the security scene, including whether or not an organisation should be under a duty to maintain an appropriate level of security. In particular, the Committee should consider whether public companies and public authorities should be subject to an explicit and general obligation towards security of data processing which stands side by side with the notion that data security is enhanced through the deterrent effect of offences. The Committee could consider recommending that such a general duty towards security could be explored by Government.
Reason: Offences generally come into play when the horse has bolted and security has been breached. What is also needed is a mechanism which requires, commits or encourages organisations to manage their security responsibilities in an appropriate way. To continue the stable door metaphor, the first priority must be to make sure that all reasonable steps are taken by organisations to keep the horses securely inside the stable.
Commentary
At the moment the criminal offences which apply to misuse of data are focused on a miscreant. For instance, the individual who misuses equipment in the Computer Misuse Act, or the member of staff who gains unauthorised access to personal data in the Data Protection Act, or the civil servant who discloses information could breach any one of a number of pieces of legislation (e.g. Official Secrets Act, Finance Acts, or Social Security Administration legislation).

Adding new or extended offences to a long list which is focused on moderating individual behaviour does little to encourage organisations to make sure that they take all reasonable steps to secure data entrusted to them. For instance, Clauses 29 and 31 of the draft ID Card Bill, (the latter amending the Computer Misuse Act penalties) propose a range of offences which do little managerially or organisationally to improve security of the central database of fingerprints, iris prints and the 30 or so other items of personal details which is going to support the proposed ID card.
There is a trend, post 9/11, for there to be a public interest argument in favour of a formal obligation placed on organisations so that they take appropriate security measures to protect their data. Where this public interest test exists, there is a fragmented approach towards a formal security obligation – for instance OFTEL has introduced network security and resilience as a licence condition – the Treasury have a Green Paper on the subject suggesting that the FSA get involved– and in the USA, the Department of Homeland Security has promoted a cyber-security policy (see references at end of this note). Apart from the Seventh Principle of the Data Protection Act which is limited to “personal data” (a concept narrowed as a result of FSA v Durant in the Court of Appeal), there is no general obligation placed on UK based organisations to maintain an appropriate level security for computer held data.
Your review of the Computer Misuse Act thus provides a welcome vehicle to consider whether or not there should be a more inclusive view of a formal security requirement.
Options for a security obligation
Options which could place security obligations on an organisation include:

· Direct ministerial powers (e.g. as in the case of the Civil Contingencies Bill or Children’s Bill and in the proposed ID Card Bill). The problem with direct powers is that if the powers are directed at Government they can’t be seen as independent (e.g. which Secretary of State, for instance, would introduce security regulations which could not be met by his own Department or organisations working in an area for which a Minister is responsible?). It follows that there is always a significant risk that the regulations might set a too low a security standard. In addition, there might not be an effective range of enforcement arrangements for those who fail in their obligations. Breach of statutory powers is normally a matter for the Courts via consideration of the issue of unlawful processing.
· A simple extension of the Seventh Principle and other relevant sections of the Data Protection Act 1998 so they refer to “data” rather than “personal data” (e.g. the enforcement mechanisms in the Act, compensation arrangements etc apply to data in the context of security). If you look at the Seventh Principle (Appendix) it has many of the required objectives (e.g. risk analysis, appropriate managerial controls). This extension would engage an already established regulator (the Information Commissioner) who has a remit to encourage compliance and offer advice on security obligations. Organisations would be subject to a rather gentle enforcement regime. However, the Information Commissioner should also be released from his obligations of secrecy (section 59 of the Act) in cases which involve security as the possibility that an organisation with poor security could be named, will encourage organisations to adopt a credible approach to security. There are obvious resource implications for the Information Commissioner’s Office which have to be quantified.
· A criminal offence. An offence should apply to those organisations which wilfully neglect the security of their own data processing – if offences are seen as deterring staff and hackers, then they should deter organisations from neglecting data security obligations. My own view is that this offence is symbolic and should only be there for extreme cases where there is a proven and serious lapse of security (e.g. where it can be shown that substantial damage has been caused as a result of management neglect). However, the existence of such an offence, has to be carefully drafted, because if it exists, it might deter organisations from coming forward to the authorities when they have been deliberately attacked in a serious way.
· A Ministerial direction or administrative decision. The Government could say, for example, that from 2008, suppliers who contract with public sector bodies and who process public sector data should be compliant with BS7799/ISO17799 or any upgrade of that standard. This would improve security in those organisations who work with the public sector but is not comprehensive.
· A section in an organisation’s annual report about security. This was the approach suggested by those who were worried about the Y2K bug in the late 1990’s and has the advantage that it could be subject to independent audit. A series of statements in the annual report about data security would be in the public domain and of course could be subject to questioning by shareholders and the media. This step should extend to public authorities who make annual reports to Parliament.
I hope this is of interest to the Committee – and if you wish further assistance, please do not hesitate to make contact.

Dr. C. N. M. Pounder

April 2004
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Appendix – The Seventh Principle

Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data.

The Interpretation of the Seventh Principle

9. Having regard to the state of technological development and the cost of implementing any measures, the measures must ensure a level of security appropriate to- 

(a) the harm that might result from such unauthorised or unlawful processing or accidental loss, destruction or damage as are mentioned in the seventh principle, and

(b) the nature of the data to be protected.

10. The data controller must take reasonable steps to ensure the reliability of any employees of his who have access to the personal data.

11. Where processing of personal data is carried out by a data processor on behalf of a data controller, the data controller must in order to comply with the seventh principle- 

(a) choose a data processor providing sufficient guarantees in respect of the technical and organisational security measures governing the processing to be carried out, and

(b) take reasonable steps to ensure compliance with those measures.

12. Where processing of personal data is carried out by a data processor on behalf of a data controller, the data controller is not to be regarded as complying with the seventh principle unless- 

(a) the processing is carried out under a contract- 

(i) which is made or evidenced in writing, and

(ii) under which the data processor is to act only on instructions from the data controller, and



(b) the contract requires the data processor to comply with obligations equivalent to those imposed on a data controller by the seventh principle.
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