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Summary of main observations and central conclusion

We present our views as the Editors of Data Protection & Privacy Practice, published by Masons, a leading international firm of solicitors with a strong IT practice, especially in the field of data protection. The views expressed here do not represent the views of the firm, and are limited to the privacy implications of the consultation documents. We have no objection to these views being published.

Our analysis leads to ten main observations which are as follows:

1. The Government has failed to lead a properly constructed debate on privacy matters. There are essentially two main reasons for this:

· there are a number of serious omissions in both documents, the effect of this, in our view, is to mislead the general public over the privacy implications; and

· the issues of retention of communications data and of access to communications data are wholly intertwined yet the Home Office has artificially treated them as separate – and this creates further difficulties for the general public in weighing the impact of the proposals on individual privacy
2. The consultation document on retention fails to apprise the public of the true purpose of the retention, and the statements made to the public in relation to the First Data Protection Principle are wholly misleading.

3. The consultation document on retention does not provide any indication of the current deletion criteria employed by telecommunications operators – this would have allowed the public to compare easily the current practice with the proposals in the consultation document, and would have permitted a judgment to be made as to their impact on privacy. The failure to show the extent of the change means that it is hard for anyone to judge the extent to which additional safeguards are needed.

4. Neither consultation document discusses fully the measures proposed to protect the public when communications data are used to support the activities of the agencies responsible for national security. Since at least seven different Commissioners or Tribunals could be involved, our view is that the whole system of supervision of national security agencies, established in the time when the main threat was from the Soviet Bloc, needs to be fundamentally restructured on different principles .

5. The consultation document on access does not say that once the RIPA route of access has been established, these other routes will be closed – so the possibility arises that the protection afforded to individuals by RIPA could be avoided. This means that a public authority, if refused access via RIPA, could resort to these other powers and it is not clear if data subjects would be given any protection, and if so, what that would be. The consultation document does not discuss data matching techniques.

6. The consultation document on access does not examine whether public bodies who have powers to access communications data are likely to use statutory gateways which permit the onward disclosure of communications data to other bodies; this obvious consequential loss of individual privacy has to be weighed when considering whether the interference caused by the proposals is proportionate to the interest to be served.  
7. One element of the double lock proposed by consultation document on access is already present for 90% of access requests; so the it follows that the "enhanced" protection of the double lock is not much of an enhancement at all.

8. In our view, the application of the Section 55 offence in cases where there is misuse of access by a member of staff unlikely to be effective in countering abuse; we note that there is no offence which can be committed by organisations who misuse their powers of access.

9. The Government does not provide any details of the resources open to the Interception Commissioner in his role as regulator. Given that there are 500,000 requests for access to communications data, the odds are against an unlawful request being spotted!

10. It should not be for the Home Secretary to produce the Codes of Practice to apply in this area as it is impossible for the office holder to maintain a proper balance between privacy and the needs of certain law enforcement authorities. The main problem is that the Home Secretary is accountable for the agencies (e.g. police, security services) which will utilise access to communications data, and has therefore a vested interest in supporting such access.

Similar failings in relation to Entitlement Cards consultation

When Parliament debated the Regulation of Investigatory Powers Act 2000 (RIPA), there was hardly any discussion of the proposed powers of access to communications data which had been retained for one year – this was because the terrorist attack of 9/11 had not occurred. Similarly, when the Anti-Terrorism, Crime and Security Act (ATCSA) was being rushed through Parliament, there was little discussion of the practical implications of the combined two pieces of legislation; the discussions in the Commons were time-limited by a guillotine motion. To some extent, therefore, these consultation documents fill this void.

This makes it all the more important that both documents provide a full description of the processes involved. We believe that failures and gaps that we have identified below must leave it open as to whether this public consultation has been properly conducted.

These consultation documents present us with a serious case of déjà vu. For instance, one main observation in relation to the Home Office consultation document on “Entitlement Cards and Identity Fraud” was that it also did not “lead a properly constructed and informed public debate on the privacy implications of the entitlement card scheme”. This was because “The document is therefore limited in its analysis of the Data Protection Act 1998 and has serious omissions in relation to the privacy protection offered by this legislation.”

We note that many of the criticisms we levelled about the Entitlement Card Consultation are also present in the two Communications Data Consultations, except of courses, that the context differs.

We therefore take the opportunity to reinforce our recommendation that “If the entitlement card scheme goes ahead with the current level of privacy protection, the authors of this document recommend that readers who value their private and family life should not consent to any data sharing as proposed in the PIU Report on Data Sharing”; in fact our analysis of the Home Office approach to communications data lends weight to its relevance.

Consultation on the Retention of Communications Data

Most Governments grappling with the aftermath of the horrific events of the terrorist attack on the World Trade Centre have spotted that records of electronic communications provide an electronic fingerprint which can supply clues to the whereabouts of terrorists. Terrorists, like the rest of us, have to withdraw money, phone family and make contact with supporters of their cause. The result is that the counter-terrorist authorities need to have the ability to trace back and locate, both geographically and chronologically, the end user apparatus that was used to transmit particular messages or signals.

That is the primary purpose behind the Home Office consultation document “Consultation Paper on a Code of Practice for Voluntary Retention of Communications Data” and the separate consultation “Access to Communications Data – Respecting Privacy and Protecting the Public from Crime”.

Although the Home Office has published these as two separate consultations, they should be read together because they are closely interrelated. Indeed, as will be seen, they are so intertwined that they should properly have been presented as a coherent whole, and the failure to do so, as we will show, means that the public are given an incomplete picture.

Primary purpose

Most individuals support the need to assist the authorities to trace terrorists and their supporters, and the UK Government has been doing the same as other governments in enacting emergency anti-terrorist legislation. The Anti-Terrorism, Crime and Security Act, which was rushed through Parliament, contains provisions which require all those who provide the infrastructure through which electronic communications services are delivered to the public (e.g. public network service providers such as ISPs and telecommunications companies) keep records of all communications between all individuals for at least six months but in the case of telephone calls, one year. ATCSA proposes a voluntary code of practice to control retention of these data – although the Secretary of State has reserved powers to produce a statutory code if need be.

The real debate is not about the retention of the communications data in the cause of anti-terrorism, but rather concerning the range of other purposes for which these data, once collected, can be used. Should the use of retained communications data be restricted to those threats which relate to terrorism or national security – or should these data be available for wider purposes? The Home Office documents together present proposals which boil down to two alternatives – access/retention only for terrorist purposes or access/retention for terrorist purposes and access for any purpose authorised under RIPA.

The consultation documents together clearly proposes the latter. The access consultation document states, for example, that “The Home Office do not consider that the fact that the data is held by a communication service provider under the Code of Practice for national security purposes ..…should prevent the police or other public authorities having access to that data when they can demonstrate a proportionate need for it”. The Information Commissioner has taken legal advice about the human rights implications; the consultation document reports that this advice largely supports the legality of the Government’s proposals.

By supporting wider access, the Government has rejected the idea, promoted by most European Data Protection Commissioners (including the UK’s Commissioner), for a policy of data preservation rather than data retention. Data preservation, (favoured by the Commissioners) would, the consultation document explains, mean that the authorities would need to identify a target whose data would be preserved. The Government counter this by saying that data preservation is useless if one does not know who the target is - for example, the terrorists associated with 9/11 were largely unknown to the authorities, and therefore their communications data would not have been preserved.

The consultation document states that from September 11th 2001 to March 2003, the number of requests in relation to anti-terrorist activities is about 10,000 per year. We return to this important figure later.

So what are communications data?

The list of communications data which are being retained is comprehensive and can be summarised as follows:

· All subscriber information including billing details, contact details, e-mail addresses and services used (retained for 1 year);

· All telephone numbers called; date, time and duration of all calls; location details and other mapping information when a mobile phone is switched on (retained for 1 year);

· All numbers with respect to text messages sent (retained for 6 months);

· E-mail data, logons, sent e-mail contact details, received e-mail sender details and ISP data for logons (retained for 6 months);

· Web activity logs such as URLs visited (retained for 4 days).

Note that the content of the communication is not included in communications data.

Unfortunately, the consultation document does not provide any indication of the current deletion criteria employed by telecommunications operators – this would have permitted a useful comparison with current practice and permit a judgement to be made as to the impact on privacy. For example, if telecommunications companies already keep detailed billing information for a year, then the retention proposals do not add very much. If, however, location details are kept only for a few days, then the proposals to keep location details for one year would easily be identified as a significant change.

This failure to show the extent of the change means that it is hard for anyone to judge the extent to which additional safeguards are needed. We note that the Working Party of Europe’s Data Protection Commissioners have stated that in most normal circumstances billing information should be kept no longer than six months.

National security conundrum

The consultation document stresses that all the communications data identified above are being retained for the purpose of safeguarding national security; it also contains a draft Code of Practice governing the retention of such data. Note that the data eligible for retention under these proposals are the data used for the normal purposes associated with the delivery of a telecommunications service (e.g. billing) – and this accounts for the “dual use” described in the consultation document.

This dual use creates a dilemma. On the one hand the personal data used for normal telecommunications purposes by telecommunications companies will be subject to the usual data protection rules and individual rights, as well as the Directive on Privacy and Electronic Communications” (Directive 2002/58/EC) as discussed above. On the other hand, exactly the same personal data are retained for a national security purpose and these could be subject to a certificate given under Section 28 of the Act which would confer a sweeping exemption.

Specifically, this exemption provides that “Personal data are exempt from any provisions of the data protection principles, Parts II, III and V and section 55 if the exemption from that provision is required for the purpose of safeguarding national security” (i.e. exempt from principles, notification, rights and the enforcement provisions and powers of the Commissioner).

Given the breadth of this exemption, why does the consultation document propose that the data protection principles apply to this national security purpose and why does the draft Code of Practice propose that telecommunications companies should to register this national security purpose with the Information Commissioner? The proposed description of this purpose of retention of communications data is : “NATIONAL SECURITY: Retention of communications data for the purpose of safeguarding of national security or for the prosecution of offenders which may relate directly or indirectly to national security”.

Our resolution of the conundrum

Since no explanation is given in the consultation document as to why the national security exemption is not being applied, we provide our own.

The items of communications data being retained by telecommunications operators are exactly the same for both the normal telecommunications purpose and the national security purpose. There is no added “national security” value to the communications data when they are in the hands of the telecommunications operators.

It follows that there is no real reason why the Data Protection Act should not apply to the personal data retained by Data Controllers providing telecommunications services so long as any Data Subject complaint focuses on those Controllers. The main change is that personal data which have been subject to the Data Protection Act throughout the telecommunications purpose are being kept longer than is necessary for the national security purpose. Rights of access to these retained communications data presents no issue relating to harming national security as the Data Subject would have access to them when they were processed for the telecommunications purpose.

That is why the draft Code of Practice  under a bold heading “Oversight mechanism” can confidently state: “the retention of communications data is a form of personal data processing. As such it is subject to the Data Protection Act 1998. Oversight of the 1998 Act is by the Information Commissioner” (our emphasis on “retention”).

Half the picture

Unfortunately, as with much of this document, this reassuring statement is only half the picture – lurking in the background is the wide exemption for national security purposes. This is made clear in the consultation document. It states that if there were to be a successful challenge to the Code of Practice under the Fifth Principle (i.e. if someone wins an argument that communications data should be deleted by telecommunications company), “the Secretary of State would issue a certificate under section 28(2)” confirming this situation (i.e. exempting the application of the Fifth Principle to the retained communications data).

In other words, the Data Protection Act applies so long as the national security purpose is not challenged – and of course, if there is no challenge, the Act can apply quietly because there are no consequences for the Data Controller, no complaints to the Information Commissioner, and no challenge to the national security purpose. It’s a kind of “let sleeping national security dogs lie” policy – which is only tested when the national security dog is aroused.

So consider the worst case scenario - a Data Subject challenges the retention of communications data for national security purposes, and the Information Commissioner agrees with the Data Subject and enforces the Act, and the Information Tribunal agrees with the Information Commissioner’s enforcement action following the inevitable appeal. In such circumstances, the Home Secretary can produce a certificate which overrides these objections. And we already know from the experience of Norman Baker MP (details on the LCD web-site) that when there has been a successful challenge to a national security certificate, the Home Secretary will just draft another certificate to overcome the Tribunal’s objections.

It follows that there is no real additional protection afforded by the Act in this case. The reason for this is that the main privacy concerns lie not with the retention of communications data by the telecommunications companies (or access to such data by national security agencies) when they are Data Controllers, but rather lie with the subsequent use of the personal data by the national security agencies when they are the Data Controllers after retention/access has occurred. This subject is, rather surprisingly, not considered in either consultation document – in our view, this is a major failing.
Additionally, we think that the some readers might assume that the consultation document is somehow disapplying the national security exemption and view this as a progressive measure. They are wrong – the national security exemption is held in reserve.

A crowd of Commissioners?

The real protection for individuals in respect of the national security purpose is therefore not founded in the Data Protection Act which, because of the impact of the section 28 exemption, is susceptible to being entirely overridden. Such protection as there is comes from a fragmented, overlapping set of legislation (e.g. RIPA, Security Service Acts, Intelligence Service Acts) concerning national security and which establish a number of Commissioners and Tribunals which have an element of oversight. This oversight does not extend to operational matters, only to procedures to be adopted in relation to interference with private and family life (e.g. obtaining warrants or approval for bugging, burglary, interception, seizure).

In terms of national security, one of a number of Commissioners (who is normally a senior judge) will check whether the national security agencies follow the correct procedures when seeking approval (e.g. for a warrant from the Home or Foreign Secretary). There is normally an annual report which is presented to the Prime Minister, and a censored version is placed before Parliament and published.

Individuals can complain to the relevant Tribunal which will consider the complainant’s case; the Commissioner reports on the Tribunal’s activities. This is different from data protection, where the procedure is that the complainant complains to the Information Commissioner, and the Tribunal ensures that the Commissioner exercises his powers properly.

There is in fact a confusing mishmash of public authorities in the individual protection business, and the impact of this is best seen from the standpoint of a complainant who wishes to pursue an issue in relation to retained communications data used for national security purposes. So, for instance, our (hopefully knowledgeable) complainant would approach:

· the Information Commissioner if the complaint is about the retention of communications data for national security purposes;

· the Interception of Communications Tribunal if the complaint is about access to communications data so retained or about access to the content of intercepted communications;

· the Security Service Tribunal if the complaint is about the activities of the Security Service (MI5) following Service use of the communications data;

· the Secret Intelligence Service Tribunal if the complaint is about activities of the Intelligence Services (MI6 and GCHQ) following the use of the communications data;

· the Surveillance Tribunal if the complaint is about the retention of communications data which has resulted in the authorities employing another form of surveillance over the complainant;

· the Investigatory Powers Commissioner/Tribunal for Northern Ireland if the complainant lives in Northern Ireland;

· the Police Complaints Authority if a complaint extends more to the policing end of the use of communications data.

Another problem is that the activities of these national security agencies are usually covert, and it is very unlikely that a potential complainant will be aware of them.

In this regard, we note that the Annual Reports of the Commissioner established by the Interception of Communications Act 1985 record the number of cases heard by the Interception of Communications Tribunal (which is very similar to the Interception of Communications Tribunal established under RIPA). Between 1996 and 2002, there were over 400 cases considered by the Tribunal set up by the 1985 Act and none have been adjudicated in favour of the complainant. An unbelievable 100% compliance performance by the agencies – all complainants were wrong or paranoid or both!

We leave it to the reader to judge whether this is a credible system of protection for the individual against the misuse of data by these national security agencies. Our view is that the whole system of supervision of national security agencies, established in the time when the main threat was from the Soviet Bloc needs to be fundamentally restructured on different principles and rationalised.

Unfair obtaining and misleading the public

As already noted, the public are informed that the purpose of the requirement that the telecommunications companies retain data is “NATIONAL SECURITY: Retention of communications data for the purpose of safeguarding of national security or for the prosecution of offenders which may relate directly or indirectly to national security”. The consultation document proposes that telecommunications companies notify both the Information Commissioner and their subscribers of this new purpose in order to satisfy the provisions of the First and Second Principles.

Unfortunately, the purpose statement is, in our view, incomplete. The purposes declared to individuals are related to national security and as we have already noted, there are about 10,000 requests every year. However, the “Access to Communications Data” consultation paper states that  “The police service, together with other authorities listed in RIPA make approximately half a million requests for communications data annually”.

Our point is simple: if the aim of notification of purposes to Data Subjects is to be fair, do you tell them about the purposes behind the 500,000 requests for access which have nothing to do with national security, or do you tell Data Subjects only about the 10,000 requests which are associated with national security? The Home Office emphasis on only the 10,000 requests associated with the national security purpose is wholly misleading.

Other purposes – Hush! Hush!

In our view, the Home Office document in relation to retention is very coy when it comes to revealing the fact that communications data, collected in the name of national security, will be used for purposes other than national security.

For instance, lurking in the middle of page 14, (under a heading “Consultation with the Information Commissioner and the Communications Providers”) there are two “obiter” paragraphs which explain that there is, in fact, wider sharing of communications data. Coyness also extends to the draft Code of Practice, which in paragraph 25 (i.e. towards the end of the Code) states that “It is outside the scope of this Code of Practice to address the issue of acquisition of data after it has been retained” – yet this is the most crucial element in the whole consideration of privacy matters.

The document then explains that Information Commissioner has told the Home Office that his legal advice confirms that it would “not automatically be unlawful to access data retained under the (retention) Code for a non-national security purpose”. The next paragraph explains “The Home Office do not consider the fact that data is held by a communications service provider under the Code of Practice for national security purposes…..should prevent the police or other public authorities having access to that data when they can demonstrate a proportionate need”.

The document provides one example: “it cannot be right that if, in the course of a murder inquiry, the police need to obtain data held by a communications service provider under the Code, they cannot have access to it because the murder in question does not relate to national security”.

A study of the consultation document in relation to “Access to Communications Data” reveals that there are about fifty different types of public authorities or departments of public authorities which are identified as having a proportionate reason for access to communications data – for purposes which range from national security and murder to public health and the collection of vehicle excise duty.

This wide range of authorities and the associated purposes for seeking access accounts for 500,000 requests for access per year. Note that RIPA authorises a request for access in terms of the word “person” so this could justify requests along the lines: “give me communications data about all those individuals who contacted organisation X” – that would count as one request. So half a million requests may be a considerable understatement of the total number of individuals affected by these proposals.

Sticking, for the moment, with half million possibilities for reasons why access is proportionate, and considering the scores of public authorities who can have access, this consultation document mentions just one authority and reason – “Police and murder”. Is this one example representative? Is it sufficient to lead an informed debate?. Should there be a clear reference to the access consultation document so the member of the public can reach a fully informed opinion on the range of access requests? We think so.

This particular issue is not necessarily the most important one but in the context of the rest of the consultation document it niggles and rankles. It is, in our view, representative of a consultation document which is glosses over difficult subjects, and which only half informs the public of what these proposals actually mean.

Consultation on Access to Communications Data

Overview

Communications data, retained for the purpose of national security but accessed for other purposes, is the subject of a second Home Office consultation document (“Access to Communications Data”). In this document, the Government identify around fifty different kinds of public authorities and departments of public authorities – extending from the police and emergency services to local authority planning departments – who will be allowed access to communications data which have been retained on for anti-terrorism purposes.

In proposing this step, the Government say that there is a compelling case to provide wider access, and argue that not to provide access would make the job of the law enforcement and other agencies far more difficult. So the main question for Government is not really the principle of access, but rather the degree of access to be granted to each public authority, and the reassurance to be given to the public that there are safeguards from misuse of access powers. This is why most of the consultation document is given over to showing why certain organisations need access to certain communications data, and to providing options for access.

Additionally, the consultation document proposes possible a “double lock” under which there would be restrictions on access by reference to purpose, and to certain data. In some cases, the types of communications data which can be obtained is limited – some authorities might just be given access to subscriber data rather than to details of calls made by a subscriber. The second part of the lock is that access to communications data might have to be judicially approved by a third party or subject to independent review or accreditation.

This is combined with options for the method of access. For example. should there be a single point of contact (“SPOC”)? Should that SPOC be a senior officer of the public authority seeking access, where this individual is not involved in the investigation? Should there be judicial oversight? Should there be a certification scheme? Should there be sanctions for abuse of powers? Should there be an accreditation scheme for those who could permit access to communications data? Should some authorities have a higher barriers to climb to prove that access is proportionate?

Interestingly, the authors of the consultation document on access say that they were advised by a group of privacy experts, but there is no similar claim made in respect of the retention consultation document.

As previously noted, the consultation document concerning retention makes scant reference to the fact that access to communications data is to be given to bodies not associated with national security. Similarly, the consultation document on access does not refer to the fact that most communications data are retained on grounds of national security for up to one year.

The “double lock” as “single lock”

The access consultation document, given that it proposes a number of options, is not subject to the same direct criticism as the retention consultation document, but it does demonstrate a certain lack of understanding of how the data protection principles could apply.

For instance, one of the key elements of the “double lock”, as promoted by the consultation document, would be to use powers to “restrict the types of data each public authority can access”, combined with access to be subject to prior approval or a certification scheme. However, the double lock is not the additional protection which it appears to be, because whenever communications data are also personal data the Third Principle would in any event require the public authority to access only those data which are necessary for its purpose.

So the statement in the consultation document that “public authorities that have no demonstrable requirement to access a certain type or types of communication data need no power to access that data”, can be met with the rejoinder that in data protection terms, it would be excessive for a public authority to access personal data which were not necessary for its function. The consultation document comments that 90% of access requests will be to subscriber information – and much of that will be personal data.

What all this shows is that the half double lock (for 90% of access requests) is already there and the enhanced protection of the double lock is not an enhancement at all!

The fact that some communications data are not personal data undermines the proposal in the consultation document which suggests that the offence in Section 55 of the Data Protection Act is a sanction which could apply when there was a misuse of powers (e.g. an individual member of staff who obtains communications data which are also personal data). The document also stresses that deliberate misuse of powers could involve aiding and abetting other offences (e.g. blackmail).

Because not all communications data are personal data, the application of the Section 55 offence is limited. Additionally, even if communications data were personal data the offence does not apply in a number of circumstances, such as where access was necessary for the purpose of preventing or detecting crime, or if the person “acted in the reasonable belief that he had in law the right to obtain the data”.

We suspect that in practice, these two grounds could make it very difficult to make out the offence in the case of someone who was involved in crime prevention and who had routine access to communications data.

We note that organisations are not to be prosecuted if there are serious breaches of access rules – this sends completely the wrong message in terms of consideration of the requirement to protect individual privacy.

Silence on important topics – a “does not discuss” list

The consultation document identifies many powers which already permit certain authorities to have access to communications data through general powers to demand information. Such powers are always subject to the conditions laid down by Human Rights Act 1998 (i.e. the public authority must act proportionately). For instance, the Social Security Fraud Act 2001 grants local authorities powers to demand information relating to benefit fraud and these are already used to demand access to communications data.

The consultation document does not specify that once the RIPA route of access has been established, these other routes will be closed – thus leaving open the option that the protection afforded to individuals by RIPA could be avoided. Additionally, it could be that a public authority, if refused access via RIPA, may resort to these other powers.

The consultation document does not examine whether public bodies who have powers to access communications data are likely to use statutory gateways which permit the onward disclosure of communications data to other bodies. For example, provisions in RIPA dealing with communications data do not provide a local authority with a power to access to communications data from an ISP (for example) in order to assist in the collection of Council Tax.

However, the police who can have powers to demand access to communications data have other discretionary powers which permit disclosure to a local authority (e.g. for the purpose of Council Tax collection via Section 29 of the Data Protection Act 1998) or via provisions in Crime and Disorder legislation. Such gateways, which could provide a mechanism for local authorities to obtain communications data, should be closed. The consultation document does not mention these gateways and the privacy implications.

The consultation document does not consider data matching techniques in which communications data will be processed to identify individuals who might be worthy of suspicion, and the protection which would apply, if such individuals were wrongly targeted.

Finally the Government does not provide details as to the resources open to the Interception Commissioner in his role as regulator. We are not surprised - given that there are 500,000 requests for access to communications data, the odds are against an unlawful request being spotted!

Other concerns

The need for independent Codes of Practice

The main problem with the proposals for Codes of Practice is the likelihood of a conflict of interest. For instance, in relation to statutory Codes, the Secretary of State producing the Code of Practice is also largely responsible for the public bodies which wants to interfere with private life – consequently, there is always an in-built bias in favour of interference.

This structural deficiency is common to ALL Codes of Practice produced by ANY Secretary of State. This is the main reason why Lindop Committee on Data Protection (Cmnd 7341, 1979) recommended that Codes of Practice should be produced by an independent Data Protection Authority for the approval of the Secretary of State.

There is an increasing trend to use statutory and voluntary Codes of Practice to balance individual privacy with the interference in that private life by public authorities and others (e.g. the press). For instance there are statutory Codes for policing, benefit fraud, interception of communications, and voluntary Codes such as those produced by the Direct Marketing Association (marketing) or the banking industry (“Good Banking”) or even the Press Complaints Commission in relation to the press.

In cases of dispute as to content, all Codes of Practice should be capable of independent modification in the light of experience; it should not be left to the whim of Secretaries of States and others to produce modifications on their terms. An independent element is missing and should be introduced.

For example, the Information Commissioner could be given a power to serve a “Code of Practice Recommendation” which could apply to all statutory Codes produced by any Secretary of State which relates to the interference of privacy.  In this way, the balance struck by the Codes authors can be independently modified by the Courts or by the Information Commissioner in the light of experience. Appeals in the Courts/Information Tribunal permit all relevant legal and technical factors to be considered. The fact that the Information Commissioner can instigate the action (e.g. to the Information Tribunal) should allow arguments which relate to the Code be raised by ordinary members of the public at little expense to themselves.

In this way, Codes of Practice gain an independent element which is focused on the privacy of an individual but subject to a rigorous appeals process.

Legitimate process?

Our final important point relates to the process. When Parliament debated RIPA, there was hardly any discussion of the proposed powers of access to communications data which had been retained for one year – this was because the terrorist attack of 9/11 had not occurred. Similarly, when ATCSA was being rushed through Parliament, there was little discussion of the practical implications of the combined two pieces of legislation; the discussions in the Commons were time-limited by a guillotine motion. To some extent, therefore, these consultation documents fill this void.

This makes it all the more important that both documents provide a full description of the processes involved. We believe that failures and gaps that we have identified must leave it open as to whether this public consultation has been properly conducted.
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