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1 EXECUTIVE SUMMARY
1.1 Introduction

This document has two tasks. First, it has to justify why the current arrangements for data protection compliance should be changed. Second, it has to present the new framework for data protection legislation, in sufficient detail, to show that the Blueprint can work in practice.
This document has five major sections:

1. An introductory section which summarises the approach in the Blueprint.
2. A section explaining why the current arrangements for data protection compliance are unbalanced. (Because many readers are already likely to aware of these issues, this important detail is found in Appendix 2).

3. A section which outlines the detail of the Code of Practice regime.

4. A section which provides additional detail about the enforcement mechanism.
5. A section which expands on general issues surrounding the Blueprint (e.g. to fully explain how Ministerial powers become subject to a Codes of Practice; the differences between the approach in the Blueprint and Lindop's approach to Codes of Practice).
Legislation based on this Blueprint would not amend any data protection principle or right. It merely outlines a framework which identifies, in a more responsive way, how these principles and rights are to apply in a changing technological world. The objective of the Blueprint is not to establish a regime that is more friendly to data subjects or to data controllers – the objective is to provide a means of achieving a balance between opposing interests. The powers of the Commissioner are maintained at more or less the current level.
A review of data protection structure is long overdue. The model of a Privacy Commissioner enforcing the data protection rules is used in all countries that have enacted data protection legislation. This model was established in the 1970s - an era when the use of mainframe computing technology was the exception rather than the rule. This Blueprint attempts to update that structure so it can deal with modern day uses of technology which possess comprehensive surveillance functionalities.
1.2 Overcoming structural problems
The Blueprint deals with four major structural problems embedded in the current arrangements for the protection of privacy via data protection legislation.
This first structural problem is associated with the fact that some data controllers (e.g. a Secretary of State who is politically accountable for the processing of personal data by his Government Department) are responsible both for the establishment of policies that require the interference with private and family life and, at the same time, also the establishment of the policies for safeguarding the public from over-zealous interference.
The UK's Home Secretary, for instance, produces Codes of Practice with respect to both interference and safeguards in relation to policing, data retention, surveillance, immigration and national security matters. In the Serious Crime Bill, currently before Parliament, the Audit Commission is tasked to establish, in a Code of Practice, procedures which govern the interference and safeguards required by their data matching procedures.

This problem is replicated across Europe (e.g. where Council of Ministers agree interference policies as well as safeguards – for instance in relation to the transfer of personal data to the USA, the Prüm Treaty, or Third Pillar activities in the European Union – often with Europe's Data Protection Commissioners expressing varying degrees of concern). There are also similar occurrences in the private sector; for example the "Good Banking" Code of Practice, produced by the UK's Banks, both establishes mechanisms when Banks can use personal data and when they should not.
The Blueprint assumes that the ability to establish both policies that interfere and policies that safeguard represents a conflict of interest. As a matter of general principle, the responsibility to process
 personal data (i.e. to interfere with private and family life) should be separated or distanced from the responsibility to identify safeguards from interference.
The second structural problem relates to remoteness of data controllers and data subjects from the processing rules – for example, many data controllers and most data subjects do not have any input into many Codes of Practice which impact on their processing (e.g. the CCTV or Employment Codes of Practice produced by the Information Commissioner
). Codes of Practice produced by Government Ministers, not only have the inherent conflict of interest identified above, also do not engage data subjects. The Blueprint is designed to engage both data controllers and data subjects in the processing environment via allowing them to ask the Commissioner to improve a Code of Practice.
The third structural problem relates to the remoteness of legislation itself. Once Parliament has approved legislation – that's it. It's rather like the cry from animal lovers "A puppy is not just for Christmas" – yet the law is the law until repealed. The result is that powers used in one context of the processing of personal data, if broad enough, can be used to achieve wider processing objectives by any future Government. The Blueprint ensures that detailed exercise of these powers becomes subject to a Code of Practice.
The new mechanism in this Blueprint is essentially a feedback loop. Government proposes laws that require the processing of personal data – Parliament approves the law –  the Code of Practice governs the detailed exercise of powers. So if the Commissioner were to exercise his powers over the Code of Practice in circumstances that the Secretary of State believes to be detrimental to public policy, then the Secretary of State can ask Parliament to overrule the Commissioner and refresh its support for the processing arrangements.
In this way, scrutiny of a legislative process is enhanced and Parliament's role in scrutinising the executive is improved. In practice, the Secretary of State and Commissioner will want to avoid conflict – and to do this they have to come to an agreement. The effect of this change is to ensure that data protection concerns are thus built into the use of the Secretary of State's  powers. The Blueprint explains how constitutional problems – the ones that "did for Lindop
" - are  avoided.
The final structural problem relates to access to the Courts. The Commissioner is given a power to test whether or not particular processing of personal data is incompatible with Article 8 of the Human Rights Act. The Joint Committee of Human Rights, for example, often tables reports which expresses concern as whether or not a proposal is compatible with Article 8 obligations; the Government, often express there is not a problem. Both sides do not seem to think the other is right – and the public is non the wiser. This power allows the Commissioner to test the matter before the Courts even as a Code of Practice is being drafted.
1.3 Overview of the Blueprint
The Blueprint requires the Secretary of State, following discussion with the Commissioner over terms of reference and membership, to establish a Code of Practice Working Group to produce to draft a Code of Practice. In most circumstances, the Commissioner will eventually approve the Code of Practice and can influence its development or content. If an approved Code of Practice emerges from the Code of Practice Working Group, Parliament can deal with the Code using negative resolution procedures – this effectively means that Parliamentary has to vote against the Code of Practice to stop it coming into effect.

After implementation of the Code by data controllers, a Code of Practice can be changed by the Commissioner, following challenges made to the Code by data subjects or data controllers. This challenge uses a mechanism which is based on the Decision Notice mechanism found in the UK's Freedom of Information regime; however any proposed change to a Code of Practice has to be a "significant improvement" (i.e. non-trivial).
The Commissioner, as with a Decision Notice under FOIA, has the role of deciding whether a proposed change to a Code of Practice can occur and any decision of the Commissioner is subject to appeal to the Tribunal. The Commissioner can also independently suggest changes to a Code of Practice after it has come into effect (e.g. where changes are needed because the practical effect of the Code has become apparent to him following complaints made to his office). If the Secretary of State is of the opinion that the change to a Code of Practice is detrimental to the development of public policy, then he can seek approval from Parliament for the change to be negated.
Because data subjects and data controllers can press for changes (e.g. these are likely to reflect new processing circumstances or experience of existing processing circumstances), Codes of Practice become dynamic and responsive. It is this mechanism which allows the Code to develop as events unfurl and with input from the data controllers and data subjects most closely affected. Changes to a Code are be implemented within a reasonable timescale, or if deemed to be minor, can be deferred until the next revision of the Code. In any event, Codes are reviewed and refreshed by Parliament every 5 years of operation.
This Blueprint establishes a gradual process for the transition to a system based on Codes of Practice and the speed of transition can be determined by the Commissioner in consultation with data controllers. The expectation is that there would be around 40 Codes of Practice covering processing of personal data
. There is no "big bang" change – Codes of Practice can be phased in at a reasonable pace and lessons based on experience of introducing one Code of Practice can be applied to future Codes of Practice.
All Codes of Practice are approved by Parliament using secondary legislation. Parliament deals with around 2,500 such uses of secondary legislation per year (via what is known as Statutory Instruments - SIs), so the addition of 40 or so SIs to the 10,000 SIs which are normally enacted over the lifetime of a 4-5 year Parliament is not excessive.

1.4 Disagreements over a Code are possible

As the Commissioner has to establish approval criteria for a Code of Practice, it follows that the Commissioner could be able to withhold approval. However, the Blueprint permits Codes of Practice that do not have the approval of the Commissioner to be implemented if Parliament votes in favour of the Code. Obviously, this situation is most likely to arise when there was a disagreement over the text of a Code of Practice between the Commissioner and the Code of Practice Working Group, and one expects that there would be a period of negotiation where by the Working Group and Commissioner would try to agree a text. If such negotiated agreement occurred, then all well and good – an approved Code of Practice would emerge.
If agreement is not possible, the Blueprint provides the Secretary of State with the power to overturn the Commissioner's objections to a Code of Practice; however use of this power requires an affirmative resolution of both House of Parliament. This effectively means that Parliamentary has to vote for the Code of Practice before it comes into effect. However, even if Parliament were to vote in favour of such a Code of Practice, the Code does not gain the status of being a Code of Practice approved by the Commissioner.
The affirmative resolution requirement would be used in cases where a Secretary of State decided that the Commissioner's view of a Code of Practice was detrimental to the public policy, whereas the Commissioner thought that Secretary of State's view of the Code would require too many unacceptable practices with respect to the processing of personal data. Before voting, Parliament can be fully informed as to the nature of the problem (e.g. Select Committees could take evidence from the Commissioner and Minister; reports could be given to Parliament). However, at the end of the day, it is Parliament that is defining, publicly, where the balance between interference and privacy should arise – and not the body/Minister who is responsible for the interference.

In summary, the Commissioner can determine criteria for approval for a Code of Practice or propose changes to a Code. The Secretary of State can determine when public policy overrides the Commissioner. After considering the arguments, Parliament has the deciding role as to whether or not a Code of Practice (or a change to a Code) comes into effect. The Courts maintain their current role in relation to legal or compliance issues.
1.5 Public policy is approved by Parliament

The Blueprint also deliberately separates questions which revolve around public policy towards processing of personal data from compliance-based questions which relate to whether or not a particular processing procedure is compatible with the obligations under the Act. Where public policy is the issue, the Blueprint opts for Parliament as being the final body where a policy decision is made because, in the UK, the drawing of boundaries which set social and public policy has been the traditional role of Parliament since the time of Cromwell. The role of the Tribunal and Courts is, as under the current arrangements, is to make legal decisions (e.g. as to whether or not a Principle has been breached). That explains why, in the Blueprint, some powers of the Commissioner can be overridden by Parliament (e.g. when the Secretary of State determines that there is a public policy issue to resolve) whereas others are adjudicated by a judicial process (e.g. when there is an interpretive or legal issue to resolve).
The Blueprint also exploits the difference between Primary and Secondary legislation. Ministerial use of powers exercised via Secondary legislation and which impacts on the processing of personal data are subsumed into a Code of Practice. Often, these powers are broadly cast in Primary legislation and can, if used to their maximum flexibility, nullify the impact of many Data Protection Principles (e.g. see Appendix 1 which illustrates this problem and lists the order making powers in Section 12(4) of the Children Act 2004). The reason why Secondary legislation can be subsumed into a Code of Practice is that whereas Primary legislation establishes public policy, powers exercised through Secondary legislation are invariably set in the context of realising how a particular public policy is to be achieved or implemented. As a Code of Practice also determines how processing is to occur – it follows that the overlap between Codes of Practice and Secondary legislation is a natural one.

This is a second cause of contention, for it can be seen that the Commissioner might propose changes to a Code of Practice to ensure data protection compliance, where the Secretary of State might claim that the change is counter to a public policy matter. That is why, the Secretary of State has powers, subject to affirmative resolution of both Houses of Parliament, to override the Commissioner in these cases. As these powers are subject to Parliamentary approval, Parliament has a clearly defined role in scrutinising the executive and defining where the boundaries of social and public policy lie. So respect to the current "security versus privacy" debate, the Secretary of State's view on security can prevail, subject to Parliamentary approval.

The Blueprint gives the Commissioner several powers: the power to require a Code of Practice to be produced, the power to modify a Code of Practice, the power to transfer production of a Code of Practice to another body, as well as the enforcement powers which are similar to those that already exist in the UK context (e.g. Information Notice and Enforcement Notice). The Commissioner is also given the power to issue a Notice which can assess whether or not a Code of Practice breaches Article 8 of the Human Rights Convention. As with the current Act, most of the powers that relate to compliance issues are reserve (last resort) powers, and appealed via a Tribunal system; powers which relate to circumstances where public policy should prevail are resolved by Parliament.
In conclusion, the Blueprint provides for balance within any privacy debate and gives the legislature (i.e. Parliament) a focal role in the resolution of issues which the Secretary of State believes raises a public policy matter. It is this involvement of all interested parties which will ultimately result in a balanced set of Codes of Practice in which most data subjects and data controllers will have confidence. The role of the Courts is largely unaffected by the Blueprint in that it maintains the Court's traditional role to interpret the meaning of legislation if there is a compliance of legal point to determine. The Code of Practice is interpreted by the Courts purposively.

1.6 Comment for the reader

Finally a comment - even if the proposals in this Blueprint do not find favour with the reader, the problems with the current arrangements which are identified within Appendix 2 of this text will still need some alternative way of resolution.
I do not pretend that the Blueprint is perfect or has all the answers – but I do think the answer does lie somewhere in this direction. My hope is that this draft will stimulate a badly needed discussion that results in a data protection structure that can respond to the challenges ahead. Your views are welcome (chris.pounder@pinsentmasons.com) – even if they are critical.
2 DETAILS OF THE CODES OF PRACTICE APPROACH
2.1 Glossary of terms and Commissioner powers

The following is a reference list of Notices that the Commissioner can serve in relation to Codes of Practice and two other terms used in the Blueprint. It may help readers unfamiliar with the UK's Parliamentary system link their national legislation to this framework. Each element below has a section explaining its function.
· Approved Code of Practice – this is a Code of Practice which has been approved by the Commissioner. It is expected that most Codes of Practice will be approved but this is not a prerequisite for a Code of Practice. The prerequisite is that the Code be approved by Parliament.
· Code of Practice Modification Notice – A notice requiring changes to the text of a Code of Practice in order to refine compliance with the Data Protection Principles. Appealable to the Tribunal which considers the data protection issues and thence to the Courts on a point of law. If the modification impacts detrimentally on public policy, the Secretary of State can quash a Code of Practice Modification Notice if Parliament approves (affirmative resolution procedure).
· Code of Practice Designation Notice – A notice served on the Secretary of State requiring him to arrange for the production of a Code of Practice in an area within 2 years. Unlikely to be used. If the designation impacts detrimentally on public policy, the Notice can be quashed by the Courts or if Parliament approves (affirmative resolution procedure).
· Code of Practice (Transfer of Production) Notice – A notice served on the Secretary of State which transfers production of a Code of Practice to the Commissioner or to an approved body. If the Notice impacts detrimentally on public policy, (e.g. the Secretary of State opposes the Notice), the Notice can be quashed if Parliament approves (affirmative resolution procedure).
· Code of Practice Recommendation– Advisory notice served on a Data Controller recommending him to change procedures to align them with a Code of Practice – based on the FOI Practice Recommendation. It is a mechanism which the Commissioner can use to say to a data controller, that the Code has to be implemented properly.

· Code of Practice Breach Notice – A notice served on a Data Controller requiring him to change procedures to rectify breaches of the Code. Rather similar to the current Enforcement Notice in the DPA. Appealable to the Tribunal and the Courts. If the Notice impacts detrimentally on public policy, (e.g. the Secretary of State opposes the Notice), the Notice can be quashed if Parliament approves (affirmative resolution procedure).
· Code of Practice (Incompatibility) Notice. A notice served by the Commissioner on a data controller stating that their processing procedures is likely to be (or is) incompatible with Article 8 of the Human Rights Act. Can also be served to assess whether a Code of Practice is compatible, or likely to be compatible, with Article 8.
· Code of Practice Working Group. The group which develops and monitors the effectiveness of a specific Code of Practice - the main authors of  the Code of Practice.
Finally, a reminder that the Blueprint assumes that the Courts will interpret the Code purposively, and not – as it does with legislation – line by line, word by word, or extracting meaning by assuming the law comprises a set of logical propositions from which meaning can be deduced.

2.2 What does a Code of Practice do?

Codes of Practice are produced by the Code of Practice Working Group (see next section).

Each Code of Practice identifies how a data controller, subject to the Code, is to comply with relevant Data Protection Principles, rights of data subjects and identifies how issues of privacy concern are dealt with. The Commissioner has a role in identifying the relevant matters to be contained in a Code of Practice and can comment on draft Codes of Practice. These relevant matters can extend to identifying a Privacy Impact Assessment or audit reporting as a requirement for a Code to be approved.
A Code of Practice does not need to cover all the Data Protection Principles and there might be separate Codes dealing with specific issues or Principles (e.g. security issues could be delegated to ISO 17799/27002 Code of Practice (BS7799 is an old name for this Code).
A Code of Practice can refer to other Codes of Practice – this might arise in the field of security or data matching.
A Code of Practice will identify all the Ministerial powers which are subject to a Code – this is important for Codes applying to the public sector.
A Code of Practice will describe the extent of data sharing and onward disclosures to Third Parties and their purposes.
A Code of Practice could specify that some of the detail of specific procedures are to be described in other more locally based documents that must be published. For example the Code could describe the basic requirements for a information sharing protocol and have an obligation that that a data controller, subject to the Code, publishes the actual protocol, other relevant information and any related Privacy Impact Assessments. The text of these locally based documents must not contradict the parent Code of Practice and there might be a need to specify a penalty that if this happened (e.g. the processing subject to the protocol would be unlawful processing, the Information Commissioner could levy a fine). The Blueprint's Enforcement mechanism can deal with the failure to produce such documents (e.g. Code of Practice (Breach) Notice).
A data controller is required to adopt Codes of Practice which relate to their processing of personal data. Data Controllers have also to take reasonable steps to identify to the public which Codes (or related locally based documents) apply to their processing (e.g. make the Codes available to the public on their web-sites) so data subjects know which Codes of Practice apply. A data controller can therefore  be subject to more than one Code of Practice.
A Code of Practice has to specify how compliance with the Code is to be measured (e.g. set out reporting requirements, inspection or audit procedures); this is important as the Commissioner should have powers to audit compliance with a Code by obtaining access to these compliance data without warning and on demand (e.g. even on the doorstep). If audit can be unannounced, this has to be identified in the Code.
The Blueprint assumes that Codes of Practice would be published; however it is possible that the detail in certain parts of Codes dealing with national security or policing might need to be kept secret.

A Code of Practice can include criteria when individuals are notified –this could  be when their ID has been be compromised, when personal data have been lost or when personal data may have been modified, with the potential to cause a significant degree of  damage or distress to data subjects.
A Code of Practice can be layered so that not all of the Code applies. For example an employment Code of Practice could have a section on vetting against CRB records – which would not apply to a data controller who did not perform vetting.
A data subject's claim for compensation or assessment in connection with a breach of a Code are assessed in the light of the Code of Practice in operation at the time the damage occurred; however, there might be a need to have flexibility to refer to the version of the Code active when the processing occurred. For example, if the damage comes to light three years after the processing. The Courts should determine on an evidential basis the appropriate Code(s) to refer to.

If there is a claim for compensation, the breach of the Code has to be a material factor in the damage caused (i.e. this is to exclude a technical breach of a Code which did not contribute to the  cause of the damage).
Unfair processing can arise if a data controller is in breach of a Code's provisions. The intention is to follow the model established by the Federal Trace Commission in the USA which states that it is an unfair trading practice for an organisation to claim compliance with a Code when in practice it does not follow the Code. As with the current DPA, any unfairness can be argued before the Commissioner or appealed to the  Tribunal (as per the 1998 Act) and to the Courts. Codes of Practice are to be interpreted purposively.
Public funds should be available to publicise the final Code to data controllers and data subjects; the Commissioner should be properly funded to supervise the system.
The Commissioner is charged with keeping a copy of ALL Codes of Practice in operation and ALL older-versions of the Code. All Codes of Practice must be lodged with the Commissioner.
Codes of Practice are reviewed on a 5 yearly basis. This could allow general statements in a Code which appear when there isn't any experience of the processing can be updated, at a later stage, to be replaced by text which reflects experience of actual processing.

The Commissioner is under a duty to write a yearly report on the operation of Codes of Practice. This is can involve the Code of Practice Working Groups. The Annual Report seems an appropriate mechanism for this.
If a Code of Practice is an Approved Code of Practice, then the Code contains the detail of the approval criteria. If the a Code of Practice is not an Approved Code of Practice, it additionally contains a detailed statement from the Code of Practice Working Group explaining why this is the case. As a Code of Practice, in theory, could change its status at a later stage, then these statements would also need to be changed.
If there is no Code of Practice covering the position, then the position is as under the DPA. However, over time the intention is that most contentious processing will be covered by a Code of Practice. Lindop suggested that there would be 30 or so Codes of Practice - there is no evidence that this figure is incorrect.

There is no "big-bang" introduction of Codes of Practice and this means that Codes of Practice to emerge as they are needed. This should help a smooth transition to a data protections regime based on Codes of Practice.

The Blueprint assumes there are no special data protection requirements; however there are three exceptional issues which might be a need special mechanisms. These are NOT developed in detail in this Blueprint, but are listed as:
· The suspension of the operation of a Code of Practice in case of emergencies declared under the Civil Contingencies Act or "in the vital interests of the data subject or another individual" (although one would expect that in most foreseeable emergency situations should be bought within the framework of a Code of Practice).

· A Code of Practice covering the Special Purposes (e.g. journalism); for example, there might be a need for a special enforcement regime or the Code of Practice Working Group for journalism could be defined in legislation to be the Press Complaints Commission (as under the current Act). It could be it is best, as under the current Act, to provide an exemption for the special purpose until the point of publishing.
· A Code of Practice covering the national security purpose (Lindop recommended that the national security framework should be included and this is the approach adopted here). However, it is recognised that Parliament might take a different view.
2.3 The Code of Practice Working Group

A Code of Practice Working Group is the group that produces a Code of Practice. The Code of Practice Working Group will exist as long as the Code is operating although its frequency of meetings and membership might vary. The Code of Practice Working Group contains representatives of data controllers, data subjects and other technical experts. Members can serve on more than one Code of Practice Working Group.
In many cases, the starting gun to develop a Code of Practice is fired by the Secretary of State (Secretary of State) who has the power to identify certain processing (e.g. this could be the processing of a certain type of personal data or relating to certain data controllers or relating to certain purposes) which should be subject to a Code of Practice. Normally one would expect this processing to relate to issues of a sensitive nature (e.g. policing) or purposes (e.g. marketing) or data controllers (e.g. MI5). Once such processing is formally identified, the Secretary of State assembles "interested parties" representing the needs of data subjects and data controllers - these interested parties form a Code of Practice Working Group.

A Code of Practice Working Group is formed for each Code of Practice but a Code of Practice Working Group can be responsible for more than one Code of Practice.
One would expect a notice of the formation of a Code of Practice Working Group, its membership and remit or terms of reference to appear by means of Written Statement to Parliament; the time scale in relation to the production of the Code should also appear.

The Secretary of State has to hold prior consultations with the Commissioner in relation to Code of Practice Working Group and its members, remit etc. This is to ensure Code of Practice Working Group properly takes account of the interests of data subjects and data controllers. The Commissioner can make his views public if there is a problem and if there is a serious problem, the Code of Practice produced by a Code of Practice Working Group might not gain approval and become an Approved Code of Practice.
The Secretary of State's role in a Code of Practice Working Group is specified to be one of co-ordination only except where the Code of Practice Working Group relates to the functions of a Department of State or the functions of a public authority which the Secretary of State can direct (e.g. public policy such as benefit fraud, child protection, DVLA, road pricing). In these cases the Code of Practice Working Group is the Secretary of State. Note that the Secretary of State is not the Code of Practice Working Group for situations where the Secretary of State exercises "indirect control" or "arms length control" such as where the Secretary of State controls budgets of a public authority and other indirect control situations (e.g. NHS Trusts).
In relation to a Code of Practice Working Group relating to the "special purposes" (e.g. journalism and freedom of the press) there could be a need to explicitly state that the Secretary of State has no role in relation to a Code.

There might be circumstances involving a Code of Practice Working Group where the role of the Secretary of State might need to be stronger that mere co-ordination but not as strong as direction. There might thus need to consider a power available to the Secretary of State to allow him membership of a Code of Practice Working Group but not control of the Code of Practice Working Group.
The Code of Practice Working Group could have a formal title - The "ABC Code of Practice Working Group" where "ABC" is the name of the Code of Practice (e.g. Direct Marketing, Personnel). In the case of a Code which relates to the Secretary of State's Department of State or agencies which the Secretary of State is directly responsible for, then the Secretary of State is Code of Practice Working Group.

The Commissioner can be a Code of Practice Working Group if he is responsible for producing a Code of Practice. However, the Secretary of State has to approve this position.
The Code of Practice Working Group should complete the production of a Code within 2 year time limit and this can be extended by the agreement of the Commissioner for up to a further 12 months.
The Secretary of State can delegate the drafting of a Code (via a Code of Practice Designation Notice) to other bodies including the Commissioner - however there still has to be Code of Practice Working Group for the Code.
2.4 What is an Approved Code of Practice

A Code of Practice can become an Approved Code of Practice if the Commissioner formally approves of it. Note that not all Codes of Practice are approved. Approval merely means that as far as is reasonable foreseeable, the Commissioner believes the Code is likely to balance the interests of data subjects with the interests of data controllers.
Approved Codes of Practice are identified by the Commissioner on his web-sites and are identified as such in the title (e.g. Approved Code of Practice).
The Commissioner can identify the criteria for Approval in general, or in relation to a specific Code (e.g. identify the areas of concern that the Code must address, whether approval is subject to a Privacy Impact Assessments, yearly review, reporting requirements re data sharing, audit requirements). These approval criteria are included in the published Code, whether or not the Code is an Approved Code of Practice.
In reaching conclusions about whether or not to approve a Code, the Information Commissioner can require any background information which relates to the Code (to be provided to him - or made accessible to him (e.g. by inspection if there are security issues surrounding the information). The Information Notice regime might need to be available in cases where this information is not forthcoming.
The Code of Practice Working Group decides whether or not its Code of Practice is to be an Approved Code of Practice. If the Code is not an Approved Code of Practice, the Code contains a statement detailing why the approval criteria cannot be met.
Notification to the Commissioner for processing purposes subject to an Approved Code of Practice are limited to name, address and Approved Codes of Practice. As the Commissioner holds all copies of Codes of Practice, registration is minimised and URL links can be created to the Code itself.

If a "small business Code of Practice" were to be developed (e.g. covering simple accounts, personnel, marketing and CCTV), its notification requirements (Part III of the Act) could be limited to name and address of the data controller (Indeed, one wonders whether this could be dispensed with totally thus negating the need for small businesses to notify. An objective of Government was to take all small businesses outside a notification regime, but this objective has not been 100% successful).
Fair processing notices could be reduced in length if they can make reference to an Approved Code of Practice (e.g. identity of data controller, list of processing purposes, Code of Practice title).
The concept of an Approved Code of Practice needs to have a negotiation mechanism whereby drafts of the Code can be submitted to the Commissioner who can make comments on its content and where there is subsequent revision. Also, to add flexibility, the Commissioner needs to be able to adopt a "wait and see position" (i.e. to make a statement on the lines "I am not sure about this part of the Code, but I will approve conditionally but if things go wrong, I want to insist on changes through use of a Code of Practice Modification Notice").
If the Commissioner is responsible for producing a Code of Practice, then it is axiomatic that the Code is an Approved Code of Practice.
An Approved Code of Practice can still be changed, modified or amplified by the procedure outlined here (see under Code of Practice Modification Notice).
2.5 A Code of Practice is also approved by Parliament
Once the Code of Practice is finalised by a Code of Practice Working Group, the relevant Secretary of State asks Parliament to approve the Code via a Statutory Instrument (SI) procedure. Parliament can approve or reject the Code; however, the expectation is that Parliament will approved the Code especially if the Code is an Approved Code of Practice. However, rejection can arise and is covered by the dispute resolution procedure.
The Code of Practice is not statutory unless other legislation makes it so.

The Secretary of State can submit an Approved Code of Practice produced by a Code of Practice Working Group to Parliament via a negative resolution route.

A Code of Practice which is not an Approved Code of Practice is submitted to Parliament via an affirmative resolution procedure. This ensures a Parliamentary vote on a Code that is not an Approved Code of Practice. Parliament has the opportunity to inquire why this is the case.
If the Code is not an Approved Code of Practice (e.g. the Commissioner sees a Code of Practice as potentially deficient) can identify the problems he has with the Code or describe changes to the Code, or otherwise submit a report to Parliament in relation to the Code. This report should be submitted before the vote on the Code.
Data Controllers have up to 2 years to adopt its terms once Parliament has approved the SI. (The Secretary of State in consultation with the data controllers, the Code of Practice Working Group and Commissioner identifies the implementation time period within the SI). There might be a need to extend the 2 year time limit, and this can be extended by the agreement of the Commissioner for up to a further 12 months. Note that this gives a maximum phasing in period of six years from the establishment of a Code of Practice Working Group to implementation of a Code by data controllers.
If Parliament has rejected the SI (i.e. rejects the Code of Practice), one assumes that the Secretary of State would try and come to a compromise over the Code's content; however Code of Practice (Transfer of Production) Notice permits the Commissioner to come to his own solution.
Note that if Parliament approves a Code which the Commissioner has reservations about, then it is establishing public policy as to the processing of personal data. Note in these circumstances the Code of Practice cannot be an Approved Code of Practice.
It might be useful to give Parliament an option to temporarily approve the Code of Practice that is not an Approved Code of Practice (e.g. for a maximum period of up to 3 years). This could arise when the Commissioner and Secretary of State are at loggerheads and Parliament does not want to decide between the two options at this time. One hopes it does not happen, but this situation might need to be covered.
There might be the need for special procedures dealing with Codes of Practice dealing with the Special Purpose.

2.6 Other issues surrounding the production of Codes of Practice

Regulators (e.g. Commissioner, other regulators) can ask to be present as an interested party as observers to the drafting process undertaken by a Code of Practice Working Group. However, this is not essential. The Code of Practice Working Group might not want a regulator to be present, and at the Commissioner might form the view that his function of approving a Code might be compromised. The observer status is an attempt to make sure that, if the Commissioner is an observer, there is no conflict between the function of producing the Code and approving the Code.

A Code of Practice Working Group can decide to publish the Code in draft form so that the public can comment. The time period for the consultation can be 3-4 months and there should be publicity re the consultation over the draft Code. This step is the choice of the Code of Practice Working Group.
The Commissioner can produce general or specific guidance as to the content of any Code of Practice whether invited to produce this guidance or not (and whether or not he has observer status). This guidance can extend beyond the approval criteria which has to be published as part of the Code).
The Commissioner can consult other regulators in relation to the content of a Code; in the case of national security the Commissioner could advise the relevant national security Commissioner as to its content - whether invited to consult or not.
However, if a Code of Practice can be put before the Commissioner for approval, and if approved falls within a category of "Approved Codes of Practice". Note that a Code of Practice produced by the Secretary of State can be approved if the Secretary of State wants it to be approved.
Approved Codes of Practice also have a different enforcement mechanism (Implications of this will be explored later).
Not all Codes of Practice will be approved by the Commissioner. The Secretary of State could produce his own non-approved Code of Practice, subject to Parliamentary approval.
2.7 Code of Practice Designation Notice - reserve power

A Code of Practice Designation Notice is a notice served on the Secretary of State, by the Commissioner, requiring him to arrange for the production of a Code of Practice in an area of personal data processing within 2 years. Unlikely to be used. The Notice can be quashed by the Courts (following judicial review) or if Parliament approves (affirmative resolution procedure).

One would expect the Secretary of State to establish a Code of Practice Working Group without being asked or through negotiation with the Commissioner. The Code of Practice Designation Notice is a reserve power is to ensure the Secretary of State does not delay producing a Code for ever and ever.

Before the Notice can be served there has to be discussions with the Secretary of State, and the Commissioner has show reasonable cause to require a Code to be produced (e.g. the Commissioner has to show that the processing of personal data has the potential for substantial harm or substantial distress to data subjects).

There is one area where one can see the possibility of conflict - when for whatever reason the Secretary of State forms the view that public policy does not require a Code (e.g. national security issues), whereas the Commissioner thinks that the processing should be subject to a Code of Practice. For that reason, the mechanism has to provide for the Commissioner's Code of Practice Designation Notice to be annulled by a vote of both Houses of Parliament.
Before such a vote, the Secretary of State has to publish reasons beforehand if the Secretary of State objects to the need for a proposed Code and the Commissioner has to report to Parliament as to why the Code of Practice is necessary. There also has to be time to create an opportunity for the various Parliamentary Select Committees to investigate the dispute and make recommendations before a vote determines the issue.

Where there is unresolved contention, both the Commissioner and Secretary of State will have to argue their positions and Parliament can thus identify the issues and take a view. There are two outcomes:

· The SI is negated and Commissioner's Notice prevails

· The SI is approved, the Secretary of State's view prevails and the Notice is annulled.

If there is unresolved dispute and Parliament sides with the Secretary of State, then the Commissioner cannot serve a further Code of Practice Designation Notice or a Code of Practice (Transfer of Production) Notice until the next Parliament (i.e. this means that the matter defined in the Notice can be reviewed by the next Parliament following the next General Election).
There might be the need to modify Parliamentary Standing Orders to ensure that an order negating a Code of Practice Designation Notice cannot be remitted to a Committee of Parliamentarians, the membership of which is selected by the Government's Business Managers – this is to avoid manipulation of the SI procedure.
2.8 Code of Practice (Transfer of Production) Notice.

The Code of Practice (Transfer of Production) Notice is a notice served on the Secretary of State which transfers production of a Code of Practice to the Commissioner or to an approved body. Where the serving of the Notice is contentious (e.g. the Secretary of State opposes the Notice), the Notice can be quashed if Parliament approves the use of Ministerial powers via the affirmative resolution procedure.

If the Secretary of State wants to ask professional bodies (e.g. Press Complaints Commission , Advertising Standards Authority, General Medical Council) to produce the Code of Practice. In these cases, the Secretary of State can ask for a Code of Practice (Transfer of Production) Notice to be served by the Commissioner so that the Code can formally be transferred to the professional body. The Notice ensures that the Commissioner knows the Code of Practice Working Group who is producing the Code.
In these circumstances, a Code of Practice (Transfer of Production) Notice can lay down any criteria for the Code of Practice Working Group (e.g. this allows the Commissioner to ensure that professional body producing the Code properly takes account of the interests of data subjects and data controllers) and the issues or considerations which should be covered in the Code.

There are strong arguments that a Code of Practice (Transfer of Production) Notice cannot apply to the Special Purpose – this is to protect freedom of speech.
The Secretary of State can ask, at any time, the Commissioner to serve a Code of Practice (Transfer of Production) Notice naming the Commissioner as producing the Code. This is used when the Secretary of State wants the Commissioner to produce the text of a Code of Practice  (the existing CCTV Code of Practice could fall within this basis). Also, the production of a Code of Practice adopted by the European Commission (Article 27 of Directive 95/46/EC) could fall within this approach. The Commissioner becomes the Code of Practice Working Group.
If the Commissioner forms the view that a particular Code of Practice Working Group should not finalise or prepare a Code of Practice, a Code of Practice (Transfer of Production) Notice could transfer production of the Code to himself. This is a reserve power use and is likely to arise if a Code of Practice gets bogged down somewhere in the production process.
This step allows the Commissioner, if need be, to take an existing text of a Code (or develop his own text) and produce a finalised text of the Code which the Secretary of State will have to put before Parliament. (It is anticipated that this provision will not be used but is a mechanism to concentrate minds in situations where the production of a Code of Practice gets stuck for whatever reason– one suspects this power is last resort and won't be used much).
Contention is possible and can arise when the Secretary of State thinks that the Commissioner is being unreasonable in serving a Code of Practice (Transfer of Production) Notice or disagrees with the content of a Notice. In which case, the Secretary of State has the power, by order, to annul  or modify the Notice – subject to Parliamentary approval of a Statutory Instrument
Where there is unresolved contention, the Secretary of State has an order making power to overturn a Code of Practice (Transfer of Production) Notice using affirmative resolution procedures. Both the Commissioner and Secretary of State will have to argue their positions and  Parliament can thus identify the issues and take a view. There are two outcomes:

· The SI is negated and Commissioner's view prevails

· The SI is approved and the Secretary of State's view prevails.

For example, if Parliament rejects the Secretary of State's SI, there is an inference that Parliament wants the improvements that the Commissioner seeks to be put into the Code and this could permit the Commissioner to serve a Code of Practice (Transfer of Production) Notice which allows him to produce the Code of Practice.
Obviously, any Code produced by the Commissioner after he has served a Code of Practice (Transfer of Production) Notice and which is not contested by the Secretary of State, then it follows that the Code of Practice must be an Approved Code of Practice.
2.9 More about serious conflict in the production of a Code
First there are several ways in which a serious conflict between the Secretary of State and the Commissioner, as specified above, can be resolved without the need for a Parliamentary decision:
· The Commissioner can be persuaded by Ministers that the powers in relation to a Code of Practice do not need to be exercised.

· the Commissioner can report to Parliament and ask a Select Committee to study the matter and come up with recommendations (he has this ability already).
· the Secretary of State can negotiate with the Commissioner over the content of the Code and an agreement can be arrived at
· the Commissioner can serve a Code of Practice (Incompatibility) Notice  (see below) which allows the judicial process to consider the text of a Code of Practice (in whole or in part) is complaint, or is likely to be compliant, with Article 8 of the Human Rights Act.
Given that conflict between Commissioner and Government is possible, it follows that the Government should loose its ability to draw up the short list for the Commissioner. It is suggested that the Government draws up a short-list of three candidates and a Parliamentary Committee makes the decision on the appointment – after all the Commissioner reports to Parliament. The Committee can reject all three Candidates and instead, approve its own candidate. This procedure is needed to make sure that a Government apparatchik is not promoted as Commissioner. There are also arguments that the Commissioner should be appointed for a fixed eight year spell (non renewable) and that there is an express duty on the Commissioner "to protect and promote the interests of data subjects when personal data are processed".

Parliament can vote to remove the Commissioner if there is impropriety; however, this mechanism cannot be used because the Government of the day finds it convenient to remove the Commissioner.
There are two other extreme circumstances to cover: the Secretary of State who produces a Code which is excessively invasive of privacy, and the Commissioner who is seen to want something excessively protective of privacy. In this circumstances there is likely to be a draft Code of Practice (and possibly an alternative versions of the text), in the public domain, and debate about the subject can be entered into. Parliament might decide to back the Secretary of State (e.g. who might argue the Code hinders the "war on terror"); however, before this decision is made, Parliament can scrutinise the evidence before coming to a view.
It is for this reason that the Secretary of State's SI can, in appropriate circumstances, contain a provision which prevents the Commissioner from serving a Code of Practice Modification Notice or a Code of Practice (Transfer of Production) Notice for a maximum of the five years  This prohibition can be renewed on a 5 yearly basis. The objective is to allow the Secretary of State, if he obtains Parliamentary approval, to resist modifications to a Code of Practice for the duration of each Parliament. Each Parliament takes its own view.
There might be the need to modify Parliamentary Standing Orders to ensure that an order negating a Code of Practice Designation Notice cannot be remitted to a Committee of Parliamentarians, the membership of which is selected by the Government's Business Managers – this is to avoid manipulation of the SI procedure.

2.10 Code of Practice (Incompatibility) Notice
This is a notice served at any time on the Secretary of State that has established the Code of Practice Working Group. Its purpose is to resolve a dispute between the Commissioner and the Code of Practice Working Group (in many cases, this would be the Secretary of State who is his own Code of Practice Working Group).
A Code of Practice (Incompatibility) Notice can be served as a Code of Practice is under development to resolve contentious issues or to assess whether or not proposed legislation is compatible with human rights obligations. The purpose is to give access to the Courts when there is a dispute over a legal interpretation.
A Code of Practice (Incompatibility) Notice asserts that the provisions of a Code of Practice are in breach of Article 8 of the Human Rights Act or are likely to create a breach; the Notice can incorporate other Articles but only if these are relevant to privacy-related matters.
A Code of Practice (Incompatibility) Notice can be served on a data controller if the Commissioner considers the processing of personal data is not compatible with human rights obligations.

The Court thus maintains its power under the Human Rights Act (e.g. to strike out secondary legislation which is judged to be in breach of human rights law). If the Court determines that the primary legislation causes the problem, it can make a statement of incompatibility as under the current arrangements. 

The Court should be able to add to a Code of Practice, or give instructions as to how the Code is to be amended, or remove text from the Code, or advise on the incompatibility of a draft text.
3 ENFORCEMENT OF A CODE OF PRACTICE
3.1 Introduction

There are two kinds of enforcement situations 
(a) one which relates in a revision of the Code of Practice itself 
(b) one which relates to the implementation of a Code by a data controller.

The enforcement mechanism which relates to the current Act must be maintained for those data controllers or that processing which is not subject to a Code of Practice. The rest of the enforcement section assumes that the processing is subject to a Code of Practice.
With respect to enforcement, the Blueprint maintains the powers of the Commissioner at more or less the same level as in the Data Protection Act 1998. However, there are strong arguments that the Commissioner should have powers to levy fines (e.g. as the Financial Services Authority).
3.2 General position re enforcement
The 1998 Act allows data subjects to request an assessment. Instead of making this assessment in the context of the DP Act, the matter is considered in the context of compliance with a Code of Practice operable at the time. The Commissioner (or Court) hearing the case determines which Code or Codes of Practice are applicable to the case.

The Commissioner can publicise any details of a request for an assessment (the Advertising Standards Authority, for example, publish details of those who breach the Code and those who are alleged to have breached the Code but are cleared). The Commissioner can also choose not to name a data controller or publish details of an assessment The Commissioner cannot publish details which reveal a trade secret or would prejudice a commercial interest not connected to the subject of the assessment. To protect sources of information, the Commissioner can inform any person that information will not be published if this would help in making an assessment.
An offence occurs if data controllers knowingly or recklessly breach the requirements set out in a Code of Practice with the result that the processing causes unwarranted substantial damage or unwarranted substantial distress to any individual affected (e.g. there has to be a flagrant breach of a Code which results in substantial and adverse effect on data subjects or another individual). To protect sources of information, the Commissioner can inform any person that he will not be prosecuted for an offence under data protection law if this would help in an investigation.
The Commissioner has powers to perform an audit to check whether the provisions of a Code of Practice are being complied with (e.g. has access that information which specifies how compliance is to be measured as identified in the Code of Practice). Although unlikely to be needed, there may need to support this power of audit, with an offence of obstruction or a range of alternative administrative fines.
Other general powers of entry (i.e. not audit related) and seizure as per the 1998 Act – warrant from a judge.
There might be the need for special procedures in the case of the special purposes or national security - for example, audit functions in relation to national security could be undertaken by the relevant oversight Commissioner.
Information Notice and Enforcement Notice remain and the appeals process to the Tribunal is the same.

There will need to be a procedure which deals with "vexatious data subjects or vexatious data controllers" (e.g. those who use these procedures to continue a dispute by other means).
3.3 Code of Practice Recommendation
The Code of Practice Recommendation is modelled on the Practice Recommendations found in the Freedom of Information Act 2000. A Code of Practice Recommendation is an advisory notice served on a Data Controller recommending him to change procedures to align them with a Code of Practice. It is a mechanism which allows the Commissioner to quietly say to a data controller, that the Code has to be implemented properly.
The Commissioner possesses the ability to issue a Code of Practice Recommendation Notice. This is likely to follow the exercise of the audit power or when too many data subjects seem to request assessments from the same data controller (indicating a problem).

Evidence obtained during an audit that a data controller has ignored a Code of Practice cannot be used in a prosecution of the offence of "knowingly or recklessly being in breach of the requirements set out in a Code of Practice". However, failure to take note of a Code of Practice Recommendation Notice can lead to an Code of Practice Breach Notice.
There is no appeal procedure needed for a Code of Practice Recommendation Notice as it is advisory. Details pertaining to a Code of Practice Recommendation can be published by the Commissioner at any time (e.g. names of individuals or data controllers) - might be necessary as individuals might fold the business in breach and create a new one doing the same processing.
3.4 Code of Practice Breach Notice
A Code of Practice Breach Notice –is a notice served on a Data Controller requiring him to change procedures to rectify breaches of the Code. It is modelled on the Enforcement Notice found in the Data Protection Act and the Freedom of Information Act 2000.

A Code of Practice Breach Notice can require an immediate change of procedure to meet the standards of the Code; normally however, a Notice (as under the current Act) will normally specify reasonable time periods and compliance requirements which are practicable for the data controller. Obviously the Notice has to give information as to the nature of the transgression in the same level of detail as an Enforcement Notice under the current Act.
This Notice is appealable to the Tribunal to discuss what the Code requires in practice. An Appeal has to be lodged in eight weeks from the serving of a Notice.
A Code of Practice Breach Notice can require processing by a data controller to cease processing until these standards are met or the Tribunal has determined the issue in favour of the data controller. However, in the case of an Approved Code of Practice, there has to be a "reasonable cause to believe that substantial unwarranted distress or substantial unwarranted damage is caused or likely to be caused to data subjects" before the Commissioner can stop the processing.
The Tribunal has also the power to modify the text of the Code of Practice after hearing the evidence, or invite the Commissioner to serve a Code of Practice Modification Notice. The former covers the situation when the Tribunal decided that the text of a Code is clearly deficient but somehow the flaw has escaped scrutiny - the latter, when the text of the Code is wrong, but there needs to be a consultation process over the change.
If the Tribunal makes a change to a Code of Practice, then it also specifies the time when the change comes into effect. There is an appeal from the change proposed by the Tribunal, on a point of law. The Tribunal's decision is also subject to judicial review.

There are circumstances where it is possible to see that a Code of Practice Breach Notice will relate to the processing by the Secretary of State where Parliament has determined that the processing can be subject to a Code of Practice that is not an Approved Code of Practice. In these cases, Parliament can overturn the Notice by affirmative resolution. If Parliament approves the Notice, the Commissioner cannot return the issue for 5 years (i.e. each Parliament takes its own view).
3.5 Code of Practice Modification Notice
A Code of Practice Modification Notice is a notice that requires changes to the text of a Code of Practice in order to significantly improve compliance with the Data Protection Principles. Appealable to the Tribunal which considers the data protection issues and thence to the Courts on a point of law. The Secretary of State can quash a Code of Practice Modification Notice which impacts detrimentally on a public policy matter if Parliament approves (affirmative resolution procedure).

This procedure is modelled on the Decision Notice found in the Freedom of Information Act 2000. A Code of Practice Modification Notice can be used to modify or augment the text of a Code of Practice to ensure the correct interpretation of a particular section. 
Any data controller or data subject can ask the Commissioner to issue a Code of Practice Modification Notice because the Code of Practice needs updating or augmented. The proposed change to a Code has to significantly improve compliance with an obligation under the Act, and the data controller or data subject proposing the change has to show where this improvement lies. It could be that the data controller wants to use a process which is not defined in a Code and wants the Code to include his processes as being compatible with the Code. A data subject might argue that the Code is deficient in some way. Note that this engages data subjects and data controllers with the Code.

In other words, the applicant has to demonstrate that there is a matter of substance in relation to the Data Protection obligations which is worthy of the need to issue a Code of Practice Modification Notice. 

Before issuing a Code of Practice Modification Notice which changes a Code of Practice,  the Commissioner has to consult the relevant Code of Practice Working Group, and any other persons or bodies which the Commissioner deems relevant to making an informed decision. This is ensure that the Commissioner obtains a wide number of views.
There is a problem if the Commissioner is the Code of Practice Working Group and is wanting to change a Code that he is responsible for. In these circumstances, it is suggested the Commissioner consults data controllers and data subjects and that a Code of Practice Modification Notice can be appealed to the Tribunal.
The Code of Practice Modification Notice is appealable by any party to the Tribunal. Any person affected by a Code of Practice Modification Notice can appeal to Tribunal over the proposed change. So a data subject affected by the Code, or data controller subject to the Code, could argue against the proposed change to a Code. Additionally, the Code of Practice Working Group could also appeal if it thinks its recommendations to the Commissioner as part of the Commissioner's consultations, have been ignored. Any appeal has to be on a legal basis (e.g. the Commissioner's proposed change is in error).
The Commissioner can decide not to issue a Code of Practice Modification Notice but has to explain why to the applicant. The Commissioner can decide not to issue a Code of Practice Modification Notice because the improvement is not substantial enough, but worthy of consideration in the Code's five yearly review.

The Commissioner can decide himself that that a Code needs updating - in which he can issue a Code of Practice Modification Notice. However, the Commissioner has to identify the matter of substance in relation to the Data Protection Principles. In this case the relevant Code of Practice Working Group or the Secretary of State can appeal to the Tribunal.
A Code of Practice Modification Notice can specify when the change comes into effect. Usually one would expect this time period to be "reasonable" and established in the Notice. For example, some changes can be deferred to the time of the five yearly review, but in exceptional circumstances, where the is a risk of "substantial unwarranted damage or distress" to data subjects, then the time period can be less, in some cases "immediate". If the change involves substantial modifications to the system, then one can see longer periods being specified. An appeal to the Tribunal can be based on the fact that there is an unreasonable time period set by the Commissioner in the Code of Practice Modification Notice.
The Commissioner can refuse to hear a case which is vexatious (i.e. a data subject or data controller is using these provisions to further a dispute by other means).
The Secretary of State can from the view that public policy requires the quashing of a Code of Practice Modification Notice but has to use an affirmative SI procedure. Both the Commissioner and Secretary of State will have to argue their positions and  Parliament can thus identify the issues and take a view. There are two outcomes:

· The SI is negated and Commissioner's view prevails

· The SI is approved and the Secretary of State's view prevails.

If Parliament approves the Secretary of State's SI the Commissioner cannot serve another Code of Practice Modification Notice for 5 years (i.e. the Commissioner and return the issue to a later Parliament).
If the Secretary of State uses this procedure, the Commissioner can declare that the Code of Practice is no longer be considered to be an Approved Code of Practice.

3.6 Reviews to Codes of Practice
Every five years, the Codes of Practice are reviewed by the Code of Practice Working Group in consultation with the Commissioner. Changes introduced by any Code of Practice Modification Notice and other revisions can be incorporated into the text in a coherent way.
The revised Code is submitted to Parliament in the way identified previously - note that it is possible that a Code of Practice might loose its status as an Approved Code of Practice.

Any dispute at to the revised text can be settled by reference to the SI procedures identified above.

The Commissioner can before the review, refresh the approval criteria.

4 OTHER ISSUES CONCERNING CODES OF PRACTICE

4.1 Overview of this section.

This section contains a pot-pourri of further  explanations which are needed to underpin the Blueprint. These:

· show the Blueprint is a development from the existing Data Protection Act which allows the Information Commissioner.
· explain the wider benefits that a system based on Codes of Practice would bring.
· provide further detail on the separation between Primary and Secondary legislation and explain how Secondary legislation could be brought under a Code of Practice framework.
· explain why this Blueprint avoids the pitfalls that scuppered Lindop's use of Codes of Practice.
· explore its application to other regulators and a possible weakness in the Blueprint.

4.2 The Blueprint is a development from the existing Act

The Blueprint can be seen as a natural development from the existing section 51 of the current Data Protection Act 1998 in that it enhances the role of Codes of Practice in data protection compliance. Section 51 states that "It shall be the duty of the Commissioner to promote the following of good practice by data controllers and, in particular, so to perform his functions under this Act as to promote the observance of the requirements of this Act by data controllers".

Section 51(4) states that "The Commissioner shall also- 

(a)
where he considers it appropriate to do so, encourage trade associations to prepare, and to disseminate to their members, such codes of practice, and

(b)
where any trade association submits a code of practice to him for his consideration, consider the code and, after such consultation with data subjects or persons representing data subjects as appears to him to be appropriate, notify the trade association whether in his opinion the code promotes the following of good practice".

In addition, Section 51 determines "good practice" in terms which go wider than the privacy concerns. Good practice means  "such practice in the processing of personal data as appears to the Commissioner to be desirable having regard to the interests of data subjects and others, and includes (but is not limited to) compliance with the requirements of this Act".

In other words, "good practice" can be encapsulated in a Code of Practice and the current Act permits Codes to be developed that range wider than privacy matters (e.g. can deal with the surveillance society issues). In the Blueprint, the Commissioner can mandate the production of a Code of Practice, can influence its content and any serious argument over the Code's detrimental impact on public policy can be resolved by Parliament. 
Under the current Act, Codes of Practice are becoming familiar to those who work in data protection: such Codes are already used in the context of employment, benefit fraud, policing, health, CCTV, press, communications data retention. The novelty in the Blueprint therefore does not relate to the content of the Codes of Practice or their existence – it relates to the status of the Codes, and the way in which they can be changed.

4.3 The benefits of a system based on Codes of Practice

The Data Protection Principles in themselves are abstract and have general application. Moving to a system of Codes of Practice is intended to breathe practical meaning into these Principles by using a Code to set the processing of personal data in the context of a particular processing purpose. A Code of Practice should outline the key procedural elements which ensure the obligations under the Principles are realised and which identifies benchmarks to allow a data controller's practice with respect to data protection to be assessed.

For the private sector (and many public sector data controllers), a move to data protection compliance based on Codes of Practice will lead to more certainty as there is more procedural meat on the bare bones of the Principles. Most data controllers want clarity as to what to do – not speculate on what the Principles may or may not mean in practice. Similarly, data subjects want to know the detail of the procedures which protect their interests; they do not want to analyse a set of general data protection principles, set in a legal text,  where it can be difficult to see what the safeguards are.
As the development of a Code of Practice involves data controllers working in the area, the Code is practically based as it has input from those who it will regulate. The Code of Practice can be amended to meet new circumstances or techniques and data subjects also benefit – they know more precisely how their personal data are processed and the standards they can expect from data controllers. As will be seen, both data subjects and data controllers can be involved in a Code's development.

The Blueprint assumes that the Courts will interpret the Code purposively, and not – as it does with legislation – line by line, word by word, or extracting meaning by assuming the law comprises a set of logical propositions from which meaning can be deduced.

4.4 Convergence of a Code of Practice to the correct balance

As a Blueprint provides a mechanism for Codes of Practice to be amended by data controllers, data subjects or the Information Commissioner, it does not matter whether the starting text of a Code is privacy friendly or interference friendly.

If the Code of Practice were too data controller friendly, then actions of data subjects would eventually reign it in. The converse would be true of a Code which was too overtly privacy protective, data controllers can apply to amend the Code to meet the obligations under the Principles. Obviously, one would expect a Code of Practice that has been approved by the Commissioner to begin at more or less the correct balance – but it can be seen that this is not a pre-requisite.

4.5 A separation between Primary and Secondary legislation

The Blueprint exploits the difference between Primary and Secondary legislation. The purpose of the legislation is usually set out in clauses in primary legislation; such legislation establishes public policy and is often justified by ministers in terms of an electoral mandate. For example, the Children Act 2004 establishes that its purpose is to protect all children at risk and that a database of all children has to be compiled, even though the vast majority of children are not at risk. It is well known that the Information Commissioner is on the record of saying that a data protection analysis would result in a database that would contain only personal data relating to those children identified as being at risk or potential risk.

The Blueprint does not impact on social or public policy as determined in primary legislation that has gained the support of Parliament – in this case, the decision of Government to build a comprehensive index on all the UK's children. This is because enacting legislation is the prerogative of Government and because primary legislation is subject to detailed scrutiny by both Houses of Parliament. Thus the fact that Parliament has approved the primary legislation that establishes an all-inclusive database of all children would not be subject to challenge on the grounds it breached data protection rules.

However, when powers are exercised, they are being exercised not to realise the key planks of public policy, but rather how that policy is to be achieved or implemented. It is these powers, that are exercised in the context of implementation of policy, which will be brought within a framework governed by a Code of Practice. This means as soon as a Code of Practice becomes operable, it is the Code and not the powers which determine how the Principles apply to the processing objectives. One of the important tasks of the Code's preparation will be to identify all relevant powers which are to be brought into the ambit of a Code.

So, for example, the powers in section 12(6) of the Children Act would become subject to a Code of Practice (see Appendix 1). The Code would not apply to the policy that that personal data are to be shared with certain bodies explicitly specified in the primary legislation in section 12(7)(a)-12(7)(e) (e.g. the fact of disclosure of personal data to the Learning and Skills Council in England for purposes defined in the Children Act). However, the Code would apply to what items were disclosed and how the items were to be disclosed as these items have to be specified in regulations. One would expect the Code to initially specify, identify or describe the actual types of relevant personal data items that would be disclosed, or arrangements for the security of any disclosure. Later versions of the Code would be based on experiences, and over time, the Code would become more explicit as to the disclosure arrangements.

Note also that the Code of Practice would also apply to any disclosure of personal data relating to section 12(7)(f) as the bodies would be identified by powers exercised by the Secretary of State. One would also expect the Code to specify that these additional bodies would have be established for purposes related to the specific purposes identified in the Children Act – and of course disclosure would be limited to relevant personal data. 

The retention period in section 12(6)(g) of the Children Act which governs regulations concerning the retention of personal data. would be subject to retention criteria set out in a Code of Practice. By contrast if, however, the primary legislation had stated that personal data were to be retained for 40 years, then the Code would not contain retention criteria – except to state the 40 year period.

Suppose a Code of Practice, even one that had been approved by the Commissioner, had allowed an inappropriate processing operation (e.g. disclosure, retention, use, security); then no doubt, data subject advocates would press for a change in the Code. Similarly, suppose the Code did not allow a particular processing operation – in this case, child protection professionals would press for a change, arguing that the processing operation would not breach a Principle. Note that because the Code can be changed, it is responsive to events. Any change to a Code would have to be supported on evidence presented in the context of that processing authorised by primary legislation.

Another way of justifying the split between primary and secondary legislation is by reference to Parliamentary procedure. Both Houses of Parliament considers primary legislation in detail (three readings and a Committee and Report Stage) whereas secondary legislation is not treated to the same degree of scrutiny (e.g. whereas primary legislation can be subject to amendment and debates on specific amendments, secondary legislation is not usually debated in detail).

So to complete the Children Act illustration, section 12(6) which begins with "(6) Regulations under subsection (5) may in particular make provision …" would have to be replaced (by the framework law establishing the Blueprint) with something on the lines "(6) A Code of Practice dealing with the balance between the interests of data subjects and data controllers may in particular make provision…" as soon as the relevant Code becomes operative. This explains why one of the important tasks of a Code of Practice Working Group will be to identify all the relevant powers which are to be brought into the ambit of a Code.
In some pieces of legislation, the matter can be more easily dealt with. For example, section 251(7) of the NHS Act 2006 reads "Regulations under this section may not make provision for or in connection with the processing of prescribed patient information in a manner inconsistent with any provision made by or under the Data Protection Act". This can be changed to "Regulations under this section may not make any provision which is contrary to the Code of Practice dealing with the processing of prescribed patient information".

It can now be seen that a Code of Practice which is not 100% under the control of a Secretary of State might be seen by the Secretary of State as interfering with the Minister's ability to set the public policy agenda. One assumes, that if a conflict in this area arose there would be a period of private discussion and/or public debate between Minister and Commissioner. But, if agreement cannot be reached, the Blueprint provides powers for the Secretary of State to overturn the views of the Commissioner and resolve the public policy issues in favour of the Secretary of State. Such tension is the deliberate intent of the Blueprint; it is a result of requiring the Secretary of State to seek Parliamentary approval for his public policy decision to override the Commissioner's view of how data protection should apply.
However, the exercise of powers to overcome the Commissioner's view on the grounds of a public policy requirement has to be approved by an affirmative route by both Houses of Parliament. The Commissioner and Secretary of State can both choose to table reports which explain why they take the view they do. If need be, Parliamentary Select Committees could review the evidence and call witnesses. However, at the end of the day there are only two options: Parliament scrutinises the arguments and votes to support the  Commissioner's or the Secretary of State's view.

Note that when there are cases of dispute, the matter is resolved by Parliament. This enhances Parliament's role in scrutinising public policy established by Ministers – and Ministerial accountability to Parliament. However, it is recommended that the Standing Orders of both Houses of Parliament are amended to identify a set of secondary legislation which must be debated singly on the floor of the House and may be referred to a Select Committee in the way a draft Bill is. This is to ensure that the Government Business Managers do not misuse its ability to set the Parliamentary agenda, and undermine the mechanism identified here.

European Community Treaties and Legislation, enacted by using the powers in the European Communities Act 1972 or the European Communities (Amendment) Act 1998, if the Community Treaty or Legislation contain powers which relate to the processing of personal data become subject to the Blueprint and a Code of Practice. However, if the powers are implemented in primary legislation, then the powers will not be subject to a Code of Practice to the same extent. The effect of this is that Government might, for example, choose to use primary legislation if it felt that public acceptability of its policy towards the processing of personal data would be more certain if there was detailed Parliamentary scrutiny. There again, the Blueprint enhances the role of Parliament.
4.6 The role of the Courts

There is an alternative to having a system which refers to Parliament to resolve public policy issues; this is to have one which refers to the Courts. The problem with relying on the Courts is one of timing, as the Courts are involved when something HAS happened (usually long after the event) and this delay is difficult to reconcile with a Blueprint which is trying to apply data protection to events as they emerge. It is for this reason that a Parliamentary process is preferred - despite the reservations of many as to the quality of Parliamentary supervision; however, the Blueprint does provide the Commissioner the power to approach the Court to determine whether legislation is compatible with human rights obligations.

Another reason rests with what the Courts would look at, and it is instructive to illustrate this by reference to Article 8 of the Human Rights Act. The first part of the Article establishes that "Everyone has the right to respect for his private and family life, his home and his correspondence" and Article 8(2) provides exceptions by stating that "There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others".

This means that any interference with the Article 8 right must pass three legal tests. Is the processing of personal data  in accordance with law? Is it in the interests of the legitimate objectives identified in Article 8(2)? Is it "necessary in a democratic society?". Note that these legal tests apply to question  "whether the processing occurs?". In many instances of data protection, the question being raised is not "whether processing occurs" but rather "how processing occurs".

Finally, the Courts do not have a tradition, as happens in the USA, of setting public policy (e.g. in the USA, the Supreme Court has related the USA Constitution to issues such as abortion, the death penalty or internment without trial). Although the Courts in the UK have defined these boundaries (e.g. whether the action of a government was lawful), the tradition in the UK, for better or worse, is to have such boundaries to be determined by a Parliamentary process.

4.7 Differences from Lindop's use of Codes of Practice

The Lindop Report on Data Protection (Cmnd. 7341, December 1978) proposed an independent authority which would produce statutory Codes of Practice. To some extent this Blueprint is a development from Lindop's pioneering work.
In 1979, Lindop's Report was rejected mainly because an incoming Government did not want an independent Data Protection Authority, establishing wide ranging rules for the processing of personal data, via statutory codes of practice whose content could be determined by a mechanism which was relatively independent of Ministerial or Parliamentary control.

Back in 1979, there were very few independent regulators and it can be argued that this objection is not as important as there is now a host of powerful regulators (e.g. FSA, OFCOM, OFT) which establish binding obligations on organisations (e.g. through imposing licensing conditions which are not subject to Parliamentary/Ministerial approval) and through the exercise of enforcement powers.

However, there is a need to dispose of the "Lindop objections" only to show how the approach out-lined here is different.
· One argument levelled against Lindop's Codes of Practice was that they would be statutory and therefore rigid. In the Blueprint outlined here, the Codes are not statutory, can be changed and modified to meet changes in processing circumstances.
· Another argument was that Lindop's Codes of Practice were to be produced by an independent Data Protection Authority. This means the Authority could determine or develop public policy in relation to the processing of personal data which really was the preserve of an elected Government. In the Blueprint outlined here, the Secretary of State (Secretary of State) maintains policy control subject to Parliamentary approval.
· Finally, Lindop's Code of Practice idea was criticised because this effectively allowed an unelected Quango to produce a statutory Codes of Practice. In the Blueprint outlined here, the Quango can change a Code of Practice, but the Code is first produced under the auspices of the Secretary of State.

Despite the official rejection of Lindop's Report, his idea of using Codes of Practice have been used by Ministers in their attempt to be seen  to balance the individual to preserve privacy and the needs of a data controller to interfere with private life. Such an approach has taken root; there are Codes of Practice in banking, benefit fraud, many aspects of policing, CCTV, human resources, communications data retention, marketing and the Press.

4.8 A comment on other regulators

The novel device in the Blueprint is to allow the regulator to serve notices which, if they are deemed to conflict with matters of public policy, can be overturned by the Secretary of State by reference to Parliament. The Blueprint is structured so that: pressure groups and business can challenge the rules, the regulator can change the rules and make certain things happen, and the Secretary of State can resist the regulator's actions by reference to Parliament. This means that Parliament becomes the focus for any resolution of a dispute and the Courts resolve those disputes which are legal in nature. The role of the Secretary of State is modified slightly by the need to seek Parliamentary approval.

It is suggested that all system which engages all parties will augment the characteristics of a functioning and vibrant democratic debate about an important social issue. The Blueprint uses procedures designed to enhance the role of Parliament and thereby engage more individuals and bodies in political life of the country. For this reason, it is suggested that aspects of the Blueprint could be applied in other regulatory situations in order to improve the involvement by society in the regulatory process.

4.9 Weakness in the Blueprint

The assumption underpinning this Blueprint is that Parliament has the wherewithal to scrutinise the Executive and the Blueprint provides a formal mechanism for it to do so. Whether Parliament does provide adequate scrutiny is another question not considered here although it is acknowledged that there are powerful voices that argue that Parliamentary procedure has shown to be incapable of delivering effective scrutiny (e.g. the decision to use the data base associated with the ID Card for public administration,  Lord Butler's Report into the War with Iraq, the Scott Inquiry into the Supergun affair all of which contain commentary about the state of Parliamentary supervision of the executive branch of government).

One reason for these problems is that in the UK there is an imperfect separation of powers. Whereas in the USA, the Constitution separates executive, legislature and judiciary, the arrangements in the UK do not. For example, Members of the Government vote in the legislature as Members of Parliament and the "payroll vote" can always be relied upon to support Government policy. The Government also has control of the Parliamentary business, and can often influence who performs the scrutiny and when, and often acts to limit debate on certain subjects.

One of the most important powers the Commissioner has is the power to test a Code of Practice against Article 8 of the Human Rights Act. This power acts as an additional support in case Parliamentary scrutiny is, for whatever reason, curtailed or diminished.

As the Blueprint depends on Parliamentary Scrutiny of Powers, it is recommended that the Standing Orders of both Houses of Parliament are reviewed; this is to ensure that the Government Business Managers do not misuse its ability to set the Parliamentary agenda, and undermine the mechanism identified here.

5 APPENDIX 1: SECTION 12 OF THE CHILDREN ACT 2004
5.1 Illustration of wide ranging powers

This serves as an illustration as Ministers being able to specify how the Principles work in practice. I have highlighted the key provisions where Ministers have control over issues such as management of personal data, use, content, disclosure, security, accuracy and rights – usually the preserved of the data protection principles.
	Information databases (Section 12) 

	    (1) The Secretary of State may for the purpose of arrangements under section 10 or 11 above or under section 175 of the Education Act 2002- 
 

	(a) by regulations require children's services authorities in England to establish and operate databases containing information in respect of persons to whom such arrangements relate;

	(b) himself establish and operate, or make arrangements for the operation and establishment of, one or more databases containing such information.

	    (2) The Secretary of State may for the purposes of arrangements under subsection (1)(b) by regulations establish a body corporate to establish and operate one or more databases. 

	    (3) A database under this section may only include information falling within subsection (4) in relation to a person to whom arrangements specified in subsection (1) relate. 

	    (4) The information referred to in subsection (3) is information of the following descriptions in relation to a person- 

	(a) his name, address, gender and date of birth;

	(b) a number identifying him;

	(c) the name and contact details of any person with parental responsibility for him (within the meaning of section 3 of the Children Act 1989 (c. 41)) or who has care of him at any time;

	(d) details of any education being received by him (including the name and contact details of any educational institution attended by him);

	(e) the name and contact details of any person providing primary medical services in relation to him under Part 1 of the National Health Service Act 1977 (c. 49);

	(f) the name and contact details of any person providing to him services of such description as the Secretary of State may by regulations specify;

	(g) information as to the existence of any cause for concern in relation to him;

	(h) information of such other description, not including medical records or other personal records, as the Secretary of State may by regulations specify.

	    (5) The Secretary of State may by regulations make provision in relation to the establishment and operation of any database or databases under this section.
 

	    (6) Regulations under subsection (5) may in particular make provision- 
 

	(a) as to the information which must or may be contained in any database under this section (subject to subsection (3));

	(b) requiring a person or body specified in subsection (7) to disclose information for inclusion in the database;

	(c) permitting a person or body specified in subsection (8) to disclose information for inclusion in the database;

	(d) permitting or requiring the disclosure of information included in any such database;

	(e) permitting or requiring any person to be given access to any such database for the purpose of adding or reading information;

	(f) as to the conditions on which such access must or may be given;

	(g) as to the length of time for which information must or may be retained;

	(h) as to procedures for ensuring the accuracy of information included in any such database;

	(i) in a case where a database is established by virtue of subsection (1)(b), requiring children's services authorities in England to participate in the operation of the database.

	    (7) The persons and bodies referred to in subsection (6)(b) are 

	(a) the persons and bodies specified in section 11(1);

	(b) the Learning and Skills Council for England;

	(c) the governing body of a maintained school in England (within the meaning of section 175 of the Education Act 2002 (c. 32));

	(d) the governing body of an institution in England within the further education sector (within the meaning of that section);

	(e) the proprietor of an independent school in England (within the meaning of the Education Act 1996 (c. 56));

	(f) a person or body of such other description as the Secretary of State may by regulations specify.

	    (8) The persons and bodies referred to in subsection (6)(c) are- 

	(a) a person registered in England for child minding or the provision of day care under Part 10A of the Children Act 1989 (c. 41);

	(b) a voluntary organisation exercising functions or engaged in activities in relation to persons to whom arrangements specified in subsection (1) relate;

	(c) the Commissioners of Inland Revenue;

	(d) a registered social landlord;

	(e) a person or body of such other description as the Secretary of State may by regulations specify.

	    (9) The Secretary of State may provide information for inclusion in a database under this section.

	    (10) The provision which may be made under subsection (6)(e) includes provision for a person of a description specified in the regulations to determine what must or may be done under the regulations. 

	    (11) Regulations under subsection (5) may also provide that anything which may be done under regulations under subsection (6)(c) to (e) or (9) may be done notwithstanding any rule of common law which prohibits or restricts the disclosure of information.
 

	    (12) Any person or body establishing or operating a database under this section must in the establishment or operation of the database have regard to any guidance, and comply with any direction, given to that person or body by the Secretary of State. 

	   (13) Guidance or directions under subsection (12) may in particular relate to-

	(a) the management of a database under this section;

	(b) the technical specifications for any such database;

	(c) the security of any such database;

	(d) the transfer and comparison of information between databases under this section;

	(e) the giving of advice in relation to rights under the Data Protection Act 1998 (c. 29).


6 APPENDIX 2: WHY SOME OF THE DEFICIENCIES HAVE EMERGED

Note: The material in this Appendix has been collated from material published in Data Protection & Privacy Practice, and given in evidence given to Select Committees of Parliament.
6.1 Why the current framework is becoming unbalanced?

The problems in the current framework of data protection law can be summarise as:

1. Government Departments are increasingly being considered to be a single data controller whereas the Data Protection Act assumes an array of separate data controllers. This change is a consequence of data sharing statutory gateways which allow personal data collected for one purpose by one Department to be used for other purposes under the control of different Departments. In data protection terms, this especially degrades the protection afforded by the Second Principle (purpose limitation).

2. Government is in a unique position as it can enact legislation or use existing powers to modify the impact of all the Data Protection Principles in order to meet its processing objectives, and in data protection terms, this ability degrades the protection afforded by the most Principles
. So when Ministers claim that "the Data Protection Act applies" the claim can be disingenuous
, if Ministers can subsequently use powers to modify the impact of the Principles.

3. Legislative powers which impact on the processing of personal data are often needed to provide flexibility as to how the processing of personal data is to occur, or to allow for the use of the techniques or technology not yet designed. A problem arises because the time when the legislation is enacted by Parliament is often separated, by years, from the time when policy is implemented through the use of technology. To introduce a degree of flexibility, widely drawn powers are defined and this exacerbates the risk of function creep or use of powers by a future Government in a different context. The Identity Card project is an example of how aspirations for the use of a database can change.

4. Powers established by Parliament in a bygone age have been used to justify vast tracts of data sharing or data access
. It is arguable that it is unsafe to leave broad powers on the statute book and that approval of certain powers should be refreshed by Parliament (e.g. every 10 years).

5. Retention policies (e.g. DNA database, communications data, retention of ID Card data) enhance the surveillance potential of the data and raise questions of trust
. If Government is delivering joined-up services, the risk is that mistrust of one part of Government activities is likely to also become joined-up and extend to all Government services.

6. Government Ministers are often responsible for policies which require interference with private and family life, or have oversight or responsible for the organisations which undertake such interference. A conflict of interest arises as these Ministers, at the same time as being accountable for this interference, establish the procedures which protect private life from such interference. In the Serious Crime Bill before Parliament, for example, the Audit Commission are similarly conflicted
. This conflict of interest has to be resolved: the organisation/Minister performing (or responsible for) the interference should not have control of the rules which protect privacy from that interference.

7. Legislation often defines widely drawn purposes (e.g. the purpose of "the efficient and effective delivery of public services" as defined in the ID Card Act). This degrades the protection of those Principles which are usually interpreted assuming a narrowly drawn "purpose" of the processing (e.g. the processing is necessary for the delivery of one particular service – for example, Council Tax)
.

8. Whereas government services are becoming joined-up, the protection afforded by the regulators who operate in the area of law enforcement and national security are becoming increasingly disjointed
.

9.  The Information Commissioner, when he raises privacy issues which need to be resolved, is seen by Government (and is often treated as such) as part of the opposition to the policy. The result is that privacy concerns form part of the political debate about the policy (i.e. whether personal data should be processed) and often are not fully addressed in the implementation of policy (i.e. how to process personal data)
.

10. The Information Commissioner is not a powerful regulator. The Commissioner cannot audit compliance with the Data Protection Act without permission; the Commissioner cannot "name and shame" transgressors following an assessment without permission; the Commissioner cannot fine data controllers that breach a data protection principle
.

11. Data retention policies are likely to be subject to function creep. The reason is that retained data are stored on a systems that costs £millions and there will be pressure to demonstrate value for money (e.g. by using the data for other purposes). That is why the NIR started life as a security system and is now a public administration, identity management and security system.
12. Data retention policies require the public to trust the authorities performing the interference. The public has to trust that any use of retained data is limited to justified purposes approved by Parliament. The public have to trust that all staff who have access to the data are fully trained not bend the rules. The public has to trust that procedures which authorise interference are followed scrupulously. The public have to trust the politicians not change the law or use powers to permit function creep. All this trusting is one directional – from the public.

13. Data subjects and data controllers cannot contribute directly to the policy or procedures which surround data protection compliance. Ministers produce Codes of Practice in isolation from data subjects whose personal data are processed and data subjects are often excluded from the process of producing a Code of Practice
.

14. Parliamentary scrutiny of privacy matters needs to be strengthened, especially when powers which impact on privacy are used by Ministers. The European Parliament has little power in respect of decisions made at the Council of Ministers. This is especially the case in the field of national security
.

15. The current Parliamentary arrangements are not responsive to the increasing number of international commitments, unofficial agreements between Ministers from different regimes, and treaties which require transfers of personal data from the UK to other countries
.

16. Parliament does not receive the information it needs to scrutinise legislation in the field of Human Rights
.

17. The current arrangements do not contain a viable mechanism which emphasises the complimentary nature of data protection and law enforcement, and which can ease the tensions which arise. Maintaining the privacy of the individual and assisting the authorities in the field of law enforcement are far too often seen as in total opposition, when in most cases, they are complimentary (e.g. security of disclosure of personal data; accuracy of data disclosed)
. However, the merger of security and privacy on the European Commission model is not the solution as this risks making privacy subservient to the security objectives.

18. Parliament has not been given any background to the reasons why the European Commission think the UK's Data Protection Act 1998 is deficient; nor has Parliament explored these issues, yet Government often claim that processing of personal data will be protected by the Data Protection Act.





































� Processing is used in its meaning with respect to the DPA. It means any operation performed on personal data (e.g. use, collect, disclose, retain etc).


� The Blueprint uses the term "Commissioner" to mean the independent data protection/privacy regulator


� Lindop Committee Report, Cmnd 7341, 1978


� The UK's Commissioner has determined around 35 purposes that need notification, and it is reasonable to assume that the maximum number of Codes of Practice that will be needed is of that order


� Section 12 of the Children Act 2004, for example, allows Ministers to enact powers which can apply to the content of personal data store on a database as well as accuracy, security, retention, management, disclosure and access.


� A general statement on the lines that "the database will comply with the Data Protection Act" was given, for example  on 20 Apr 2006 : Column 807W; and 20 Jul 2005 : Column 1784W and 16 Nov 2004 : Column 1430W in relation to ID Cards Act. Or 1 Sept 2004 : Column 774W and 2 Nov 2004:Column 228 for the Children Act 2004.


� HMRC often justify taking copies of databases under the Taxes and Management Act of 1970. Parliament did not discuss this Act in the context of database access – mainly because the technology was not developed (e.g. in 1970, a mainframe computer with 256K of memory – which filled a large room-  was a rarity – now a memory stick measuring a couple of inches has ten times as much memory).


� There are examples of trust being lost. For example, parents who object to the police retaining DNA of their children who have been mistakenly arrested, parents who object to their childrens details being retained on a child at risk register when there is no risk, and  patients who object to the holding of medical records centrally.


� The Audit Commission is to produce its  own Code of Practice to govern  its own data matching  activities.


� For example, if someone says "data item X is relevant to a housing benefit purpose", the claim can objectively be tested- is the data item relevant or not relevant to the housing benefit purpose? However, there is no viable test as any data item X is likely to be  relevant to the efficient delivery of public services. It is going to be difficult to show a breach of a Principle if the Commissioner has to prove "inefficiency". Most of the data protection principles are defined in terms of a purpose which is assumed to be narrow.


� Oversight of the Intelligence Services (except interception practices) is carried out by the Intelligence Services Commissioner. Oversight of interception is carried out by the Interception of Communications Commissioner. The Office of Surveillance Commissioners is responsible for oversight of property interference under Part III of the Police Act, as well as surveillance and the use of Covert Human Intelligence Sources by all organisations bound by the Regulation of Investigatory Powers Act (RIPA) (except the Intelligence Services). There is an Information Commissioner, a National Identity Scheme Commissioner, the Commissioners who deal with Northern Ireland policing/terrorism and the Police Complaints mechanisms and the various Parliamentary Ombudsman could also be drawn into the supervision business. Recently the Financial Services Authority levied a £1 million fine in a case of inadequate security of personal data held by the Nationwide Building Society.


� The Information Commissioner's views on the ID Card provides an example. The Home Secretary said that the Information Commissioner was "a long-standing opponent of the identity card system" (28 Jun 2005: Column 1157).


� Unlike the FSA which recently fined the Nationwide £1 million for breaches of security of personal data


� I have developed a mechanism whereby Codes of Practice can be challenged by stakeholders – this can be made available to the Committee if it wants it.


� Joint Committee On Human Rights, Third Report ("Counter-Terrorism Policy and Human Rights: Terrorism Bill and related matters"), Session 2005-2006, Written Evidence 156.


� International Treaties or Decisions of the Council of Ministers are often presented to Parliament as fait accompli – for example the ICAO agreement to capture two fingerprints was used in Parliament to justify the capture of all ten fingerprints for the purpose of the ID Card.


� 19th Report of the Joint Committee on Human Rights (session 2004-5) calls for a "Human Rights Assessment" to be published.


� If staff are properly trained in procedure, if powers are properly applied in the correct way and in the correct circumstances, and there is no "mission creep" or" function creep", then privacy and security can co-exist.


� FOI requests dealing with these details have been denied on the grounds that release would jeopardise international relations (Decision Notice FS50110720 on the Commissioner web-site) and Parliamentary Questions (28 Nov 2005 : Column 126W; 20 Jun 2005 : Column 814W) have not provided any meaningful information. The hearsay chatter on the grapevine is that the Commission has unease at the UK's Data Protection Act because: (a) the Court has unfettered discretion to deny the right of access to personal data; (b) the powers of the Commissioner are weak; (c) the transfer arrangements under the 8th Principle are not exactly as the Directive requires; and (d) the definition of personal data is too narrow. The definition of Relevant Filing System is seen to be too narrow, but the Commission recognises that the extent to which manual files are covered  is subject to the discretion of Member States when implementing the Directive.
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