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Background to the submission
In 1990, Sir Nicholas Browne-Wilkinson who later became a Law Lord, granted an injunction restraining the police from using seized documents for purposes other than crime prevention. In his judgment, he commented that "if the information obtained by the police, the Inland Revenue, the social security services, the health service and other agencies were to be gathered together in one file, the freedom of the individual would be gravely at risk".

However, this "gathering together" is a by-product of the database associated with the ID Card. This Card will be associated with a database which contains a record of up to 50 items of personal data on every citizen in the UK and will possess an audit trail which will identify when each citizen uses the Card to access any public or private service which needs an identity check prior to service delivery. This audit trail could eventually contain details such as the bank where you have opened an account, the GP who you register with or what car hire company you have used. In other words, the database provides a handy look up table which the authorities can use to know where to find more detailed information about you.

In relation to the audit trail in the ID Card database, the Information Commissioner echoes the Browne-Wilkinson theme – he says "The primary aim of the government with this legislation should be to establish a scheme which allows people to reliably identify themselves rather than one which enhances its ability to identify and record what its citizens do in their lives".
And what is behind the policy of "joined up services" – a  key objective  of the current Government? Well its data sharing that brings together a number of diverse databases collected for different purposes for a shared purpose; personal data originally collected for distinct purposes A or B become further processed for purposes A and B. Similarly what is "data retention" but a negation of the Fifth Data Protection Principle which requires the destruction of personal data which are not wanted. Data retention is the keeping of personal data in case they become useful – mainly for the police, inland revenue and security services. Note that I am not saying that such data sharing or retention activities are automatically bad or without merit – the question which needs to be answered is "what protects the individual against misuse of powers?".

In Appendix 1, concerning the analysis of the ID Card Bill (nearly an Act), I show that there is little protection to be had via the Data Protection Act 1998. This is because when Government takes powers to define purpose, content, disclosure and retention – the safeguards associated with four key data protection principles are diminished. In the case of ID Card Bill, another principle relating to keeping personal data up to date becomes the responsibility not of the data controller but of the data subject who holds the ID Card; failure to update your records can result in a fine. This problem is not unique to the ID Card legislation, it appears in other legislation such as Section 12 of the Children Act (see Appendix 4), where Government ministers now have powers to control how the data protection principles work in practice for child protection purpose. Future legislation can be expected to follow the same pattern.
Pretend the Data Protection Act is a card game between the data controller and the data subject where the game revolves around eight data protection rules and the adjudicator of the rules is an independent Information Commissioner. If Ministers have powers to specify the rules of the game, then this allows the deck to be stacked. Indeed, Ministers often possess a conflict of interest when considering privacy matters – how can Ministers establish privacy protection for individuals yet at the same time carry political responsibilities for the public authorities or policies which require interference with private life of the very same individuals?
So can the Courts protect the individual from misuse? In Appendix 2, I show that in the context of the use of personal data in the context of terrorism and policing, the Courts normally defer to the wishes of the Secretary of State who is responsible for the police and security services. In that section, I also show that there are several overlapping Commissioners which supervise different aspects of the work of the national security agencies; and the Commissioner for the ID Card has just been added to the list. So whilst Government increasingly becomes "joined-up", the protection for the individual becomes more disjointed. I believe that the system of supervision of these agencies lacks credibility, is fragmented and what scrutiny there is, is inadequate. The result is that privacy of the individual can be at risk.

What about Parliament? In both Appendix 1, 2 and 5, I show that Government has effectively ignored the comments made by Parliament's scrutiny committees and have made statements about privacy which have yet to be substantiated. Effective scrutiny means responding to issues raised by Parliament, but this has not happened. Good governance means justifying the reasoning behind the decision taking process and being transparent – but this has not happened in relation to the ID Card Bill and other legislation.
Privacy is an important right – that is why totalitarian regimes always invade privacy because they know that one needs a private space to develop, or organize around, a dissenting thought. Each diminishing of privacy has the same effect – each slice has the potential to chill the democratic process. Who wants to engage in political debate or try and change public policy if the state can record you on CCTV, track where you drive to, or could have access to records of who you have contacted by phone or e-mail? That is why. Sir Nicholas Browne-Wilkinson ended his 1990 judgment with the comment: "the dossier of private information is the badge of the totalitarian state".
Obviously I am not saying that we live under such totalitarian circumstances – but the risks to democratic involvement are there for all to see. The Information Commissioner a year ago warned that we are "sleepwalking into a surveillance society" - I support that assessment. As government flexes its processing muscle to become the largest user of personal data in the UK, in my view, there is very little which stops such a user becoming a future abuser.

Main themes of the submission

This submission raises four main themes. I have added the detail (based on evidence I have given to various Parliamentary Committees) in the appendices if need be. The themes are:
· Ministers have a conflict of interest when they establish privacy protection for individuals yet at the same time carry political responsibilities for the public authorities or policies which require interference with private life of the very same individuals. The responsibility for the protection for individuals must be separated from the Minister who determine the interference.
· There needs to be stronger supervision of the national security agencies and these agencies must become more accountable to Parliament.
· The Law Commission should consider whether the law adequately protects privacy. My own view is that there should be a right to privacy.
· The Royal Academy of Engineering (RAE) should take a view on the level of scrutiny of legislation such as the ID Card Bill. My own view is that good governance needs Government to justify its reasoning to the various scrutiny committees of Parliament and this has not happened in relation to this legislation. Also, the RAE should consider the dispute between the Government and sixty or so academics from the London School of Economics (LSE); this dispute arose because the LSE's research into the ID Card system was at variance with the Government's approach. (This is important because engineers of the future writing independent reports or research – they might, in future, find themselves intimidated or placed in a similar position to the LSE).
I detailed evidence in the five appendices substantiate the above themes.
Your questions and my recommendations
Question 2.    What role should government play in regulating or legislating to control these opportunities?

Part 1: Government as data controller
Government is a major user of personal data and has a conflict of interest. Ministers seek wide ranging powers to pursue their policy objectives, are politically responsible for the public bodies which realise policy objectives by interfering with private and family life, yet at the same time are responsible for the level of privacy protection associated with the policy or the procedures used by public bodies when implementing policy. It is my contention that this places Ministers in an impossible position and that if there is a policy/procedural conflict between "interference" and "privacy", there is natural tendency for Ministers to support interference.
The Lindop Report on Data Protection (Cmnd 7341, December 1978) resolved this conflict of interests by proposing an independent authority which would produce statutory Codes of Practice which balanced Ministerial policy objectives with the necessary privacy protection. The independent production of Codes of Practice by the data protection authority thus allows Government ministers determine policy but ensures that the privacy element was independently established.
In 1978 Lindop's Report was rejected mainly because an incoming Government did not want independent body establishing wide ranging data processing rules via statutory codes of practice which were independent of Ministers or Parliamentary input. Back in 1978 there were very few independent regulators and it can be argued that this objection has been denuded in time as there is now a host of regulators (e.g. FSA, OFCOM, OFT) many of which establish binding obligations on organisations (e.g. through licensing conditions, exercise of enforcement powers).
I think the conflict of interest problem can be finessed through a modification of the independent Codes of Practice idea of Lindop. Ministers could establish public policy or even produce the relevant Code of Practice; however an independent authority could balance this with the power to establish the privacy safeguards by making amendments to the Code or to any operating procedure. However, unlike Lindop, any dispute between Ministers and the authority about the Code's content could be resolved by reference to a Parliament and/or by reference to the Courts in terms of Article 8 of the Human Rights Act or in terms of the obligations of the Data Protection Act. National security purposes should be included in this regime.

In the introduction to Appendix 1, I illustrate how this conflict of interest results in Government, in relation to its own processing objectives, effectively setting aside the protection afforded data protection legislation in relation to the ID Card system. Most legislation carries the potential for this conflict of interest although Section 12 of the Children Act 2004 (re-printed as Appendix 4) provides another extreme example. The Information Commissioner has made firm comments about both these pieces of legislation – details on his web-site.

I do not have a strong preference as to how this separation is to be achieved and I readily accept there might be better ideas. However, the key issue is that Ministers should no longer set both the interference policy and the privacy protection.
Recommendation 1: An independent element to establish privacy protection
I invite the Royal Academy of Engineering  to state that the balance between privacy and public policy in relation to the processing of personal data via new technologies, data sharing and data retention must contain an element, independent of Government which protects individual privacy. Government can legimately specify the processing objectives in relation to public policy but there the safeguards which protect the individual must be the responsibility of an independent body (e.g. through a statutory Code of Practice produced by an independent authority). Disputes can referred to the Courts/Parliament for resolution to test the Article 8/Data Protection Act conflicts.
Part 2: Processing undertaken in relation to terrorism

In relation to the technology available for the national security agencies and police forces, I repeat my recommendation to the Joint Committee on Human Rights in the written evidence I gave six months ago.

However, I would like to make two general comments:

· The Home Secretary is both politically responsible for the Security Service(MI5) and the police, yet he is setting the balance between their needs and other obligations of the Human Rights Act; likewise in relation to the Foreign Secretary for the Intelligence Services (MI6). Thus the conflict of interest which I have already described in terms of Article 8 and privacy  is broadened to encompass the whole human rights arena (e.g. Ministers set the rules for detention without trial and the protections associated with a right to a fair trial).
· The problem of the conflict of interest is exacerbated by the fact that the supervision of national security is weak and that these supervisors report to the very Secretary of State or Prime Minister who possesses the conflict of interest in the first place.
Recommendation 2: Effective supervision of national security agencies is needed
I invite the Royal Academy of Engineering to conclude that the current system for the supervision of national security issues is unfit for the purpose. Parliament needs to strengthen the safeguards in new legislation as the judiciary cannot be expected to perform this task. The role of the various Commissioners supervising the national security agencies needs to be reviewed – their powers of scrutiny need to be strengthened and the Commissioners' resourcing needs should be reassessed. These Commissioners should be independent of Government, their numbers could be reduced and their functions combined. The Commissioners could report to a revamped Intelligence and Security Committee, and Parliament should consider whether the Intelligence and Security Committee and the Commissioners should become more independent of the Prime Ministerial influence. The national security purpose should become subject to a data protection regime

The detail of the reasoning for this recommendation is set out in Appendix 2 under the following headings:
(a) The Courts already defer to the Home Secretary on national security issues

(b) Even when the Courts clash with the Home Secretary, it is with reluctance

(c) The Courts are unlikely to challenge Article 8 interference

(d) Both main Parties are considering removing judicial discretion in national security cases

(e) Scrutiny by Parliament of national security issues is currently limited

(f) There are too many Commissioners in the national security protection business

(g) The current complaints system re national security issues does not appear to be credible

(h) There is a conflict of interest surrounding national security/policing issues

(i) There is uncertainty in the borders between policing and national security

(j) Parliament should have better access to information anout national security issues

Part 3: A right to privacy?
I think the extensive use of technology which has a surveillance functionality and which is universally available makes a statutory right to privacy inevitable; I raised this in written evidence in the context of mobile phone cameras with the Culture, Media and Sport Committee when it examined "Privacy and Media Intrusion, Fifth Report, session 2002/3" (see Appendix 3 for detail argument). Note that for surveillance undertaken in the domestic circumstance (e.g. a householder who install CCTV security systems which also covers neighbours' premises), the application of all the Data Protection Principles and rights are negated by a specific exemption (S.36 of the DPA).
The problem with a right to privacy is that the press will treat it with suspicion. However, I think the mechanism I proposed with Codes of Practice will work because the press already apply the Press Complaints Commission's Code of Practice. If there is problems with this Code, then any amendment proposed to the Code by the data protection authority could be challenged. The Courts can thus determine the issue in the context of both Articles 8 and 10 of the Human Rights Act.

However, implementing a right to privacy is a major change in the law and needs to involve the whole of society and their interests. I suspect the RAE will identify technological trends which could be used to argue for a review of privacy law. I do not think it appropriate, given the conflict of interest I have already described, that a Government Department should conduct this review internally or set terms its terms reference (e.g. to exclude national security). I support a broad reference to the Law Commission using the RAE report if this is how it turns out.
The last review of this subject was in July 1993 when the Lord Chancellor's Department published "Infringement of Privacy". Fifteen years on, a further review on whether there should be a right to privacy would be timely.

Recommendation 3: review of the right to privacy

I invite the Royal Academy of Engineering to conclude that the use of new technology  raises the question of whether there should be a right to privacy. Consequently, I recommend that a broad ranging independent inquiry undertaken by the Law Commission to explore whether or not the law should be augmented in order to protect individual privacy.  The form of this inquiry or its terms of reference must be seen as being independent of Government, as Government has a vested interest in the outcome.
Question 6.   Are there general principles that should be adopted in regulating the collection and analysis of data, beyond those already enshrined in the Data Protection Act and other legislation?

Part 1: The importance of Marper

The Data Protection Principles are broadly defined and flexible enough. However, they are being diminished in effectiveness if legislation can identify use, disclosure, content and retention as previously described. This is particularly the case with the Principle relating to retention because of the House of Lords decision in the case of Marper (Regina v. Chief Constable of South Yorkshire Police (Respondent) ex parte Marper (FC) (Appellant) [2004] UKHL 39).
Technology has facilitated mass data retention. CCTV images capture images of everybody who walks in a town centres, telecommunications companies are soon to retain everybody's contacts via phone or e-mail, road pricing will record everybody's journey' by road, automated number plate cameras check every car and the ID Card will be issued to everybody ostensibly to identify those who are illegal immigrants or terrorists.

The Government's view on mass data retention is that it is compatible with Human Rights legislation, and it will be important to your studies to understand why; Marper is of fundamental importance in any consideration of policies which relate to data retention by public authorities for policing and national security purposes.
The philosophy underpinning this decision is a simple one: the privacy problems arise when personal data are used or disclosed  and there is only a minor threat to privacy when personal data are retained. For instance, if personal data are retained in archive but are not used or disclosed, then there are minimal privacy concerns because the personal data lie dormant; privacy concerns arise when data are used or disclosed. It follows that personal data can be retained universally on every individual and any privacy debate can be focussed on what happens when personal data are subsequently used or disclosed.
Note that following Marper, Article 8 has been interpreted so to produce a hierarchy of operations performed on the personal data; use and disclosure rank higher than retained. With a data protection analysis, the three processing operations of use, disclosure and retention are at the same level and are treated as "processing" operations. Thus to avoid any problem with data protection legislation, data retention legislation has to sets out a specific retention criteria (e.g. two years in relation to communications data) and any subsequent use or disclosure which follows as a result of retention.
The Marper judgment related to an individual (Mr. Marper) who was arrested following a domestic disturbance but was not subsequently charged with an offence. DNA samples and fingerprints were taken but when charges were not pressed, Marper wanted the DNA samples and fingerprints deleted. The Chief Constable for South Yorkshire resisted this request and the case eventually ended up in the House of Lords which determined that the retention of Marper's DNA did not amount to an interference with his Article 8 right.

In reaching this judgment, the House of Lords was satisfied that the use of the DNA and related database was limited to policing purposes – and indeed, the judgement contains obiter remarks about wider collection and retention of DNA data for policing use in the database as being consistent with Human Rights (i.e. the judgment supports further retention of DNA data for "carefully defined limited use" - paragraph 86). One of the judges stated that a comprehensive DNA database serves to protect civil liberties as those who are innocent would not be accused if their DNA failed to match that found at the scene of a crime.

The House of Lords thus dismissed the "wider possible use" concerns of groups like Liberty (i.e. these concerns related to how the database could potentially be used) on the grounds that there were no social implications of DNA retention (e.g. identification of a specific gene) and only the actual use of the database and samples which were limited to policing matters were relevant to the Appeal. Paragraph 28 of the main judgement, for example, states this clearly:


"28. That brings me to the concerns of Liberty. They centre on the retention of DNA samples. To the extent that Liberty expresses fears about the misuse of retained samples, Dr. Bramley has shown the extent of the rigorous safeguards in place (para 12.1-12.5). In any event, the trial process ought to weed out such abuses. Liberty's fears of what may happen in the future in the light of the expanding frontiers of science is not relevant in respect of contemporary use of retained samples in connection with the detection and prosecution of crime. If future scientific developments require it, judicial decisions can be made, when the need occurs, to ensure compatibility with the ECHR". (my emphasis).

The essence of Marper is that the mass retention of these data is justified if the future uses of those data are for a limited purpose (e.g. policing matters) and where that person relates to one of the legitimate reason for interference as defined in Article 8(2) found in the Human Rights Act. The Marper decision thus provides a prescription for the Government's emphasis on data retention. If personal data are retained on everybody (e.g. telecommunications, fingerprints etc) but are only subsequently used or disclosed for limited to crime prevention and say national security purposes then there should be no difficulty with human rights law.
Following Marper, for example, if there is not a match on the fingerprint/DNA data base then the DNA data have not been used and because the data lie dormant there has been no interference with the Article 8 right. Whereas if the fingerprint/DNA data are matched, the interference would be justified in relation to a policing and national security purposes as set out in Article 8(2).
This explains why retention of personal data on a mass scale is not seen by Government as a human rights problem. Personally, I think the Government have extrapolated this Marper judgment and I am not convinced that this extrapolation is sound, although I can the force of the Government's argument in this regard.
Just one final comment. The House of Lords does not appear to have considered the fact that some criminals take the contents of an ash tray from a pub and place some content at the scene of the crime. The result is to leave someone else's DNA at the scene of the crime. The scenario which disturbs me is that suppose in five year's time, the smoker has to give a DNA sample or a set of ten fingerprints (e.g. in relation to ID Cards) and is confronted with "his involvement" in a historic crime. How does the smoker prove his innocence?
Recommendation 4: Obtaining legal opinion re Marper
I invite the Royal Academy of Engineering to use its connections to obtain legal advice on the following questions:

· would European human rights jurisprudence support the House of Lords decision in relation to Marper? (I suspect that given the European Court grants a margin of appreciation that member states have will apply as there is a clear limitation on DNA retention only to a policing purpose – however, please include the scenario which disturbs me)
· the Marper decision only considered one Article 8(2) cause for interference – namely that the retained information was only retained and used for apprehending criminals. Would it be lawful under human rights law to retained information for use in connection with any Article 8(2) interference purpose as this was not considered by the House of Lords (I am not sure that this for of retention is proportionate and I suspect that the Government has legal advice which in part says that Marper implies that mass retention for all Article 8(2) purposes is proportionate).
Part 2: Parliamentary scrutiny is currently inadequate
Ministers are using powers to define when use and disclosure can occur. This is self evident in the ID Card Bill, the Civil Contingencies Act, the Children Act and most anti-terrorism legislation. I expect, for example, the recent communications data retention directive to be implemented by secondary legislation.
Ministers have argued that because the detailed implementation of their powers is by Statutory Instrument, then these could be struck out by the Courts using powers under the Human Rights Act. It follows that all human rights issues can be considered by Government when the instrument is drafted and not when the powers are being obtained. In a sense this step replaces for line by line Parliamentary scrutiny of the detail with one judicial safeguard: if the Government gets the drafting wrong the instrument can be struck out by the courts.

This approach is confirmed by the letter the Home Secretary wrote to the Joint Committee on Human Rights (JCHR's 8th report):

"…Secondly, I must stress that the Identity Cards Bill is enabling legislation. Many of the precise details relating to the application process, the format of the ID card itself and the arrangements for the provision of information from the National Identity Register have yet to be decided. We have therefore not spelt out all the details on the face of the Bill and many of these can only be set out later in secondary legislation which will also have to be compatible with our ECHR obligations. I consider that all the powers in the Bill are capable of being exercised compatibly and its human rights compliance has to be judged ultimately by looking at the Bill and all the orders and regulations made under it. We will be under a duty, under section 6 of the Human Rights Act, to act compatibly in making the subordinate legislation and if we did not do so the courts will have the power to strike it down".(my emphasis; Home Secretary's emphasis on enabling).

There are four problems raised by this approach:
· scrutiny of primary legislation by Parliament is limited because controversial details enacted by secondary legislation are not subject to line by line scrutiny (this is illustrated by Appendix 2 under the heading "Scrutiny by Parliament of national security issues is currently limited").
· scrutiny becomes the preserve of those rich enough to fund human rights cases through the Courts
· Pre-legislative scrutiny by Parliament is effectively replaced by post-legislative scrutiny Courts who are provided with the blunderbuss of striking out orders. It also brings with it the prospect of further clashes between the Government and the Courts and thereby risk of politicising the judiciary
· It is possible to envisage circumstances in which even where secondary legislation is struck out, Ministers would just draft another instrument circumventing any problem raised in Court. Therefore any legal challenge would need to start again at square one.

The JCHR have rejected this approach in its 19th Report (Session 2004-2005). It followed its revealing remark that in the case of the Home Office there had been "the extraordinary failure of the Explanatory Notes on the Identity Cards Bill in Session 2004-05 to contain any analysis of the human rights implications of the bill" with the comment that 

81. Despite our welcome for the seriousness with which the Government treats our questions in its responses, we have noticed that the Government frequently employs two related catch-all defences to our compatibility queries. One of these defences is that wide discretions granted to public authorities by a bill do not raise compatibility questions because, under section 6 of the Human Rights Act, such authorities will be behaving unlawfully if they act in a manner incompatible with a Convention right. The second defence is that order- or regulation-making powers contained in a bill, however broad, do not present incompatibility risks, because such delegated legislation, unlike primary legislation, is normally invalid to the extent that it is incompatible with a Convention right. Both these defences go to the heart of the purpose of our scrutiny of bills for human rights compatibility, and the effectiveness of scrutiny, particularly in relation to bills which are essentially "enabling" legislation, such as the Identity Cards Bill of Session 2004-05. In our view, one of the most important features of the scrutiny we perform is that it is preventive in nature, aiming to minimise the likelihood of new legislation giving rise to breaches of human rights in practice. We consider this to be a constitutionally different function from the ex post intervention of courts when deciding whether a public authority has acted incompatibly with Convention rights. 

The next paragraph of the JCHR report concludes:

82. The result of the arguments advanced by the Government has often been an unwillingness to include on the face of bills, either as originally drafted or in response to recommendations from us, specific safeguards against the use of powers in ways which would violate Convention rights. …..
The above quotes can be set in the context of leading to a recommendation of the Joint Committee on Human Rights (19th Report, session 2004-5). This states that the Government should publish  at the very minimum a report which in relation to each Bill will:
· "identify the Convention rights and any other human rights engaged by the bill, and the specific provisions of the bill which engage those rights 

· explain the reasons why it is thought that there is no incompatibility with the right engaged 

· where the rights engaged are qualified rights, identify clearly the pressing social need which is relied on to justify any interference with those rights 

· assess the likely impact of the measures on the rights engaged 

· explain the reasons why it is considered that any interference with those rights is justified 

· cite the evidence that has been taken into account by the Department in the course of its assessment".
Recommendation 5: Parliamentary scrutiny is currently inadequate

I invite the Royal Academy of Engineering to support the JCHR recommendation and ask for it to be backdated to cover the ID Card Act and all anti-terrorism legislation. I also invite the RAE to comment that good governance requires that Government justify its position in relation to data sharing, data retention and anti-terrorism legislation in terms of the Human Rights Act. 

The Royal Academy of Engineering should look at the reports published by the LSE in relation to identity cards. Academics should be able to enter the public debate, even though their reports might not support Government orthodoxy, without being subject to vilification.
Appendix 5 illustrates two facets of the debate about the ID Card Bill which illustrate the need for the above Recommendation. 

Dr. C.N.M. Pounder
Consultant & Editor of Data Protection & Privacy Practice 
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